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Instruct the editor to add a new subsection g) to 11.4.3.4.4 as indicated below and to increment the subsections that follow the new one:
· PN and replay detection

· If dot11RSNAProtectedManagementFramesActivated is true and dot11MeshSecurityActivated is true, the recipient shall maintain a single replay counter for received group addressed robust management frames that do not use the QMF service and shall use the PN from the received frame to detect replays. If dot11QMFActivated is also true, the recipient shall maintain an additional replay counter for each ACI for received group addressed Robust Management frames that use the QMF service. The QMF receiver shall use the ACI encoded in the Sequence Number field of the received frame to select the replay counter to use for the received frame, and shall use the PN from the received frame to detect replays. A replayed frame occurs when the PN from the frame is less than or equal to the value of the management frame replay counter that corresponds to the ACI of the frame. The transmitter shall preserve the order of protected robust management frames transmitted to the same DA without the QMF service. When the QMF service is used, the transmitter shall not reorder robust GQMFs within an AC when the frames are transmitted to the same RA.
· The receiver shall discard MSDUs, A-MSDUs(11n) and MMPDUs(11w) whose constituent MPDU PN values are not sequential. A receiver shall discard any MPDU that is received with its PN less than or equal to the replay counter. When discarding a frame, the receiver shall increment by 1 the value of dot11RSNAStatsCCMPReplays for data frames or dot11RSNAStatsRobustMgmtCCMPReplays for (#13074)robust management frames(11w).

i) For MSDUs or A-MSDUs(11n) sent using the Block Ack feature, reordering of received MSDUs or A-MSDUs(11n) according to the Block Ack receiver operation (described in 9.21.4 (Receive buffer operation)) is performed prior to replay detection. 

11.4.4.4 BIP replay protection
When dot11QMFActivated is true, the receiver shall maintain an additional replay counter for each ACI for received group-addressed Robust Management frames that use QMF and do not receive “Group Addressed Privacy” as indicated in table 8-38. The receiver shall use the ACI encoded in the Sequence Number field of received GQMFs protected by BIP to select the replay counter to use for the received frame, and shall use the IPN from the received frame to detect replays.
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Abstract


An MBSS requires some group addressed management frames to be robust—that is, to have security applied to them. When support for this capability was added, a section dealing with replay and a requirement for a recipient to maintain a separate replay counter was left out. This submission adds that text.
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