IEEE P802.11
Wireless LANs

	Normative text for FILS

	Date:  2011-11-4

	Author(s):

	Name
	Company
	Address
	Phone
	email

	Zhiming Ding
	Huawei
	Bld 7, Vision Business Park, Nanshan Science Park, Shenzhen City, China
	+86-755-21535837
	dingzhiming@huawei.com

	Ping Fang
	Huawei
	Bld 7, Vision Business Park, Nanshan Science Park, Shenzhen City, China
	+86-755-36835101
	Ping.fang@huawei.com

	Phillip Barber
	Huawei

	1700 Alma Rd, Ste 500

Plano, Texas 75075 USA
	+1 972-509-5599 
	pbarber@huawei.com


Abstract

This document contains normative text for fast initial link setup protocol based on 11mb draft 12.0.

6.3.5 Authenticate

6.3.5.1 Introduction

This mechanism supports the process of establishing an authentication relationship with a peer MAC entity.

[Change subclause 6.3.5.2 as:]
6.3.5.2 MLME-AUTHENTICATE.request

6.3.5.2.1 Function

This primitive requests authentication with a specified peer MAC entity.

6.3.5.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-AUTHENTICATE.request(

PeerSTAAddress,

AuthenticationType,

AuthenticateFailureTimeout,

Content of FT Authentication elements,

Content of SAE Authentication Frame,
Content of FILS Authentication Frame,
VendorSpecificInfo
)
	Name 
	Type 
	Valid range 
	Description

	PeerSTAAddress
	MACAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity with which to perform the authentication process.

	AuthenticationType
	Enumeration
	OPEN_SYSTEM,

SHARED_KEY,

FAST_BSS_TRANSITION,

SAE,

FAST_INITIAL_LINK_SETUP
	Specifies the type of authentication algorithm to use during the authentication process.

	AuthenticationFailureTimeout
	Integer
	≥1
	Specifies a time limit (in TU) after which the authentication procedure is terminated.

	Content of FT Authentication elements
	Sequence of elements
	As defined in 12.8
	The set of elements to be included in the first message of the FT authentication sequence, as described in 12.8.2. Present only if dot11FastBSSTransitionActivated is true.

	Content of SAE Authentication Frame
	Sequence of elements and fields
	As defined in 8.4.1.37, 8.4.1.38, 8.4.1.39, 8.4.1.40, 8.4.1.41, and 8.4.1.42
	The set of elements and fields to be included in the SAE Commit Message or SAE Confirm Message. Present only if AuthenticationType indicates SAE authentication.

	Content of FILS Authentication Frame
	Sequence of elements and fields
	TBD
	TBD

	VendorSpecificInfo
	A set of elements
	As defined in 8.4.2.28
	Zero or more elements.


6.3.5.4.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-AUTHENTICATE.indication(

PeerSTAAddress,

AuthenticationType,

Content of FT Authentication elements,

Content of SAE Authentication Frame,
Content of FILS Authentication Frame,
VendorSpecificInfo

)
	Name 
	Type 
	Valid range 
	Description

	PeerSTAAddress
	MACAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity with which the authentication relationship was established.

	AuthenticationType
	Enumeration
	OPEN_SYSTEM,

SHARED_KEY,

FAST_BSS_TRANSITION,
SAE,
FAST_INITIAL_LINK_SETUP
	Specifies the type of authentication algorithm that was used during the authentication process.

	Content of FT Authentication elements
	Sequence of elements
	As defined in 12.8
	The set of elements to be included in the first message of the FT authentication sequence, as described in 12.8.2. Present only if dot11FastBSSTransitionActivated is true.

	Content of SAE Authentication Frame
	Sequence of elements and fields
	As defined in 8.4.1.37, 8.4.1.38, 8.4.1.39, 8.4.1.40, 8.4.1.41, and 8.4.1.42
	The set of elements to be included in the SAE Commit Message or SAE Confirm Message. Present only if AuthenticationType indicates SAE authentication.

	Content of FILS Authentication Frame
	Sequence of elements and fields
	TBD
	TBD

	VendorSpecificInfo
	A set of elements
	As defined in 8.4.2.28
	Zero or more elements.


6.3.5.5.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-AUTHENTICATE.response(

PeerSTAAddress,

ResultCode,

Content of FT Authentication elements,

Content of SAE Authentication Frame,

Content of FILS Authentication Frame,
VendorSpecificInfo

)
	Name 
	Type 
	Valid range 
	Description

	PeerSTAAddress
	MACAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity from which the authentication request was received.

	ResultCode
	Enumeration
	SUCCESS,

REFUSED, ANTICLOGGING

TOKEN

REQUIRED,

FINITE CYCLIC

GROUP NOT SUPPORTED,

AUTHENTICATION

REJECTED
	Indicates the result response to the authentication request from the peer MAC entity.

	Content of FT Authentication elements
	Sequence of elements
	As defined in 12.8
	The set of elements to be included in the first message of the FT authentication sequence, as described in 12.8.2. Present only if dot11FastBSSTransitionActivated is true.

	Content of SAE Authentication Frame
	Sequence of elements and fields
	As defined in 8.4.1.37, 8.4.1.38, 8.4.1.39, 8.4.1.40, 8.4.1.41, and 8.4.1.42
	The set of elements to be included in the SAE Commit Message or SAE Confirm Message. Present only if AuthenticationType indicates SAE authentication.

	Content of FILS Authentication Frame
	Sequence of elements and fields
	TBD
	TBD

	VendorSpecificInfo
	A set of elements
	As defined in 8.4.2.28
	Zero or more elements.


8.3.3.11 Authentication frame format
The frame body of a management frame of subtype Authentication contains the information shown in Table 8-28. FT authentication is used when FT support is advertised by the AP and dot11FastBSSTransitionActivated is true in the STA. SAE authentication is used when dot11MeshActiveAuthenticationProtocol is sae (1).
[Change Table 8-28 as:]
Table 8-28—Authentication frame body
	Order
	Information
	Notes

	5
	RSN
	The RSNE is present in the FT and FILS Authentication frames as defined in Table 8-29.

	…
	
	

	16
	Upper Layer Message
	An ULME is present in the FILS Authentication frames as defined in Table 8-29. Multiple ULMEs can be present to encapsulate a single upper layer message. Multiple upper layer messages can be encapsulated in different ULME.
These upper layer messages includes EAPoL messages defined in 802.1x and EAPoL_Key frames defined in 11.6.2 and DHCP messages. The detail of the ULME usage sees TBD.

	…
	<Elements in Association frames>
	When field Authentication algorithm is FAST_INITIAL_LINK_SETUP as defined in Table 8-29, multiple elements present in Association frames can be present in the third and fourth Authentication frames except the same elements present both Authentication and Association frames in order to implement function of Association frames during FILS authentication in concurrence.

	Last-1
	Vendor Specific
	One or more vendor-specific elements are optionally present.

These elements follow all other elements.

	Last
	MIC
	The MICE is present in the last two FILS Authentication frames as defined in Table 8-29.


[Change Table 8-29 as:]
Table 8-29—Presence of fields and elements in Authentication frames
	Authentication algorithm
	Authentication transaction sequence no.
	Status code
	Presence of fields 4- Last-1

	FILS
	1
	Reserved
	One group of ULMEs are present and an EAPoL(EAP_Response/ID) is encapsulated in them.

	FILS
	2
	Status
	Two groups of ULMEs are present. An EAPoL(EAP_Request), the first EAP_Request of EAP method is encapsulated in first group of ULMs. The First EAPoL(EAPoL-Key) of 4-way handshake is encapsulated in second group of ULMs.

	FILS
	2+x(x=1,3,5)
	Status
	One groups of ULMEs are present. An EAPoL(EAP_Response), one of the middle EAP_Response of EAP method is encapsulated in the ULMs. 

	FILS
	2+x(x=2,4,6)
	Status
	One groups of ULMEs are present. An EAPoL(EAP_Request), one of the middle EAP_Request of EAP method is encapsulated in the ULMs.

	FILS
	Last-1/3
	Status
	Three groups of ULMEs are present. An EAPoL(EAP_Response), the last EAP_Response of EAP method is encapsulated in first group of ULMs. The second EAPoL(EAPoL-Key) of 4-way handshake is encapsulated in second group of ULMs. A DHCPDISCOVER with rapid commit option is encapsulated in third group of ULMs.

	FILS
	Last/4
	Status
	Three groups of ULMEs are present. An EAPoL(EAP_Success or EAP_Failure), the result of EAP method is encapsulated in first group of ULMs. The third EAPoL(EAPoL-Key) of 4-way handshake is encapsulated in second group of ULMs. A DHCPACK with rapid commit option is encapsulated in third group of ULMs.


[Change subclause 8.4.1.1 as:]
8.4.1.1 Authentication Algorithm Number field
The Authentication Algorithm Number field indicates a single authentication algorithm. The length of the Authentication Algorithm Number field is 2 octets. The Authentication Algorithm Number field is illustrated in Figure 8-35. The following values are defined for authentication algorithm number:

Authentication algorithm number = 0: Open System

Authentication algorithm number = 1: Shared Key

Authentication algorithm number = 2: Fast BSS Transition

Authentication algorithm number = 3: simultaneous authentication of equals (SAE)
Authentication algorithm number = 4: Fast Initial Link Setup (FILS)

Authentication algorithm number = 65 535: Vendor specific use

NOTE—The use of this value implies that a Vendor Specific element is included with more information.

All other values of authentication algorithm number are reserved.
8.4.2.27 RSN element
8.4.2.27.3 AKM suites
[Change Table 8-101 as:]
Table 8-101—AKM suite selectors
	OUI
	Suite Type
	Meaning

	
	
	Authentication type
	Key management type
	Key derivation type

	00-0F-AC
	10
	FILS over 802.1x
	RSNA key management as defined in 11.6.
	Defined in 11.6.1.2

	00-0F-AC
	11
	FILS using PSK
	RSNA key management as defined in 11.6, using PSK
	Defined in 11.6.1.2

	00-0F-AC
	12–255
	Reserved
	Reserved
	Reserved


8.4.2.29 Extended Capabilities element
[Change Table 8-101 as:]
Table 8-103—Capabilities field
	Bit
	Information
	Notes

	47 or any other?
	Fast Initial Link Setup
	The STA sets the Fast Initial Link Setup field to 1 when dot11MgmtOptionFILSActivated is true and sets it to 0 otherwise. See 10.25.

	
	
	


[Change subclause 8.4.2.121 as:]
8.4.2.121 MIC element
The MIC element (MICE) provides message integrity to some management frames e.g. Mesh Peering Management frames and the last two FILS Authentication frames. The format of the MIC element is shown in Figure 8-401.
The Element ID is set to the value given in Table 8-54 for this element.
The Length field is set to 16.
[image: image1.emf]
Figure 8-401—MIC element format
The MIC field contains a message integrity code calculated over the management frame e.g. the Mesh Peering Management frame (as specified in 13.5) and the mesh group key handshake frame (as specified in 13.6) and the last two FILS Authentication frames (as specified in 10.25).
[Insert subclause 8.4.2.122 as:]
8.4.2.122 ULM element
The ULM element includes one or part of an upper layer message. Multiple ULM elements may be occurred in a management frame to carry a whole upper layer message. Multiple types of upper layer message may be included in ULM elements. This element is shown in Figure 8-11ai01.
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Figure 8-11ai01 ULM element format

The Element ID is set to the value given in Table 8-54 (Element IDs) for this element.

The Length field is set to the value of bytes of the field Upper Layer Message.
The ULM Control field is shown in Figure 8-11ai02.
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Figure 8-11ai02 ULM Control field format

The ULM Fragment Flag is set to 1 if another ULM element for the same upper layer message follows this element and is set to 0 if no more ULM element for the same upper layer message follows this element. 

The ULM Tag is an identifier of upper layer message in order to matching the messages of same session on upper layer when the upper layer messages come into or go out from the IE layer.
ULM Body is a whole upper layer message or part of an upper layer message.

10.3.2 State transition diagram for non-mesh STAs
Figure 10-6 shows the state transition diagram for non-mesh STA states. Note that only events causing state changes are shown. The state of the sending STA given by Figure 10-6 is with respect to the intended receiving STA.

[Change Figure 10-6 as:]
[image: image4.png]—t Class llFl-m

State 1

Successfu.l F_lLS s Desuthentication
Authentication 80211 Authentication
State 2
Authenticated,
Unassociated
S
l Class 18 2 Frames
JAssocistol Successtd
Kravern (Re)aseociation - RSNA Required
State 3
Authenticated,
Associated
Sumu" 1| — (Pending RSN Authentication)
Class 1,2 & 3 Frames
IEEE 802.1X Controlled Port Blocked
4-way Handshake Successtl
L_e — State 4
(Non-aP STA) X
Associated
Successhd
802.11 Authentication Class 1,2 & 3 Frames
Successtd IEEE 802.1X Controlled Port
(Re)assocabon Unblocked





Figure 10-6—Relationship between state and services
[Change subclause 10.3.4 as:]
10.3.4 Authentication and deauthentication
This subclause describes the procedures used for IEEE 802.11 authentication and deauthentication. The states used in this description are defined in 10.3.1.
Successful authentication sets the STA's state to State 2, if it was in State 1. Successful FILS authentication sets the STA’s state to State4 directly, if it was in State1. Unsuccessful authentication leaves the STA's state unchanged. The STA shall not transmit Class 2 frames unless in State 2 or State 3 or State 4. The STA shall not transmit Class 3 frames unless in State 3 or State 4.
Deauthentication notification sets the STA's state to State 1. The STA shall become authenticated again prior to sending Class 2 frames. Deauthentication notification when in State 3 or 4 implies disassociation as well. A STA may deauthenticate a peer STA at any time, for any reason.
If STA A in an infrastructure BSS receives a Class 2 or Class 3 frame from STA B that is not authenticated with STA A (i.e., the state for STA B is State 1), STA A shall discard the frame. If the frame has an individual address in the Address 1 field, the MLME of STA A shall send a Deauthentication frame to STA B.
Authentication is optional in an IBSS. In an infrastructure BSS, authentication is required. APs do not

initiate authentication.
10.3.4.2 Authentication—originating STA

Upon receipt of an MLME-AUTHENTICATE.request primitive, the originating STA shall authenticate with the indicated STA using the following procedure:

a) If the STA is in an IBSS the SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using the MLME-DELETEKEYS.request primitive (see 11.5.15).

b) The STA shall execute one of the following: 
1) For the Open System or Shared Key authentication algorithm, the authentication mechanism described in 11.2.3.2 or 11.2.3.3, respectively.

2) For the FT authentication algorithm in an ESS, the authentication mechanism described in 12.5, or, if resource requests are included, 12.6.

3) For SAE authentication in an ESS, IBSS, or MBSS, the authentication mechanism described in 11.3.
4) For FILS authentication in an ESS, TBD.
c) If the authentication was successful within the AuthenticateFailureTimeout, the state for the indicated STA shall be set to State 2 if it was State 1; the state shall remain unchanged if it was other than State 1.

d) The MLME shall issue an MLME-AUTHENTICATE.confirm primitive to inform the SME of the result of the authentication.
10.3.4.3 Authentication—destination STA
Upon receipt of an Authentication frame with authentication transaction sequence number equal to 1, the destination STA shall authenticate with the originating STA using the following procedure:

a) If Open System or Shared Key authentication algorithm is being used, the STA shall execute the procedure described in 11.2.3.2 or 11.2.3.3, respectively. These result in the generation of an MLME-AUTHENTICATE.indication primitive to inform the SME of the authentication request.

b) If FT authentication is being used, the MLME shall issue an MLME-AUTHENTICATE.indication primitive to inform the SME of the authentication request, including the FT Authentication Elements, and the SME shall execute the procedure as described in 12.5 or 12.6.

c) If SAE authentication is being used in an ESS, IBSS, or MBSS, the MLME shall issue an MLMEAUTHENTICATE. indication primitive to inform the SME of the authentication request, including the SAE Authentication Elements, and the SME shall execute the procedure as described in 11.3
d) If FILS authentication is being used in an ESS TBD.

e) If the STA is in an IBSS and management frame protection was not negotiated when the PTKSA(s) were created, the SME shall delete any PTKSA and temporal keys held for communication with the originating STA by using the MLME-DELETEKEYS.request primitive (see 11.5.15).

f) Upon receipt of an MLME-AUTHENTICATE.response primitive, if the ResultCode is not SUCCESS, the MLME shall transmit an Authentication frame with the corresponding status code, as defined in 8.4.1.9, and the state for the originating STA shall be left unchanged. The Authentication frame is constructed using the appropriate procedure in 11.2.3.2, 11.2.3.3, 12.5 or 12.6.

g) Upon receipt of an MLME-AUTHENTICATE.response primitive, if the ResultCode is SUCCESS, the MLME shall transmit an Authentication frame that is constructed using the appropriate procedure in 11.2.3.2, 11.2.3.3, 12.5 or 12.6, with a status code of Successful, and the state for the originating STA shall be set to State 2 if it was in State 1. 

If the STA is in an IBSS, if the SME decides to initiate an RSNA, and if the SME does not know the security policy of the peer, it may issue an individually addressed Probe Request frame to the peer by invoking an MLME-SCAN.request primitive to discover the peer’s security policy.
[Insert subclause 10.25 as:]
10.25 Fast initial link setup
Describe what is FILS.
Describe how to FILS.

The main points are:

· FILS Capability indication in Beacon and Probe Response

· No Association for FILS

· Changes to 4-Way handshake with concurrently running EAP

· Changes to state machine for FILS authentication.

· New information element for encapsulating upper layer message

· IP address assigning in Authentication frames with DHCP rapid commit
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