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Modify section 11.3.4.2.2 as indicated:
· Generation of the Password Element with ECC groups(11s)
The Password Element of an ECC group (PWE) shall be generated in a random hunt-and-peck fashion. The password and a counter, represented as a single octet and initially set to one (1), are used with the peer identities to generate a password seed. The password seed shall then be stretched using the key derivation function (KDF) from 11.6.1.7.2 (Key derivation function (KDF)) to a length equal to the bit length of the prime number, p, from the elliptic curve domain parameters with the Label being the string “SAE Hunting and Pecking” and with the Context being the prime number. If the resulting password value is greater than or equal to the prime number, the counter shall be incremented, a new password seed shall be derived and the hunting-and-pecking shall continue. Otherwise, it shall be used as the x-coordinate of a candidate point (x, y) on the curve satisfying the curve equation, if such a point exists. If no solution exists, the counter shall be incremented, a new password-seed shall be derived and the hunting-and-pecking shall continue. Otherwise, there will be two possible solutions: (x, y) and (x, p – y). The password seed shall be used to determine which one to use: if the least-significant bit (LSB) of the password seed is equal to that of y, the PWE shall be set to (x, y); otherwise, it shall be set to (x, p – y).

In order to address the possibility of side-channel attacks which attempt to determine the number of interations of the “hunting-and-pecking” loop are required for a given <password, STA-A-MAC, STA-B-MAC> tuple, it is recommended that implementations perform at least k iterations regardless of whether PWE is discovered or not. The value k can be set to any non-negative value and should be set to a sufficiently large number to effectively guarantee the discovery of PWE in less than k iterations. If PWE is discovered in less than k iterations a random “password” can be used in subsequent iterations to further obfuscate the true cost of discovering PWE.
NOTE—The probability that one requires more than n iterations of the “hunting and pecking” loop to find PWE is roughly  (r/2p)n, which rapidly approaches zero (0) as n increases.

Algorithmically this process is described as follows:


found = 0;


counter = 1


z = len(p)

base = password

do {



 pwd-seed = H(MAX(STA-A-MAC, STA-B-MAC) || MIN(STA-A-MAC, STA-B-MAC),




base || counter)



 pwd-value = KDF-z(pwd-seed, “SAE Hunting and Pecking”, p)



if (pwd-value < p)



then




x = pwd-value




if the equation y2 = x3 + ax + b modulo p has a solution y




then





if (found = 0)





then





    determine a solution, y, to be the equation y2 = x3 + ax + b modulo p





    if LSB(pwd-seed) = LSB(y)





    then






PWE = (x, y)





    else






PWE = (x, p – y)





    fi





    found = 1



             else





    base = new-random-number




fi



fi



fi



counter = counter + 1


} while ((counter <= k) and (found=0))
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Abstract


A side-channel attack is one in which information, such as timing information, is gained from observing the physical implementation of a cryptographic protocol. The “hunting-and-pecking” technique to hash into an elliptic curve used by SAE opens up a remote possibility of a side-channel attack to determine the number of iterations it takes to find the password element and this information can be used to pare down the dictionary of possible passwords, making a brute force attack easier.





This submission defines a new security parameter, k, to normalize the amount of work done to find PWE. The value set to k does not affect interoperability and existing implementations will have a value for k of zero.
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