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Intruct the editor to modify section 11.6.9.2 as indicated:
· TDLS Peer Key Handshake(11z)
The TDLS PMK Handshake Message 1 shall be transmitted in the TDLS Setup Request frame.

TDLS PMK Handshake Message 2 shall be transmitted in the TDLS Setup Response frame.

TDLS PMK Handshake Message 3 shall be transmitted in the TDLS Setup Confirm frame.

The TPK shall be derived as follows:

TPK-Key-Input = SHA-256(min (SNonce, ANonce) || max (SNonce, ANonce))

TPK = KDF-N_KEY(TPK-Key-Input, "TDLS PMK", min (MAC_I, MAC_R) 
|| max (MAC_I, MAC_R) || BSSID)(#11031)

where

N_KEY = TK_bits + 128. TK_bits is cipher-suite specific and specified in Table 11-4 (Cipher suite key lengths)
KDF-N_KEY is the key derivation function defined in 11.6.1.7.2 (Key derivation function (KDF))
MAC_I and MAC_R are the MAC addresses of the TDLS initiator STA and the TDLS responder STA, respectively

SNonce and ANonce are the nonces generated by the TDLS initiator STA and TDLS responder STA, respectively, for this instance of the TPK handshake. The BSSID is set to the BSSID of the current association of the TDLS initiator STA.

Each TPK has two component keys—TPK-KCK and TPK-TK, defined as follows: 

The Key Confirmation Key (KCK) shall be computed as the first 128 bits (bits 0–127) of the TPK

TPK-KCK = L(TPK, 0, 128)

where

L(-) is defined in 11.6.1 (Key hierarchy). 

The KCK is used to provide data origin authenticity in TDLS Setup Response and TDLS Setup Confirm messages.

The Temporal keys (TK) shall be computed as the remaining bits (for CCMP, the second 128 bits, i.e., bits 128–255) of the TPK

TPK-TK = L(TPK, 128, N_KEY – 128) 

The TPK-TK is used to provide confidentiality for direct-link data.

The temporal key is configured into the STA by the SME through the use of the MLME-SETKEYS.request primitive. 
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Abstract


A problem has been discovered with the way the TPK is generated that impacts the ability to do TDLS properly. Currently, a blob that is N_KEY bits in length called TPK-Key-Data is generated. Then another key called TPK is defined as the first TK_bits of TPK-Key-Data where N_KEY = TK_bits + 128. In other words, TPK is a truncated version of TPK-Key-Data.





Then two keys, the TPK-KCK and TPK-TK are taken from the TPK where TPK-KCK is the first 128 bits and TPK-TK is the next “N_KEY – 128” bits. But there will not be enough bits in TPK to produce TPK-TK because the TPK is only TK_bits and the intended sum of TPK-KCK and TPK-TK is TK_bits + 128.





Since the intermediate TPK-Key-Data is of suitable size and its only use is to be truncated into a key that is not of suitable size, this submission proposes to rename TPK-Key-Data as just TPK.
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