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Outline Strategy

The authors accept that .11ac should not prohibit the use of GCMP by VHT STA.

However, VHT STAs should be prohibited from using TKIP, for the same reasons that .11n makes this

prohibition. This comes “for free” because a VHT STA is also an HT STA.

We propose to clarify this interpretation by adding an informative NOTE to this effect to replace the normative text related to TKIP in .11ac D1.0.

Comment Resolutions

Note, references to document 11-11/xxxx should be replaced by references to this document once it has a number.

Comments are grouped by proposed change, even though the resolution for multiple groups may be identical.
	CID
	Page
	Clause
	Comment
	Proposed Change

	2329
	100.00
	11.4.3
	According to table 22-56, data rates can reach nearly 7GB/s. There is no way that CCMP can support that. Security must not be an impediment, or a blocking factor in performance.
	Add support for GCMP in an ESS. Document 11-09/1112r2 is a submission to do just that.

	2330
	100.00
	11.4.4
	According to table 22-56, data rates can reach nearly 7GB/s. There is no way that CCMP can support that. Security must not be an impediment, or a blocking factor in performance.
	Add support for GCMP in an IBSS. Document 11-09/1112r2 is a submission to do just that.

	2333
	100.00
	11.4.3
	According to table 22-56, data rates can reach nearly 7GB/s. There is no way that CCMP can support that. Security must not be an impediment, or a blocking factor in performance.
	Add support for GCMP in an ESS. Document 11-09/1112r2 is a submission to do just that.

	2334
	100.00
	11.4.4
	According to table 22-56, data rates can reach nearly 7GB/s. There is no way that CCMP can support that. Security must not be an impediment, or a blocking factor in performance.
	Add support for GCMP in an IBSS. Document 11-09/1112r2 is a submission to do just that.


Proposed Resolution:

Revised.  GCMP is defined by 802.11ad, which is already part of the 802.11ac baseline.   

Remove the prohibition on use of GCMP by VHT STA, as shown in 11-11/xxxx.

This enables two VHT STA to use GCMP should they both support it.

	2327
	100.00
	11.4.3
	There is no technical reason to eliminate a superior cipher mode. 
	Remove the prohbition on GCMP in an ESS

	2328
	100.00
	11.4.4
	There is no technical reason to eliminate a superior cipher mode. 
	Remove the prohbition on GCMP in an IBSS

	2252
	100.12
	11.4.3
	GCMP has no known security vulnerabilities. There is no reason why the IEEE 802.11 standard should prevent the negotiation of GCMP as a cipher suite.
	Add back in GCMP to the cipher suite

	2253
	100.23
	11.4.4
	GCMP has no known security vulnerabilities. There is no reason why the IEEE 802.11 standard should prevent the negotiation of GCMP as a cipher suite.
	Add back in GCMP to the cypher suite

	2113
	121.12
	11.4.3
	Delete the restriction on the use of GCMP. GCMP is secure and may be required for performance of the high 11ac throughput rates. Additionally, GCMP is allowed in draft 802.11ad and prohibiting its use in 802.11ac will create unnecessary reassociation delay and potential interoperability problems for traffic that is directed to bandshift between 60GHz and 5GHz.
	Change from "shall eliminate TKIP and GCMP" to "shall eliminate TKIP" , removing text related to the GCMP restriction, and make similar changes in 11.4.4

	3538
	121.12
	11.4.3
	Remove the restriction on GCMP use. GCMP is required for the high throuhgput rates (1- 7Gbps) supported in 11ac and for Suite B applications.GCMP is a secure mode, its use should be allowed, and indeed may be required for performance of the high 11ac throughput rates.
	Change from "shall eliminate TKIP and GCMP" to "shall eliminate TKIP" , removing text related to the GCMP restriction, and make similar changes in 11.4.4

	2331
	100.00
	11.4.3
	There is no technical reason to eliminate a superior cipher mode. 
	Remove the prohbition on GCMP in an ESS

	2332
	100.00
	11.4.4
	There is no technical reason to eliminate a superior cipher mode. 
	Remove the prohbition on GCMP in an IBSS


Proposed Resolution:  Revised
Remove the prohibition on use of GCMP by VHT STA, as shown in 11-11/xxxx.

	2812
	100.00
	11.4.3,11.4.4
	Why does GCMP need to be explicitly excluded? Why can't GCMP be used as a pairwise cipher if both sides support it? (Of course, CCMP could still be mandated, to ensure interoperability.)
	Clarify the reason for excluding GCMP even if both sides support it

	3302
	100.00
	11.4.3,11.4.4
	Why does GCMP need to be explicitly excluded? Why can't GCMP be used as a pairwise cipher if both sides support it? (Of course, CCMP could still be mandated, to ensure interoperability.)
	Clarify the reason for excluding GCMP even if both sides support it

	2298
	100.12
	11.4.3
	Within an ESS, a VHT STA shall eliminate TKIP and GCMP as choices
	Please describe clearly, why GCMP has to be avoided


Proposed Resolution:  Revised
TGac has resolved other comments related to GCMP by allowing its use by VHT STA,

so no explanation of its exclusion is now required.

	2251
	100.11
	11.4.3
	"Within an ESS, a VHT STA shall eliminate TKIP and GCMP as choices for the pairwise cipher suite if CCMP
is advertised by the AP or if the AP included either an HT Capabilities element or a VHT Capabilities element
in its Beacon and Probe Response frames."
	Either specify why such a elimination is technically advantageous or remove the restriction.

	2633
	100.11
	11.4.3
	Grouping of TKIP and GCMP for elimination makes no sense. TKIP has known security vulnerabilities, and is in the process of being phased out by the Wi-Fi industry, while GCMP has none of the same issues, and is actually more capable at P802.11ac data rates than CCMP, and has no technical reason for elimination.
	If there is a good technical reason for the elimination of GCMP, it should be stated in the paragraph. If not, its use should not be restricted by the standard.

	2634
	100.14
	11.4.3
	Grouping of TKIP and GCMP for elimination makes no sense. TKIP has known security vulnerabilities, and is in the process of being phased out by the Wi-Fi industry, while GCMP has none of the same issues, and is actually more capable at P802.11ac data rates than CCMP, and has no technical reason for elimination.
	If there is a good technical reason for the elimination of GCMP, it should be stated in the paragraph. If not, its use should not be restricted by the standard. The explanation in this sentence obscures the reason for its elimination. It is akin to being asked "Have you ever used sugar or PCP?" (from the late Mitch Hedberg)

	3120
	100.11
	11.4.3
	The text eliminates TKIP and GCMP as as choices for the pairwise cipher suite under certain conditions.There is a good technical reason for excluding TKIP, namely that TKIP is known to not be secure. However, there is no equivilent technical reason to exclude GCMP.The desire of some semi-conductor vendors to not implement GCMP in addition to CCMP is not a good technical reason to justify an effective ban on others implementing a feature. Rather, this is a market based reason, which is not a valid consideration for the 802.11 WG.
	Remove the text that eliminates GCMP as as a choice for the pairwise cipher suite.Alternatively provide a good technical reason to exclude GCMP. 

	2250
	100.23
	11.4.4
	"A VHT STA that is in an IBSS or that is transmitting frames through a direct link shall eliminate TKIP and
GCMP as choices for the pairwise cipher suite if CCMP is advertised by the other STA or if the other STA
included either an HT Capabilities element or a VHT Capabilities element in any of its management frames."
	Either speicify why such an elimination is technically advantageous or remove the restriction

	2635
	100.23
	11.4.4
	Grouping of TKIP and GCMP for elimination makes no sense. TKIP has known security vulnerabilities, and is in the process of being phased out by the Wi-Fi industry, while GCMP has none of the same issues, and is actually more capable at P802.11ac data rates than CCMP, and has no technical reason for elimination.
	If there is a good technical reason for the elimination of GCMP, it should be stated in the paragraph. The explanation in this sentence is insufficient to explain its elimination.

	3121
	100.25
	11.4.4
	The text eliminates TKIP and GCMP as as choices for the pairwise cipher suite under certain conditions.There is a good technical reason for excluding TKIP, namely that TKIP is known to not be secure. However, there is no equivilent technical reason to exclude GCMP.The desire of some semi-conductor vendors to not implement GCMP in addition to CCMP is not a good technical reason to justify an effective ban on others implementing a feature. Rather, this is a market based reason, which is not a valid consideration for the 802.11 WG.
	Remove the text that eliminates GCMP as as a choice for the pairwise cipher suite.Alternatively provide a good technical reason to exclude GCMP. 

	2636
	100.28
	11.4.4
	Grouping of TKIP and GCMP for elimination makes no sense. TKIP has known security vulnerabilities, and is in the process of being phased out by the Wi-Fi industry, while GCMP has none of the same issues, and is actually more capable at P802.11ac data rates than CCMP, and has no technical reason for elimination.
	If there is a good technical reason for the elimination of GCMP, it should be stated in this Note. If not, its use should not be restricted by the standard. The explanation in this sentence is insufficient to explain its elimination.


Proposed Resolution:  Revised

Remove the prohibition on use of GCMP by VHT STA, as shown in 11-11/xxxx.

	3048
	100.11
	11.4.3
	This sentence does not provide justification for the elimation of GCMP.
	Remove the first sentence of this paragraph

	3049
	100.24
	11.4.4
	This sentence does not provide justification for the elimation of GCMP.
	Remove the first sentence of this paragraph


Proposed Resolution:  Revised

Remove the prohibition on use of GCMP by VHT STA, as shown in 11-11/xxxx.

This removes the cited text as requested by the commenter.

	2111
	100.12
	11.4.3
	TKIP is already deprecated in Clause 11.1.1 and cannot be used as a cipher suite by a VHT STA. Unlke TKIP, GCMP has no known security vulnerabilities and there is no reason why the IEEE 802.11 standard should prevent the negotiation of GCMP as a pairwise or groupwise cipher suite.
	Remove the paragraph at the cited location.

	3117
	100.12
	11.4.3
	TKIP is already deprecated in Clause 11.1.1 and cannot be used as a cipher suite by a VHT STA. Unlke TKIP, GCMP has no known security vulnerabilities and there is no reason why the IEEE 802.11 standard should prevent the negotiation of GCMP as a pairwise or groupwise cipher suite.
	Remove the paragraph at the cited location.

	2112
	100.23
	11.4.4
	TKIP is already deprecated in Clause 11.1.1 and cannot be used as a cipher suite by a VHT STA. Unlke TKIP, GCMP has no known security vulnerabilities and there is no reason why the IEEE 802.11 standard should prevent the negotiation of GCMP as a pairwise or groupwise cipher suite.
	Remove the paragraph at the cited location.

	3118
	100.23
	11.4.4
	TKIP is already deprecated in Clause 11.1.1 and cannot be used as a cipher suite by a VHT STA. Unlke TKIP, GCMP has no known security vulnerabilities and there is no reason why the IEEE 802.11 standard should prevent the negotiation of GCMP as a pairwise or groupwise cipher suite.
	Remove the paragraph at the cited location.


Proposed Resolution:  Revised
TGac agrees to remove the prohibition on use of GCMP.   We recognise that the use of TKIP is already prohibited for VHT STAs by our baseline text “An HT STA shall eliminate TKIP …”,  but to avoid any possible confusion,  a note is inserted to highlight this at the two locations where the “prohibition” was
previously expressed.

Insert a NOTE at the cited locations, as shown in 11-11/xxxx.

	2101
	100.12
	11.4.3
	"a VHT STA shall eliminate TKIP and GCMP as choices" is an unnecessary restriction on the use of GCMP.
	Change to "a VHT STA shall eliminate TKIP as a choice". I suggest a better approach would be to just mandate that CCMP shall be supported, TKIP is already deprecated and say nothing about other cipher suites.

	2102
	100.23
	11.4.4
	"shall eliminate TKIP and GCMP as choices" is an unnecessary restriction on the use of GCMP.
	Change to "shall eliminate TKIP as a choice". I suggest a better approach would be to just mandate that CCMP shall be supported, TKIP is already deprecated and say nothing about other cipher suites.


Proposed Resolution:  Revised.

TGac agrees to remove the prohibition on use of GCMP.   We recognise that the use of TKIP is already prohibited for VHT STAs by our baseline text “An HT STA shall eliminate TKIP …”,  but to avoid any possible confusion,  a note is inserted to highlight this at the two locations where the “prohibition” was

previously expressed.

Insert a NOTE at the cited locations, as shown in 11-11/xxxx.

There is no need to mandate that CCMP be supported, because this is already the case.
In 11.3.3.1 (REVmb D9.0,  as modified by P802.11ad D4.0):

“In the OBand, CCMP is mandatory for RSN compliance.”

Note also the addition to 8.4.2.27.2 which ensures an orderly transition to use of GCMP for the group cipher suite.

	2012
	100.12
	11.4.3
	the statement, " eliminate TKIP and GCMP as choices…"
	Need to find the right wording not to prohibit the use of any technology.


Proposed Resolution:  Revised

Remove the prohibition on use of GCMP by VHT STA, as shown in 11-11/xxxx.

	2594
	100.11
	11.4.3
	"shall eliminate … as choices" does not determine behavior. 
	Replace "eliminate TKIP and GCMP as choices" with "shall not support TKIP and GCMP".

	2595
	100.23
	11.4.4
	"direct link" here seems to conflict with the use of "direct link" in 11ad.
	Replace "through a direct link" with "either through DLS or TDLS".

	2596
	100.23
	11.4.4
	"shall eliminate … as choices" does not determine behavior. 
	Replace "eliminate TKIP and GCMP as choices" with "shall not support TKIP and GCMP".

	2597
	100.26
	11.4.4
	"in any of its management frames" might cover a very long time period. How can a STA keep track of all of the management frames ever issued by another STA? 
	Impose either a time limit or some other limitation (frame exchange?) on the records that the STA is required to keep on every possible communications peer. 

	2598
	100.29
	11.4.4
	The IEEE Style Manual discourages the use of "will" in cases in which it could possibly mean "may". 
	Replace "will" with "do".


Proposed Resolution:  Revised.

The cited text has been removed in response to other comments, such as CID 2111.
	3119
	429.06
	11.4.1.1.2
	The PMK SA has to be bound to the Authenticator MAC address because that is the only identity presented to the STA. Also, this change breaks legacy IEEE 802.11 equipment.
	Revert the deletion.


Proposed Resolution:  Rejected.
P802.11ac contains no changes to subclause 11.4.1.1.2, which means that “this change” cannot be identified and there is nothing to revert.
The changes
Current contents of P802.11ac D1.0

	· Security

· RSNA security association management

· RSNA policy selection in an ESS

Insert the following text at the end of the 3rd paragraph of section 11.4.3:

Within an ESS, a VHT STA shall eliminate TKIP and GCMP as choices for the pairwise cipher suite if CCMP is advertised by the AP or if the AP included either an HT Capabilities element or a VHT Capabilities element in its Beacon and Probe Response frames. The elimination of TKIP and GCMP as choices for the pairwise cipher suite may result in a lack of overlap of the remaining pairwise cipher suite choices, in which case the VHT STA shall decline to create an RSN association with that AP.

· RSNA policy selection in an IBSS and for DLS

Insert the following text after the 3rd paragraph of section 11.4.4:

A VHT STA that is in an IBSS or that is transmitting frames through a direct link shall eliminate TKIP and GCMP as choices for the pairwise cipher suite if CCMP is advertised by the other STA or if the other STA included either an HT Capabilities element or a VHT Capabilities element in any of its management frames(#1271).

NOTE—The elimination of TKIP and GCMP as choices for the pairwise cipher suite might result in a lack of overlap of the remaining pairwise cipher suites choices, in which case the STAs will not exchange encrypted frames.


TGac Editor is to modify Clause 11 as shown below (Note this numbering relates to REVmb D9.0)
	· Security

· RSNA security association management

· RSNA policy selection in an ESS



Insert the following NOTE after the 3rd paragraph of 11.4.3:

NOTE—Because a VHT STA is also an HT STA, the elimination of TKIP applies also to VHT STAs.

· RSNA policy selection in an IBSS and for DLS




Insert the following NOTE after the 3rd paragraph of  11.4.4:

NOTE—Because a VHT STA is also an HT STA, the elimination of TKIP applies also to VHT STAs.


In addition,   add the following new section to the TGac draft:

Change 8.4.2.17.2 paras 8-11 as follows:
8.4.2.27.2 Cipher suites
The cipher suite selector 00-0F-AC:4 (CCMP) is the default cipher suite value.

The cipher suite selectors 00-0F-AC:1 (WEP-40) and 00-0F-AC:5 (WEP-104) are only valid as a group cipher suite in a transition security network (TSN) and allow pre-RSNA devices to join the BSS.

Use of any group cipher suite other than TKIP, WEP-104, or WEP-40 with TKIP as the pairwise cipher suite is not supported.

Use of GCMP as a group cipher suite with a pairwise cipher suite other than GCMP is not supported.

The cipher suite selector 00-0F-AC:0 (Use group cipher suite) is only valid as the pairwise cipher suite. An AP may specify the selector 00-0F-AC:0 (Use group cipher suite) for a pairwise cipher suite if it does not support any pairwise cipher suites. If an AP specifies 00-0F-AC:0 (Use group cipher suite) as the pairwise cipher selection, this is the only pairwise cipher selection the AP advertises.

If any cipher suite other than TKIP, WEP-104, or WEP-40 is enabled, then the AP supports pairwise keys, and thus the cipher suite selector 00-0F-AC:0 (Use group cipher suite) is not a valid option.

Abstract


This submission contains a proposed resolutions to a number of comments from P802.11ac_D1.0 LB178 related to GCMP.





R1 as amended during review at the TGac session 2011-09-21 am1.
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