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Instruct the editor to modify section 4.3.4.3 as indicated:
· Robust security network association (RSNA)

An RSNA defines a number of security features in addition to wired equivalent privacy (WEP) and IEEE 802.11 authentication. These features include the following:

· Enhanced authentication mechanisms for STAs

· Key management algorithms

· Cryptographic key establishment

· (#2211)Enhanced data cryptographic encapsulation mechanisms, such as(#1115) Counter mode with Cipher-block chaining Message authentication code Protocol (CCMP), and, optionally, Temporal Key Integrity Protocol (TKIP).(#1115)
· Fast basic service set (BSS) transition (FT) mechanism(11r)
· Enhanced cryptographic encapsulation mechanisms for (#13074)robust management frames(11w)
An RSNA may rely on components external to the IEEE 802.11 architecture.

The first component is an IEEE 802.1X port access entity (PAE). PAEs are present on all STAs in an RSNA and control the forwarding of data to and from the medium access control (MAC). An AP always implements the Authenticator PAE and Extensible Authentication Protocol (EAP) Authenticator roles, and a non-AP STA always implements the Supplicant PAE and EAP peer roles. In an IBSS(#13085) each STA implements both the Authenticator PAE and Supplicant PAE roles and both EAP Authenticator and EAP peer roles.

A second component is the Authentication Server (AS). The AS may authenticate the elements of the RSNA itself, i.e., the STAs(#1112) may provide material that the RSNA elements (#12248)use to authenticate each other. The AS communicates through the IEEE 802.1X Authenticator with the IEEE 802.1X Supplicant on each STA, enabling the STA to be authenticated to the AS and vice versa. An RSNA depends upon the use of an EAP method that supports mutual authentication of the AS and the STA, such as those that meet the requirements in IETF RFC 4017. In certain applications, the AS may be integrated into the same physical device as the AP, or into a STA in an IBSS.
In some applications, there is no need for a PAE or AS, and a STA and AP, or two STAs in an IBSS, or two mesh STAs in an MBSS, may authenticate each other using a password.
An RSNA using fast BSS transition relies on an external protocol to distribute keys between the pairwise master key (PMK) R0 key holder (R0KH) and PMK-R1 key holder (R1KH) Authenticator components. The requirements for this protocol are described in 12.2.2 (Authenticator key holders).(11r)
Instruct the editor to modify section 4.5.4.9 as indicated
· Robust (#13074)management frame protection(11w)
(#13074)Robust management frames are a set of management frames that can be protected by the management frame protection(#12241) service. The (#13074)robust management frames are Disassociation, Deauthentication, and (#13074)robust Action frames. Action frames specified with “No” in the “Robust” column of Table 8-38 (Category values) are not (#13074)robust management frames and are not(#2189) protected. 

(#3087)Management frame protection(#12241) protocols in an ESS or IBSS apply to (#13074)robust management frames after RSNA PTK establishment for protection of individually addressed(#12071) frames is completed and after delivery of the IGTK to protect group addressed frames. Robust (#13074)management frame protection is implemented by the CCMP and BIP protocols and the SA Query procedure.

Management frame protection protocols in an MBSS apply to individually addressed frames after establishment of the RSNA MTK, and to group addressed frames indicated as “Group Addressed Privacy” in table 8-38. Robust management frame protection is implemented by the CCMP protocol.
Instruct the editor to modify section 8.3.3.13 as indicated:
· Action frame format

The frame body of a management frame of subtype Action contains the information shown in Table 8-31 (Action frame body).

	· Action frame body

	Order
	Information

	1
	Action

	2 – (Last – 1) (11w)
	One or more vendor-specific (#1684)elements are optionally present(#29). These (#1684)elements follow all other (#1684)elements(#1221).

These elements are absent when the Category subfield of the Action field is Vendor-Specific, Vendor-Specific Protected, or Self-protected.(11s)(#2206)

	Last(11w)
	The Management MIC element (MME)(Ed) is present when management frame protection(#12241) is enabled at the AP,the frame is a group addressed (#13074)robust Action frame, and the category of the action frame does not receive privacy as indicated by table 8-38.

	NOTE—The MME appears after any fields that it protects. Therefore, it appears last in the frame body to protect the frames as specified in 11.4.4 (The Broadcast/Multicast integrity protocol).(11w)


· Action field

The Action field provides a mechanism for specifying extended management actions. The format of the Action field is shown in Figure 8-45 (Action field).

	
	Category

	Action Details


	Octets:
	1
	variable

	Figure 8-45-- Action field


The Category field is set to one of the nonreserved values shown in Table 8-38 (Category values). Action frames of a given category are referred to as <category name> Action frames. For example, frames in the QoS category are called QoS Action frames.(#1388)
(#29)

The Action Details field contains the details of the action. The details of the actions allowed in each category are described in the appropriate subclause referenced in Table 8-38 (Category values).
	Table 8-38-- Category values
	

	Code
	Meaning
	See subclause
	Robust(11w)
	Group Addressed Privacy

	0
	Spectrum management
	8.5.2 (Spectrum management Action frames)
	Yes(11w)
	No

	1
	QoS
	8.5.3 (QoS Action frame details)
	Yes(11w)
	No

	2
	DLS
	8.5.4 (DLS Action frame details)
	Yes(11w)
	No

	3
	Block Ack
	8.5.5 (Block Ack Action frame details)
	Yes(11w)
	No

	4(11k)
	Public
	8.5.8 (Public Action details)
	No(11w)
	No

	5(11k)
	Radio measurement
	8.5.7 (Radio Measurement action details)
	Yes(11w)
	No

	6(11r)
	Fast BSS Transition
	8.5.9 (FT Action frame details)
	Yes(11w)
	No

	7(11w)
	HT(11n)
	8.5.12 (HT Action frame details)
	No
	No

	8(11w)
	SA Query
	8.5.10 (SA Query Action frame details)
	Yes
	No

	9(11w)
	Protected Dual of Public Action
	8.5 (

Action frame format details)
	Yes
	No

	10(11v)
	WNM
	8.5.14 (WNM Action details)
	Yes
	No

	11(11v)
	Unprotected WNM
	8.5.15 (Unprotected WNM Action details)
	No
	No

	12(11z)
	TDLS
	8.5.13 (TDLS Action Field formats)
	—

See NOTE (#11041)
	No

	13(11s)
	Mesh 
	8.5.17 (Mesh Action frame details)
	Yes
	Yes

	14(11s)
	Multihop 
	8.5.18 (Multihop Action frame details)
	Yes
	Yes

	15(11s)
	Self-protected
	8.5.16 (Self-protected Action frame details)
	No
	No

	16(11s)
	Reserved
	—
	—
	--

	17(#1366)(#1151)
	Reserved (used by WFA)
	—
	—
	--

	18–125 (11k)(11r)(11w) (Ed)
	Reserved
	—
	—
	--

	126(11w)
	Vendor-specific Protected
	8.5.6 (Vendor-specific action details)
	Yes
	--

	127
	Vendor-specific
	8.5.6 (Vendor-specific action details)
	No
	--

	128–255
	Error
	—
	—
	--

	NOTE—TDLS Action fields(#12107) are always transported encapsulated within a data frame (see 10.22.1 (General)), so the question of whether these frame are Robust is not applicable.(#11041)
	


Instruct the editor to modify section 8.4.2.120 as indicated:
8.4.2.120 Auth(#13074)enticated Mesh Peering Exchange element(11w)
The Authenticated Mesh Peering Exchange element includes information needed to perform the authentication sequence during an authenticated mesh peering exchange. This element is shown in Figure 8-400 (Authenticated Mesh Peering Exchange element format).
	
	Element ID
	Length
	Selected Pairwise Cipher Suite 
	Local Nonce
	Peer Nonce
	Key Replay Counter
	GTKdata
	IGTKdata (optiona)

	Octets:
	1
	1
	4
	32
	32
	8
	variable
	variable

	
	
	
	

	· Figure 8-400 Authenticated Mesh Peering Exchange element format

	
	
	
	


The GTKdata field is optional. When present, it contains the bit string of {GTK || Key RSC ||

GTKExpirationTime} as the GTK data material. When present, the GTKdata field is protected by the

exchange in which it is contained (see 13.5 (Authenticated mesh peering exchange (AMPE))). The Key RSC

denotes the last frame sequence number sent using the GTK and is specified in Table 11-5 (Key RSC field)

of 11.6.2 (EAPOL-Key frames). GTKExpirationTime denotes the key lifetime of the GTK in seconds and

the format is specified in Figure 11-36 (Lifetime KDE format) of 11.6.2 (EAPOL-Key frames).
The IGTKdata field is present when dot11RSNAProtectedManagementFramesActivated equals true. When present, it contains the KeyID, IPN and IGTK used with BIP for management frame protection. The format of the IGTKdata field is specified in Figure 11-38 (IGTK KDE forma) of 11.6.2 (EAPOL-Key frames).
Detailed usage of the Authenticated Mesh Peering Exchange element is described in 13.5.5 (Mesh Peering

Management frames for AMPE) and in 13.6 (Mesh group key handshake).
Instruct the editor to modify section 10.13 as indicated:
· Broadcast and multicast (#13074)robust management frame procedures(11w)
When management frame protection(#12241) is negotiated, the MLME shall provide an encapsulation service for group addressed (#13074)robust management frames. All group addressed (#13074)robust management frames shall be submitted to this service for encapsulation and transmission.
For group addressed management frames received in an MBSS for whom “Group Addressed Privacy” is indicated in table 8-38, the group addressed frame protection service shall take the following actions:
· Frames shall be encapsulated and protected with the MGTK using the group cipher negotiated during the AMPE exchange.
For all other group addressed management frames, the group addressed frame protection service shall take the following actions:

· Management frame protection(#12241) for multicast/broadcast shall be set using the MLME-SETPROTECTION.request primitive with the Protectlist including a Key Type value of IGTK. A non-AP STA shall also set the Protect Type value to Rx. In an IBSS(#13085) STAs shall set the ProtectType value to Rx_Tx. An AP shall set the Protect Type value to Tx. 

· The IGTK shall be installed using the MLME-SETKEYS.request primitive with the value IGTK for the Key Type field in the Key Descriptor element.

· (#13074) Frames shall be encapsulated and protected using BIP (see 11.4.4 (The Broadcast/Multicast integrity protocol)).

Instruct the editor to modify section 11.4.3.1 as indicated:
· CTR with CBC-MAC Protocol (CCMP)

· General(#28)(#2188)
Subclause 11.4.3 (CTR with CBC-MAC Protocol (CCMP))(#28) specifies the CCMP, which provides data confidentiality, authentication, integrity, and replay protection. CCMP is mandatory for RSN compliance.

(#2188)

CCMP is based on the CCM of the AES encryption algorithm. CCM combines CTR for data confidentiality and CBC-MAC for authentication and integrity. CCM protects the integrity of both the MPDU Data field and selected portions of the IEEE 802.11 MPDU header.

The AES algorithm is defined in FIPS PUB 197-2001. All AES processing used within CCMP uses AES with a 128-bit key and a 128-bit block size.

CCM is defined in IETF RFC 3610. CCM is a generic mode that can be used with any block-oriented encryption algorithm. CCM has two parameters (M and L), and CCMP uses the following values for the CCM parameters:

· M = 8; indicating that the MIC is 8 octets.

· L = 2; indicating that the Length field is 2 octets, which is sufficient to hold the length of the largest possible IEEE 802.11 MPDU, expressed in octets.

CCM requires a fresh temporal key for every session. CCM also requires a unique nonce value for each frame protected by a given temporal key, and CCMP uses a 48-bit packet number (PN) for this purpose. Reuse of a PN with the same temporal key voids all security guarantees. 

Annex M provides a test vector for CCM.

(#2211)When CCMP is selected as the RSN pairwise cipher and management frame protection(#12241) is negotiated, individually addressed(#12071) (#13074)robust management frames, and those group addressed management frames that receive “Group Addressed Privacy” as indicated in table 8-38, shall be protected with CCMP.

Instruct the editor to modify section 11.5.1.1.9 as indicated:
· IGTKSA(11w)
When management frame protection(#12241) is enabled, a non-AP STA’s SME creates an IGTKSA when it receives a valid Message 3 of the 4-Way Handshake or FT 4-Way Handshake, the Reassociation Response message of the Fast BSS Transition protocol with a status code indicating success, a Mesh Peering Open Message of the Authenticated Mesh Peering Exchange (AMPE) protocol, or a valid Message 1 of the Group Key Handshake. The Authenticator’s SME creates an IGTKSA when it establishes or changes the IGTK with all STAs to which it has a valid PTKSA, or MTKSA.

An IGTKSA consists of the following elements:

· Direction vector (whether the IGTK is used for transmit or receive)

· KeyID

· IGTK

· Authenticator MAC address

Instruct the editor to modify section 13.5.4 as indicated:
· Distribution of Group Transient Keys in an MBSS
The MGTK shall be a random or pseudo-random number.The mesh STA shall distribute the MGTK to the peer mesh STA using the Mesh Peering Open frame during the AMPE. Upon successful completion of AMPE, each mesh STA shall establish states for the peer mesh STA’s mesh GTKSA. The GTKData subfield in the Authenticated Mesh Peering Exchange element shall contain the MGTK concatenated by the Key RSC and the GTKExpirationTime (as indicated in 8.4.2.120 (Authenticated Mesh Peering Exchange element)).

When dot11RSNAProtectedManagementFramesActivated is true, a mesh STA shall distribute the IGTK to the peer mesh STA using the Mesh Peering Open frame during the AMPE. Upon successful completion of AMPE, each mesh STA shall establish an IGTKSA (see 11.5.1.1.9 (IGTKSA)) with the mesh peer.
Instruct the editor to make a new 13.7 and increment the existing 13.7-13 to become 13.8-14
13.7 Mesh Security
During the Authenticated Mesh Peering Exchange (AMPE) the peers negotiate, and agree upon, a pairwise ciphersuite and a group cipher suite. They also establish a Mesh TKSA and Mesh GTKSA to be used with the pairwise cipher suite and group cipher suite, respectively.

When dot11MeshSecurityActivated is true, all Mesh Data frames and individually addressed management frames (excluding Authentication frames and self-protected management frames) shall be protected by the Mesh TKSA, and all group addressed data frames and group addressed management frames that are indicated as “Group Addressed Privacy” in table 8-38 shall be protected by the Mesh GTKSA.

References:

Abstract


There was some functionality missing in the 11s draft that causes certain action frames that should be encrypted to go out with integrity protection only. This submission addresses that problem and resolves CIDs 14083 through 14088 (inclusive) from the sponsor ballot on draft 10.0.
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