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Abstract
This submission contains editorial corrections concerning the ANQP features from 802.11u.  The changes include:

· Typographical error corrections
· Consolidation of “ANQP list”, “ANQP information”, “ANQP message” into “ANQP-elements”
· Consolidation of “ANQP request”, “ANQP query”, “ANQP query request” into “ANQP query”
· Cross-reference corrections

· Removal of repeated redundant phrases from each element

· Clarification of amibiguous text
Modify the following clause:
· Access Network Query Protocol (ANQP) elements(11u)
ANQP-elements are defined to have a common format consisting of a 2‑octet Information Identifier (Info ID) field, a 2-octet length field, and a variable-length element-specific information field. Each element is assigned a unique Info ID as defined in this standard. The ANQP-element format is shown in Figure 8-403 (ANQP-element format(11u)). See V.2 (Network discovery and selection(11u)) for informative text on ANQP usage.

	
	Info ID
	Length
	Information

	Octets:
	2
	2
	variable

	· ANQP-element format(11u)


Editor’s note: This next paragraph appears to have duplicated text from clause 8.4.3.
Each ANQP-element in 8.4.4 is assigned a unique 2-octet Info ID. The set of valid Info IDs are defined in Table 8-184 (ANQP Info ID definitions (11u)). The 2-octet Info ID is encoded following the conventions given in 8.2.2 (Conventions).

The Length field specifies the number of octets in the Information field and is encoded following the conventions given in 8.2.2 (Conventions).

The ANQP-elements that may be configured are shown in Table 8-184 (ANQP Info ID definitions (11u)). If information is not configured for a particular ANQP-element, then a query for that ANQP-element will return that ANQP-element with all optional fields not present.

	· ANQP Info ID definitions (11u)

	ANQP-element name
	Info ID
	ANQP- (Ed)element (clause)

	Reserved
	0 – 255
	n/a

	ANQP Query
	256
	8.4.4.1 (ANQP Query element (11u))

	ANQP Capability
	257
	8.4.4.2 (ANQP Capability element (11u))

	Venue Name
	258
	8.4.4.3 (Venue Name ANQP-element (11u))

	Emergency Call Number
	259
	8.4.4.4 (Emergency Call Number ANQP-element (11u))

	Network Authentication Type
	260
	8.4.4.5 (Network Authentication Type ANQP-element (11u))

	Roaming Consortium
	261
	8.4.4.6 (Roaming Consortium ANQP-element (11u))

	IP Address Type Availability
	262
	8.4.4.8 (IP Address Type Availability ANQP-element (11u))

	NAI Realm
	263
	8.4.4.9 (NAI Realm ANQP-element(11u))

	3GPP Cellular Network
	264
	8.4.4.10 (3GPP Cellular Network ANQP-element(11u))

	AP Geospatial Location
	265
	8.4.4.11 (AP Geospatial Location ANQP-element(11u))

	AP Civic Location
	266
	 8.4.4.12 (AP Civic Location ANQP-element(11u))

	AP Location Public Identifier URI
	267
	 8.4.4.13 (AP Location Public Identifier URI ANQP-element(11u))

	Domain Name
	268
	8.4.4.14 (Domain Name ANQP-element(11u))

	Emergency Alert Identifier URI
	269
	8.4.4.15 (Emergency Alert URI ANQP-element(11u))

	TDLS Capability(#13018)
	270
	8.4.4.17 (TDLS Capability ANQP-element
(#13018))


	Emergency NAI
	271
	8.4.4.16 (Emergency NAI ANQP-element(11u))

	Reserved
	272– 56796
	n/a

	ANQP Vendor Specific
	56797
	8.4.4.7 (ANQP Vendor Specific element (11u))

	Reserved
	56798 – 65535
	n/a


· ANQP Query element (11u)
The ANQP Query element provides a list of identifiers of ANQP-elements for which the requesting STA is querying.  Each ANQP-element may be returned in response to an ANQP Query using the procedures in 10.24.3.2.2 (ANQP Query procedures (11u)).
The format of the ANQP Query element is provided in Figure 8-404 (ANQP Query element format(11u)(#12178)).

	
	Info ID
	Length
	ANQP Query ID #1
	…
	ANQP Query ID #N
(optional)

	Octets:
	2
	2
	2
	…
	0 or 2

	· ANQP Query element format(11u)(#12178)


The Info ID is a 2-octet field whose value is drawn from Table 8-184 (ANQP Info ID definitions (11u)) corresponding to the ANQP Query element.

The Length is a 2-octet field whose value is equal to 2 times the number of ANQP Query ID fields.

Each ANQP Query ID field value is an Info ID drawn from Table 8-184 (ANQP Info ID definitions (11u)). Including an Info ID in the ANQP Query element declares that the STA performing the ANQP Query is requesting the ANQP-element corresponding to that Info ID be returned in the ANQP query response. The Info IDs included in the ANQP Query element are ordered by monotonically increasing Info ID value.  The ANQP query response is defined in 10.24.3.2.1.
· ANQP Capability element (11u)
The ANQP Capability element provides a list of information/capabilities that have been configured on a STA. The ANQP Capability element is returned in response to a ANQP Query element containing the Info ID of the ANQP Capability element.
The format of the ANQP Capability element is provided in Figure 8-405 (ANQP Capability element format(11u)(#12178)).

	
	Info ID
	Length
	ANQP Capability 

#1
	…
	ANQP Capability 

#N
(optional)
	ANQP

Vendor-Specific element 
#1

(optional)
	…
	ANQP 

Vendor-
Specific element 
#N

(optional)

	Octets:
	2
	2
	2
	…
	0 or 2
	variable
	…
	variable

	· ANQP Capability element format(11u)(#12178)


The Info ID is a 2-octet field whose value is drawn from Table 8-184 (ANQP Info ID definitions (11u)) corresponding to the ANQP Capability element.

The Length is a 2-octet field whose value is equal to 2 times the number of ANQP Capability fields following the Length field plus the sum of the lengths of the ANQP Vendor Specific lists.

Each ANQP Capability field value is an Info ID drawn from Table 8-184 (ANQP Info ID definitions (11u)). If included in the ANQP Capability element, it declares that a ANQP Query element including that Info ID will return the requested ANQP-element. The Info ID for ANQP Capability element is always included in the ANQP Capability element returned in a GAS Query Response. The list does not include any duplicate Info IDs, except possibly the Info ID for the ANQP Vendor Specific element. The Info IDs returned in the ANQP Capability element are ordered by non-decreasing Info ID value.

The ANQP Vendor Specific element is defined in 8.4.4.7 (ANQP Vendor Specific element (11u)). The ANQP Vendor Specific element is structured such that the first 2 octets of the ANQP Vendor Specific element is the Info ID whose value corresponds to the ANQP Vendor Specific element (see Table 8-184 (ANQP Info ID definitions (11u))). When an ANQP Vendor Specific element is present in the ANQP Capability element, the ANQP Vendor Specific element contains the capabilities of that vendor-specific query protocol.

·  Venue Name ANQP-element (11u)
The Venue Name ANQP-element provides zero or more venue names associated with the BSS. The format of the Venue Name ANQP-element is shown in Figure 8-406 (Venue Name ANQP-element format(11u)(#12178)). The Venue Name ANQP-element may be used to provide additional metadata on the BSS. For example, the information may be used to assist a user in selecting the appropriate BSS with which to associate. Zero or more Venue Name fields may be included in the same or different languages.

	
	Info ID
	Length
	Venue Info
	Venue Name Duple #1
(optional)
	…
	Venue Name Duple #N (optional)

	Octets:
	2
	2
	2
	variable
	…
	variable

	·  Venue Name ANQP-element format(11u)(#12178)


The Info ID field is equal to the value in Table 8-184 (ANQP Info ID definitions (11u)) corresponding to the Venue Name ANQP-element as defined in Figure 8-406 (Venue Name ANQP-element format(11u)(#12178)).

The Length is a 2-octet field whose value is equal to two plus the number of octets in Venue Name Duple fields. 

The Venue Info field is a variable length field and is defined in 8.4.1.34 (Venue Info field(11u)).

The format of the Venue Name Duple field is shown in Figure 8-407 (Venue Name Duple field(11u)).

	
	Length
	Language Code
	Venue Name

	Octets:
	1
	3
	variable

	· Venue Name Duple field(11u)


· The Length is a one octet field whose value is equal to 3 plus the number of octets in the Venue Name field. 

· The Language Code field is an ISO-14962-1997 [B46] encoded string that defines the language used in the Venue Name field. The Language Code field is a two or three character language code selected from ISO-639 [B45]. A two character language code has 0(#13192) (“null” in ISO-14962-1997) appended to make it 3 octets in length. 

· The Venue Name field is a variable length UTF-8 formatted field containing the venue’s name. The maximum length of this field is 252 octets. UTF-8 format is defined in IETF(#13014) RFC 3629.

·  Emergency Call Number ANQP-element (11u)
The Emergency Call Number ANQP-element provides a list of emergency phone numbers to an emergency responder, such as directed by a public safety answering point (PSAP), that is used in the geographic location of the STA. The format of the Emergency Call Number ANQP-element is provided in Figure 8-408 (Emergency Call Number ANQP-element format(11u)(#12178)).

	
	Info ID

	Length
	Emergency Call Number
Unit #1
(optional)
	…
	Emergency Call Number 
Unit #N (optional)

	Octets:
	2
	2
	variable
	…
	variable

	·  Emergency Call Number ANQP-element format(11u)(#12178)


The Info ID field is equal to the value in Table 8-184 (ANQP Info ID definitions (11u)) corresponding to the Emergency Call Number ANQP-element.
The Length is a 2-octet field whose value is equal to the number and size of the Emergency Call Number Unit fields.
Each Emergency Call Number Unit field has the structure shown in Figure 8-409 (Emergency Call Number Unit field format(11u)).

	
	Length of Emergency Call Number
	Emergency Call 
Number

	Octets:
	1
	variable

	· Emergency Call Number Unit field format(11u)


The Length of Emergency Call Number field is a one octet field whose value is determined by the size of the Emergency Call Number field.

The Emergency Call Number field is a variable length UTF-8 formatted field containing information, used to reach emergency services, from the network (e.g., dialed digits, emergency service URN label(#13016) [B42]). UTF-8 format is defined in IETF(#13014) RFC 3629.(#12170)
·  Network Authentication Type ANQP-element (11u)
The Network Authentication Type ANQP-element provides a list of authentication types when ASRA is set to 1. The format of the Network Authentication Type ANQP-element is shown in Figure 8-410 (Network Authentication Type ANQP-element format(11u)(#12178)).

	
	Info ID
	Length
	Network 
Authentication Type 
Unit #1
(optional)
	…
	Network 
Authentication Type 
Unit #N
(optional)

	Octets:
	2
	2
	variable
	…
	variable

	·  Network Authentication Type ANQP-element format(11u)(#12178)


The Info ID field is equal to the value in Table 8-184 (ANQP Info ID definitions (11u)) corresponding to the Network Authentication Type ANQP-element.
The Length is a 2-octet field whose value is equal to the number and size of the Network Authentication Type Units.
Each Network Authentication Type Unit has the structure shown in Figure 8-411 (Network Authentication Type Unit field format(11u)).

	
	Network Authentication Type Indicator 
	Re-direct URL 

Length
	Re-direct URL 

(optional)

	Octets:
	1
	2
	variable

	· Network Authentication Type Unit field format(11u)


The Network Authentication Type Indicator field is a 1-octet field and has one of the values shown in Table 8-185 (Network Authentication Type Indicator definitions(11u)).

Each Network Authentication Type Indicator defines additional information that may be communicated.

	· Network Authentication Type Indicator definitions(11u)

	Value
	Meaning

	0
	Acceptance of terms and conditions

	1
	On-line enrollment supported

	2
	http/https redirection

	3
	DNS redirection

	4 – 255
	Reserved


If the Network Authentication Type Indicator is 0(#13143), the network requires the user to accept terms and conditions.  The Re-direct URL may be used by the non-AP STA to obtain the terms and conditions.  If the Re-direcy URL is not used, thn the Re-direct URL Length is set to 0.
If the Network Authentication Type Indicator is 1, the network supports on-line enrollment. Higher layer protocols on the non-AP STA may indicate to the user that accounts may be created. When the Network Authentication Type Indicator is 1, the Re-direct URL Length is set to 0 and the Re-direct URL is not present.

If the Network Authentication Type Indicator is 2 the network infrastructure performs http/https redirect.  The Re-Direct URL is used by the non-AP STA to perform additional steps required for network access.
If the Network Authentication Type Indicator is 3, the network supports DNS redirection. Higher layer software on the non-AP STA will exchange credentials with the network, the Re-direct URL Length is set to 0 and the Re-direct URL is not present.

The Re-direct URL Length field is a 2-octet field whose value is the length of the Re-direct URL. The value of the Re-direct URL Length field is set to 0 whenever the Re-direct URL is not present.

The Re-direct URL field is a variable length field that is optionally included if the Network Authentication Type Indicator is either 0 or 2. If the Network Authentication Type Indicator is other than 0 or 2, a Re-direct URL is not included. The URL is formatted in accordance with IETF(#13014) RFC 3986.

·  Roaming Consortium ANQP-element (11u)
The Roaming Consortium ANQP-element provides a list of Roaming Consortium and/or SSPs identifiers whose networks are accessible via this AP. This list may be returned in response to a GAS Query using procedures in 10.24.3.2.3 (Roaming Consortium list procedures(11u)). The format of the Roaming Consortium ANQP-element is provided in Figure 8-412 (Roaming Consortium ANQP-element format(11u)(#12178)).

	
	Info ID
	Length
	OI Duple
#1
(optional)
	…
	OI Duple
#N
(optional)

	Octets:
	2
	2
	variable
	
	variable

	·  Roaming Consortium ANQP-element format(11u)(#12178)


The Info ID field is equal to the value in Table 8-184 (ANQP Info ID definitions (11u)) corresponding to the Roaming Consortium ANQP-element.
The Length is a 2-octet field whose value is equal to the number and size of OI Duple fields.

OIs contained within the Roaming Consortium element (see 8.4.2.98 (Roaming Consortium (Ed)element(11u))) are also included in this ANQP-element. The value of the OI subfield(s) in this ANQP-element are equal to the values of the OI(s) in the dot11RoamingConsortiumTable.

The format of the OI Duple field is provided in Figure 8-413 (OI Duple format(11u)). 

· The value of the OI Length field is equal to the number of octets in the OI field.

· The OI field is defined in 8.4.1.31 (Organization Identifier field(11p)). Each OI identifies a roaming consortium (group of SSPs with inter-SSP roaming agreement) or a single SSP.

	
	OI Length
	OI

	Octets:
	1
	variable

	· OI Duple format(11u)


· ANQP Vendor Specific element (11u)
The ANQP Vendor Specific element is used to query for information not defined in this standard within a single defined format, so that reserved Info IDs are not usurped for nonstandard purposes and interoperability is more easily achieved in the presence of nonstandard information. The ANQP-element is in the format shown in Figure 8-414 (ANQP Vendor Specific element format(11u)).

	
	Info ID
	Length
	OI
	Vendor Specific Content

	Octets:
	2
	2
	variable
	variable

	· ANQP Vendor Specific element format(11u)


The Info ID field is equal to the value in Table 8-184 (ANQP Info ID definitions (11u)) corresponding to the ANQP Vendor Specific element.

The Length is a 2-octet field whose value is equal to the number of octets in the OI field plus the number of octets in the Vendor Specific Content field.

The OI field is defined in 8.4.1.31 (Organization Identifier field(11p)).

The Vendor Specific Content field is a variable length field whose content is defined by the entity identified in the OI field.

·  IP Address Type Availability ANQP-element (11u)
The IP Address Type Availability ANQP-element provides STA with the information about the availability of IP address version and type that could be allocated to the STA after successful association.  The format of the IP Address Type Availability ANQP-element is shown in Figure 8-415 (IP Address Type Availability ANQP-element (11u)).

	
	Info ID
	Length
	IP Address

	Octets:
	2
	2
	1

	·  IP Address Type Availability ANQP-element (11u)


The Info ID field is equal to the value in Table 8-184 (ANQP Info ID definitions (11u)) corresponding to the IP Address Type Availability ANQP-element.

The Length is a 2-octet field whose value is equal to 1.

The format of the IP Address field shown in Figure 8-416 (IP Address field format (11u)).

	Bits:
	B0
B1
	B2
B7

	
	IPv6 Address
	IPv4 Address

	· IP Address field format (11u)


The IPv6 Address field format is shown in Table 8-186 (IPv6 Address field values(11u)).

	· IPv6 Address field values(11u)

	Address value
	Meaning

	0
	Address type not available

	1
	Address type available

	2
	Availability of the address type not known

	3
	Reserved


The IPv4 Address field format is shown in Table 8-187 (IPv4 Address field values(11u)).

	·  IPv4 Address field values(11u)

	Address value
	Meaning

	0
	Address type not available

	1
	Public IPv4 address available

	2
	Port-restricted IPv4 address available

	3
	Single NATed private IPv4 address available

	4
	Double NATed private IPv4 address available

	5
	Port-restricted IPv4 address and single NATed IPv4 address available

	6
	Port-restricted IPv4 address and double NATed IPv4 address available

	7
	Availability of the address type is not known

	8 – 63
	Reserved


·  NAI Realm ANQP-element (11u)
The NAI Realm ANQP-element provides a list of network access identifier (NAI) realms corresponding to SSPs or other entities whose networks or services are accessible via this AP; optionally included for each NAI realm is a list of one or more EAP Method subfields, which that NAI realm uses for authentication.  The format of the NAI Realm ANQP-element is provided in Figure 8-417 (NAI Realm ANQP-element format(11u)(#12178)).

	
	Info ID
	Length
	NAI Realm Count
	NAI Realm Data #1

(optional)
	. . .
	NAI Realm Data #n

(optional)

	Octets:
	2
	2
	2
	variable
	
	variable

	·  NAI Realm ANQP-element format(11u)(#12178)


The Info ID field is equal to the value in Table 8-184 (ANQP Info ID definitions (11u)) corresponding to the NAI Realm list.

The Length field is a 2-octet field whose value is equal to 2 plus the total length of the NAI Realm Data fields.

The NAI Realm Count field is a 2-octet field that specifies the number of NAI realms included in the NAI Realm list. 

The format of the NAI Realm Data field is shown in Figure 8-418 (NAI Realm Data field format(11u)(#12178)).

	
	NAI
Realm 
Data Field Length
	NAI
Realm Encoding
	NAI 
Realm Length
	NAI
Realm
	EAP Method Count
	EAP Method 
#1
(optional)
	. . .
	EAP Method 
#n
(optional)

	Octets:
	2
	1
	1
	variable
	1
	variable
	
	variable

	· NAI Realm Data field format(11u)(#12178)


The NAI Realm Data Field Length is a 2-octet subfield whose value is equal to 3 plus the length of the NAI Realm subfield plus the sum of the lengths of the EAP Method subfields.

The NAI Realm Encoding is a 1-octet subfield whose format is shown in Figure 8-419 (NAI Realm Encoding subfield format).

The NAI Realm Encoding Type is a 1-octet subfield. It is set to 0 to indicate that the NAI Realm in the NAI Realm subfield is formatted in accordance with IETF(#13014) RFC 4282. It is set to 1 to indicate it is a UTF-8 formatted character string that is not formatted in accordance with IETF(#13014) RFC 4282.

NOTE—This encoding is to facilitate roaming consortium or other entities that use non-standard NAI Realm formats.

	Bits:
	B0
	B1
B7

	
	NAI
Realm Encoding Type
	Reserved

	· NAI Realm Encoding subfield format


NAI Realm Length subfield is a 1-octet subfield whose value is the length of the NAI Realm subfield.

The NAI Realm subfield is one or more NAI Realms formatted as defined in the NAI Realm Encoding Type bit of the NAI Realm Encoding subfield. If there is more than one NAI Realm in this subfield, the NAI Realms are delimited by a semi-colon character (i.e., “;”, which is encoded in UTF-8 format as 0x3B). All the realms included in the NAI Realm subfield support all the EAP methods identified by the EAP Method subfields, if present. The maximum length of this subfield is 255 octets.The EAP Method Count specifies the number of EAP methods subfields for the NAI realm. If the count is 0(#13143), there is no EAP method information provided for the NAI realm.

The format of the optional EAP Method subfield is shown in Figure 8-420 (EAP Method subfield format(11u)(#12178)). Each EAP Method subfield contains a set of Authentication Parameters associated with the EAP-Method.

	
	Length
	EAP Method
	Authentication Parameter Count
	Authentication Parameter 
#1

(optional)
	. . .
	Authentication Parameter 

#n

(optional)

	Octets:
	1
	1
	1
	variable
	
	variable

	· EAP Method subfield format(11u)(#12178)


The length of the EAP Method subfield is a 1-octet subfield whose value is equal to 2 plus the length of the Authentication Parameter subfields.

The EAP method subfield is a 1-octet subfield that is set to the EAP Type value as given in IANA EAP Method Type Numbers.

The Authentication Parameter Count indicates how many additional Authentication Parameter subfields are specified for the supported EAP Method. If the Authentication Parameters Count subfield is 0(#13115), there are no Authentication Parameters subfields present, meaning no additional Authentication Parameters are specified for the EAP Method.

The format of the Authentication Parameter subfield is shown in Figure 8-421 (Authentication Parameter subfield format(11u)).

	
	ID
	Length
	Authentication Parameter Value

	Octets:
	1
	1
	variable

	· Authentication Parameter subfield format(11u)


The ID is a 1-octet subfield that indicates the type of authentication information provided.

The Length is a 1-octet subfield whose value is equal to the length of the Authentication Parameter Value subfield.

The Authentication Parameter Value is a variable length field containing the value of the parameter indicated by the ID.

The ID and its associated formats are specified in Table 8-188 (Authentication Parameter types (11u)). Each ID indicates a different type of information. Use of multiple Authentication Parameter subfields allows all the required authentication parameter requirements to be provided.

	· Authentication Parameter types (11u)

	Authentication Information
	ID
	Description
	Length (octets)

	Reserved
	0
	
	

	Expanded EAP Method 
	1
	Expanded EAP Method Subfield
	7

	Non-EAP Inner Authentication Type
	2
	Enum (0 - Reserved, 1 - PAP, 2 - CHAP, 
3 - MSCHAP, 4 - MSCHAPV2) 
	1

	Inner Authentication EAP Method Type
	3
	Value drawn from IANA EAP Method Type Numbers
	1

	Expanded Inner EAP Method 
	4
	Expanded EAP Method Subfield
	7

	Credential Type
	5
	Enum (1 - SIM, 2 - USIM, 3 - NFC Secure Element, 4 - Hardware Token, 5 - Softoken, 6 - Certificate, 
7 - username/password, 8 - none*, 9 - Reserved, 
10 - Vendor Specific)

*none means server-side authentication only
	1

	Tunneled EAP Method Credential Type
	6
	Enum (1 - SIM, 2 - USIM, 3 - NFC Secure Element, 4 - Hardware Token, 5 - Softoken, 6 - Certificate, 
7 - username/password, 8 - Reserved, 
9 - Anonymous, 10 - Vendor Specific)
	1

	Reserved
	7 – 220
	
	

	Vendor Specific
	221
	Variable
	variable

	Reserved
	222 – 255
	
	


If the EAP Method type is an Expanded EAP type (the EAP Method value is 254), the Authentication Parameter is used to specify additional information on the EAP method. Table 8-189 (Authentication Parameter format for the Expanded EAP method(11u)) describes the Authentication Parameter format for the Expanded EAP method; values for the Vendor ID and Vendor Type are specified in IETF(#13014) RFC 3748. The Vendor ID and Vendor Type fields are expressed in big endian byte order.

	· Authentication Parameter format for the Expanded EAP method(11u)

	Parameters
	Length 
(octets)

	ID
	1

	Length
	1

	Vendor ID
	3

	Vendor Type
	4


The Non-EAP Inner Authentication Type is specified as single enumerated value given in Table 8-188 (Authentication Parameter types (11u)). This Authentication Information type is used for non-EAP Inner Authentication methods. The possible values are PAP (as specified in IETF(#13014) RFC 1334), CHAP (as specified in IETF(#13014) RFC 1994), MSCHAP (as specified in IETF(#13014) RFC 2433), and MSCHAPv2 (as specified in IETF(#13014) RFC 2759).

The Inner Authentication EAP Method Type is specified as the EAP number as defined in IANA EAP Method Type Numbers. This Authentication Information type is used when the Inner Authentication method is an EAP method. If the Inner Authentication EAP Method Type is equal to 254 indicating an Expanded EAP Type, then the Expanded EAP Method Authentication Parameter is included.

A Credential Type is specified as(#12418) a single enumerated value as shown in Table 8-188 (Authentication Parameter types (11u)). If the value is equal to the “Vendor Specific” value, then a Vendor Specific Authentication Parameter is included.

Vendor-Specific Authentication Parameters are specified as shown in Table 8-190 (Vendor Specific Authentication Parameters(11u)).

	· Vendor Specific Authentication Parameters(11u)

	Parameters
	Length 
(octets)

	ID
	1

	Length
	1

	OI
	variable

	Authentication Parameter Value
	Vendor-specific content


·  3GPP Cellular Network ANQP-element (11u)
The 3GPP Cellular Network ANQP-element contains cellular information such as network advertisement information e.g., network codes and country codes to assist a 3GPP non-AP STA in selecting an AP to access 3GPP networks. The format of the 3GPP Cellular Network ANQP-element is shown in Figure 8-422 (3GPP Cellular Network ANQP-element format(11u)).

	
	Info ID
	Length
	Payload

	Octets:
	2
	2
	variable

	·  3GPP Cellular Network ANQP-element format(11u)


The Info ID field is equal to the value in Table 8-184 (ANQP Info ID definitions (11u)) corresponding to the 3GPP Cellular Network ANQP-element.

The Length is a 2-octet field whose value is equal to the length of the Payload field.

The Payload field is a variable length field and is a generic container.  An example of the format and content is defined in Annex A of 3GPP TS 24.234.(#12162).
·  AP Geospatial Location ANQP-element (11u)
The AP Geospatial Location ANQP-element provides the AP’s location in LCI format, see 8.4.2.24.10 (Location Configuration Information Report(11k)).

The format of the AP Geospatial Location ANQP-element is provided in Figure 8-423 (AP Geospatial Location format(11u)).

	
	Info ID
	Length
	Location Configuration Report

	Octets:
	2
	2
	18

	·  AP Geospatial Location ANQP-element format(11u)


The Info ID field is equal to the value in Table 8-184 (ANQP Info ID definitions (11u)) corresponding to the AP Geospatial Location ANQP-element.

The Length is a 2-octet field whose value is equal to 18.

The Location Configuration Report is an 18-octet field and the format is provided in 8.4.2.24.10 (Location Configuration Information Report(11k)). There are no Optional Subelements field present in the Location Configuration Report when it is used in the AP Geospatial Location ANQP-element. This information is taken from the dot11APLCITable MIB object.

·  AP Civic Location ANQP-element (11u)
The AP Civic Location ANQP-element provides the AP’s location in Civic format.  The format of the AP Civic Location ANQP-element is provided in Figure 8-424 (AP Civic Location format(11u)).

	
	Info ID
	Length
	Location Civic Report

	Octets:
	2
	2
	variable

	·  AP Civic Location ANQP-element format(11u)


The Info ID field is equal to the value in Table 8-184 (ANQP Info ID definitions (11u)) corresponding to the AP Civic Location ANQP-element.

The Length field is a 2-octet field whose value is equal to the length of the Location Civic Report.

The Location Civic Report is a variable length field and the format is provided in 8.4.2.24.13 (Location Civic Report(11v)). This information is taken from the dot11ApCivicLocation MIB object.

·  AP Location Public Identifier URI ANQP-element(11u)
The AP Location Public Identifier URI ANQP-element provides an indirect reference to the location information for the AP.(#12419). The format of the AP Location Public Identifier URI ANQP-element is provided in Figure 8-425 (AP Location Public Identifier URI format(11u)).

	
	Info ID
	Length
	Public Identifier URI

	Octets:
	2
	2
	variable

	·  AP Location Public Identifier URI ANQP-element format(11u)


The Info ID field is equal to the value in Table 8-184 (ANQP Info ID definitions (11u)) corresponding to the AP Location Public Identifier URI ANQP-element.

The Length field is a 2-octet field whose value is equal to the length of the AP Location Public Identifier URI field.

The Public Identifier URI field is a variable length field and is defined in 8.4.2.24.13 (Location Civic Report(11v)).(#12034)
· Domain Name ANQP-element(11u)
The Domain Name ANQP-element provides a list of one or more domain names of the entity operating the IEEE 802.11 access network. Domain Names in this ANQP-element are taken from dot11DomainNameTable. The format of the Domain Name ANQP-element is provided in Figure 8-426 (Domain Name ANQP-element format(11u)(#12178)).

	
	Info ID
	Length
	Domain Name field 
#1
(optional)
	. . .
	Domain Name field 
#N

(optional)

	Octets:
	2
	2
	variable
	
	variable

	·  Domain Name ANQP-element format(11u)(#12178)


The Info ID field is equal to the value in Table 8-184 (ANQP Info ID definitions (11u)) corresponding to the Domain Name ANQP-element.

The Length is a 2-octet field whose value is equal to the number and size of the Domain Name Fields.

The format of the Domain Name subfield is shown in Figure 8-427 (Domain Name subfield format(11u)).
	
	Length
	Domain Name

	Octets:
	1
	variable

	· Domain Name subfield format(11u)


The Length subfield is the length in octets of the Domain Name subfield. 

The Domain Name subfield is a variable length subfield containing a domain name compliant with the “Preferred Name Syntax” as defined in IETF(#13014) RFC 1035. The maximum length of this field is 255 octets.

· Emergency Alert URI ANQP-element (11u)
The Emergency Alert URI ANQP-element provides a URI for EAS message retrieval. 
The format of the Emergency Alert URI ANQP-element is provided in Figure 8-428 (Emergency Alert URI ANQP-element format(11u)).

	
	Info ID
	Length
	Emergency Alert URI

	Octets:
	2
	2
	variable

	· Emergency Alert URI ANQP-element format(11u)


The Info ID field is equal to the value in Table 8-184 (ANQP Info ID definitions (11u)) corresponding to the Emergency Alert URI ANQP-element.

The Length field is a 2-octet field whose value is equal to the length of the Emergency Alert URI field.

The Emergency Alert URI field is a variable length field used to indicate the URI at which an EAS message may be retrieved as described in 10.24.7 (Interworking procedures: emergency alert system (EAS) support(11u)). The Emergency Alert URI field is formatted in accordance with IETF(#13014) RFC 3986.

·  Emergency NAI ANQP-element (11u)
The Emergency NAI ANQP-element contains information that is available(#12421) for use by a STA as its identity to indicate an emergency access request. The format of the Emergency NAI ANQP-element is provided in Figure 8-429 (Emergency NAI ANQP-element format(11u)).

	
	Info ID
	Length
	Emergency NAI Information

	Octets:
	2
	2
	variable

	·  Emergency NAI ANQP-element format(11u)


The Info ID field is equal to the value in Table 8-184 (ANQP Info ID definitions (11u)) corresponding to the Emergency NAI ANQP-element.

The Length field is a 2-octet field whose value is equal to the length of the Emergency NAI Information field.
The Emergency NAI Information field is a variable length UTF-8 field formatted in accordance with IETF(#13014) RFC 4282.  UTF-8 format is defined in IETF(#13014) RFC 3629.
·  TDLS Capability ANQP-element (#13018)
The TDLS Capability ANQP-element is used by a STA to discover the TDLS capabilities of a peer STA. The format of the TDLS Capability ANQP-element is provided in 8-430 (TDLS Capability ANQP-element format).

	
	Info ID
	Length
	Peer Information

	Octets:
	2
	2
	variable

	·  TDLS Capability ANQP-element format


The Info ID field is equal to the value in Table 8-184 (ANQP Info ID definitions (11u)) corresponding to the TDLS Capability ANQP-element.

· The following para, introduced by 11-11/0944r2 included “The Length field is set to the sum of OI and Peer information field lengths.”, which I have corrected as the OI field was removed prior to approval of this change.

The Length field a 2-octet field whose value is equal to the length of the Peer information field.
The Peer Information field is a variable length field containing information that a STA may use to establish a TDLS link and is defined as an XML schema (see H.1 (Peer information(#13018))).  An example of the peer information is described in 10.24.3.2.10 (TDLS Capability procedures(#13018)).

· ANQP procedures(11u)
· General(Ed)
A STA may use ANQP to retrieve information as defined in Table 8-184 (ANQP Info ID definitions (11u)) from a peer STA.
The ANQP query request uses the ANQP Query element comprised of ANQP-elements Info IDs from Table 8-184 (ANQP Info ID definitions (11u)) that have an ANQP-element type of S in Table 10-10 (ANQP usage (11u)).  The ANQP query request is transported in the Query Requst field of GAS Request frames as per 10.24.3.1.2 (STA procedures to transmit a GAS Query (11u)).  The ANQP query response is transported in the Query Response field of GAS Response frames, as per 10.24.3.1.4 (STA procedures for transmitting the GAS Query Response(11u)).

ANQP usage for (#13083)infrastructure BSSs and IBSSs shall be in accordance with Table 10-10 (ANQP usage (11u)). ANQP usage defines the entities permitted to transmit and receive particular ANQP-elements.
A STA having dot11InterworkingServiceActivated equal to true shall be capable of using the ANQP Query element to request the ANQP Capability element; support for all other ANQP-elements is optional.
	· ANQP usage (11u)

	
	
	BSS
	IBSS

	ANQP-element Name
	ANQP-element (subclause)(Ed)
	ANQP-element Type
	AP
	Non-AP STA
	STA

	ANQP Query
	8.4.4.1 (ANQP Query element (11u))
	Q
	T, R
	T, R
	T, R

	ANQP Capability
	8.4.4.2 (ANQP Capability element(11u))
	S
	T, R
	T, R
	T, R

	Venue Name
	8.4.4.3 (Venue Name ANQP-element (11u))
	S
	T
	R
	—

	Emergency Call Number
	8.4.4.4 (Emergency Call Number ANQP-element (11u))
	S
	T
	R
	—

	Network Authentication Type
	8.4.4.5 (Network Authentication Type ANQP-element(11u))
	S
	T
	R
	—

	Roaming Consortium
	8.4.4.6 (Roaming Consortium ANQP- element(11u))
	S
	T
	R
	—

	ANQP Vendor Specific
	8.4.4.7 (ANQP Vendor Specific element(11u))
	Q, S
	T, R
	T, R
	T, R

	IP Address Type Availability
	8.4.4.8 (IP Address Type Availability ANQP-element (11u))
	S
	T, R
	T, R
	T, R

	NAI Realm
	8.4.4.9 (NAI Realm ANQP-element(11u))
	S
	T
	R
	T, R

	3GPP Cellular Network
	8.4.4.10 (3GPP Cellular Network ANQP-element(11u))
	S
	T
	R
	—

	AP Geospatial Location
	8.4.4.11 (AP Geospatial Location ANQP-element(11u))
	S
	T
	R
	T, R

	AP Civic Location
	8.4.4.12 (AP Civic Location ANQP-element(11u)) 
	S
	T
	R
	T, R

	(#13006)AP Location Public Identifier URI
	8.4.4.13 (AP Location Public Identifier URI ANQP-element(11u)) 
	S
	T
	R
	T, R

	Domain Name
	8.4.4.14 (Domain Name ANQP-element(11u))
	S
	T
	R
	—

	Emergency Alert Identifier URI
	8.4.4.15 (Emergency Alert URI ANQP-element(11u))
	S
	T
	R
	T, R

	TDLS Capability (#13018)
	8.4.4.17 (TDLS Capability ANQP-element(#13018))
	Q, S
	T,R
	T,R
	T, R

	Emergency NAI
	8.4.4.16 (Emergency NAI ANQP-element(11u))
	S
	T
	R
	—

	Symbols

Q
element is an ANQP query

S
element is an ANQP response

T
ANQP-element may be transmitted by MAC entity

R
ANQP-element may be received by MAC entity

—
ANQP-element is neither transmitted nor received by MAC entity


A STA that encounters an unknown or reserved ANQP Info ID value in a GAS frame (see 8-210 (Public Action field values)) received without error shall ignore that ANQP Info ID and shall parse any remaining ANQP Info IDs. 

A STA that encounters an unknown vendor-specific OI field or subfield in a GAS frame (see 8-210 (Public Action field values)) received without error shall ignore that field or subfield respectively, and shall parse any remaining fields or subfields for additional information with recognizable field or subfield values.

· ANQP Query procedure(11u)
The ANQP Query element is used by a requesting STA to perform an ANQP query using the procedures defined in 10.24.3.2.1 (General(Ed)). The requesting STA shall only include Info IDs in the ANQP Query element that have the sole ANQP-element type of S as shown in Table 10-10 (ANQP usage (11u)). Info IDs that have an ANQP-element type of Q shall not be included in the ANQP Query element (e.g., the Info ID for ANQP Vendor Specific element shall not be included).

A responding STA that encounters an unknown or reserved ANQP Info ID value in an ANQP Query element received without error shall ignore that ANQP Info ID and shall parse any remaining ANQP Info IDs.
If information is not available for a particular ANQP-element, then a query for that ANQP-element will return that ANQP-element with all optional fields not present.
· Roaming Consortium procedure(11u)
The Roaming Consortium ANQP-element, which contains a set of OIs, can be retrieved from an AP by a non-AP STA using the ANQP Query procedures defined in 10.24.3.2.2 (ANQP Query procedures(11u)). The list of OIs included in the Roaming Consortium ANQP-element shall be those OIs in the dot11RoamingConsortiumTable. An AP shall only include an OI in the dot11RoamingConsortiumTable, if in conjunction with an AS, it is capable of successfully authenticating a non-AP STA having valid security credentials for the SSPN identified by that OI. Methods used by the AP to authenticate the non-AP STA include, but are not limited to, RSNA algorithms and Open System authentication.

Each OI identifies an SSP or group of SSPs (i.e., a roaming consortium). An SSP or group of SSPs can register for and obtain an OI using the procedures defined in [B20].(#12055)
A non-AP STA might(#12633) have a locally stored binding between an OI and a set of security credentials with which it can authenticate to the network identified by the OI, that is, the SSPN. The method by which this binding is obtained is outside the scope of this standard. A non-AP STA can select from that list of credentials when authenticating to the BSS.

· AP procedure for advertising EAP Method associated with an NAI Realm(11u)
When dot11RSNAActivated(Ed) is true, NAI realms along with their supported authentication methods may be advertised using the NAI Realm ANQP-element (see 8.4.4.9 (NAI Realm ANQP-element(11u))). Each realm may be optionally associated with a set of EAP methods. Each EAP method may be optionally associated with a set of Authentication Parameters. The NAI Realm ANQP-element provides a hint on the methods a STA might(#12635) use to establish an association in an RSN IEEE 802.1X environment. If the non-AP STA recognizes the NAI realm, it may attempt authentication even if it believes the EAP methods are incorrect.

When dot11RSNAActivated(Ed) is false and the Network Authentication Type (see 8.4.4.5 (Network Authentication Type ANQP-element (11u))) contains a Network Authentication Type Unit having a Network Authentication Type Indicator field equal(Ed) to http/https redirection or DNS redirection, NAI realms without supported authentication methods may be advertised using the NAI Realm ANQP-element (see 8.4.4.9 (NAI Realm ANQP-element(11u))).

A non-AP STA having dot11InterworkingServiceActivated equal(Ed) to true(Ed) may process the NAI Realm ANQP-element. The selection of the NAI realm the non-AP STA uses for authentication is outside the scope of this standard. A non-AP STA requests the NAI Realm ANQP-element using ANQP Query procedures defined in 10.24.3.2.2 (ANQP Query procedures(11u)).
A non-AP STA having dot11InterworkingServiceActivated equal(Ed) to true(Ed) may optionally process the EAP Method list as follows: 

· The EAP Method list provided by the AP shall be in priority order (the most preferred EAP Method is listed first).

· The credential types help the STA to determine what credentials to use for authentication.

· The STA should confirm the GAS advertisement after an RSNA is established by performing a GAS Query for the NAI Realm ANQP-element using Protected Dual of Public Action frames.

NOTE—The advertisements should be confirmed after the RSNA is established to avoid downgrade attacks.

The policy that determines whether a non-AP STA should attempt authentication and/or association with any particular IEEE 802.11 Access Network is outside the scope of this standard.

· 3GPP Cellular Network procedure(#12183)
A STA may retrieve 3GPP Cellular Network information using the ANQP(#13006) Query procedure in 10.24.3.2.2 (ANQP Query procedure(11u)).  Realms referenced in the 3GPP Cellular Network ANQP-element, should not be included in the NAI Realm ANQP-element (see 8.4.4.9 (NAI Realm ANQP-element(11u))).

· AP Geospatial Location procedure(11u)(#13006)
A STA may retrieve an AP's Geospatial location using the ANQP(#13006) Query procedure in 10.24.3.2.2 (ANQP Query procedure(11u)). A STA in the associated state should retrieve Geospatial location information from the AP using the procedures in 10.11.9.6 (Location Configuration Information Report(11k)).(#12175)(#13006)
· AP Civic Location procedure(11u)(#13006)
A STA may retrieve an AP's Civic location using the ANQP(#13006) Query procedure in 10.24.3.2.2 (ANQP Query procedure(11u)). A STA in the associated state should retrieve Civic location information from the AP using the procedures in 10.11.9.9 (Location Civic report(11v)).(#12175)(#13006)
· AP Location Public identifier URI procedure(#13006)
A STA may retrieve an AP's Location Public identifier URI using the ANQP Query procedure in 10.24.3.2.2 (ANQP Query procedure(11u)).  A STA in the associated state should retrieve Location Public identifier URI information from the AP using the procedures in 10.11.9.10 (Location Identifier Report(11v)).

Due to security concerns, there are some URI schemes that should be cautiously processed when received by a STA.  For example, URIs using the scheme names "data:" and "http:" may direct applications (e.g. a browser) on the STA to internet pages that contain active scripts. Therefore, URIs received via this ANQP procedure should not be processed in a general manner, as these scripts may be inadvertantly activated.  Instead of listing all the types of URIs that might be misused or potentially have harmful affects, Section 3.3 IANA registers acceptable URI schemes.

· Emergency NAI procedure(11u)
A STA that does not have valid credentials to authenticate to a network may(#12636) use the information within the Emergency NAI ANQP-element as its EAP identity.  
The Emergency NAI ANQP-element can be retrieved from the AP using the ANQP Query procedure in 10.24.3.2.2 (ANQP Query procedure(11u)).
The STA uses the Emergency NAI to indicate its intention to access the network without peer authentication by using the Emergency NAI Information as its identity in the authentication process, as described in IETF RFC 5216.

· TDLS Capability procedure(#13018)
A STA may use the TDLS Capability ANQP-element (see 8.4.4.17 (TDLS Capability ANQP-element(#13018))) to discover peer information TDLS capabilities of another TDLS capable STA using the ANQP Query procedure in 10.24.3.2.2 (ANQP Query procedure(11u)).
An example of TDLS capability discovery using ANQP is given in Figure 10-27 (Example TDLS Capability discovery using ANQP
)
.
The mechanism shall work as follows:

· STA1 determines the MAC address of STA2.

· 
STA1 sends an ANQP query request to STA2. The ANQP query request includes the TDLS Capability ANQP-element.

· 
STA2 receives the ANQP query request and updates the TDLS Capability ANQP-element based on its own capabilities that is returned in the ANQP query response to STA1.
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Figure 10-27-Example TDLS Capability discovery using ANQP
	· Interworking (IW) with external networks extensions(11u) 

	Item
	Protocol capability
	References
	Status
	Support

	
	Are the following Interworking with External Networks capabilities supported?
	
	
	

	IW1
	Interworking capabilities and Information
	8.4.2.94 (Interworking (Ed)element(11u)), 10.24.2 (Interworking capabilities and information)
	CF20:M
	Yes  No  N/A 

	
IW1.1
	Interworking (Ed)element
	8.4.2.94 (Interworking (Ed)element(11u))
	IW1:M
	Yes  No  N/A 

	
IW1.2
	Access network type(#13159)
	8.4.2.94 (Interworking (Ed)element(11u))
	IW1:M
	Yes  No  N/A 

	
IW1.3
	Venue type(#13203)
	8.4.2.94 (Interworking (Ed)element(11u))
	IW1:M
	Yes  No  N/A 

	
IW1.4
	HESSID
	8.4.2.94 (Interworking (Ed)element(11u))
	IW1:M
	Yes  No  N/A 

	IW2
	Generic Advertisement Service(Ed)
	10.24.3 (Interworking procedures: generic advertisement service (GAS))
	CF20:M
	Yes  No  N/A 

	
IW2.1
	Advertisement Protocol element
	8.4.2.95 (Advertisement Protocol element(11u))
	IW2:M
	Yes  No  N/A 

	
*IW2.2 (#12155)
	GAS Protocol
	10.24.3.1 (GAS Protocol)
	IW2:M
	Yes  No  N/A 

	

*IW2.2.1
	GAS (#13074)frames(#13151)
	8.5.8 (Public Action details(11k))
	IW2:M
	Yes  No  N/A 

	

IW2.2.2
	Access Network Query Protocol
	8.4.4 (Access Network Query Protocol (ANQP) elements(11u))
	IW2.2:M
	Yes  No  N/A 

	

IW2.2.3
	ANQP Query
	8.4.4.1 (ANQP Query element (11u))
	IW2.2.1:M
	Yes  No  N/A 

	

IW2.2.4
	ANQP Capability
	8.4.4.2 (ANQP Capability element(11u))
	IW2.2.1:M
	Yes  No  N/A 

	

IW2.2.5
	Venue Name
	8.4.4.3 (Venue Name ANQP-element (11u))
	IW2.2.1:O
	Yes  No  N/A 

	

IW2.2.6
	Emergency Call Number
	8.4.4.4 (Emergency Call Number ANQP-element(11u))
	IW2.2.1:O
	Yes  No  N/A 

	

IW2.2.7
	Network Authentication Type
	8.4.4.5 (Network Authentication Type ANQP-element (11u))
	IW2.2.1:O
	Yes  No  N/A 

	

IW2.2.8
	Roaming Consortium
	8.4.4.6 (Roaming Consortium ANQP-element(11u))
	IW2.2.1:O
	Yes  No  N/A 

	

IW2.2.9
	IP Address Type Availability
	8.4.4.8 (IP Address Type Availability ANQP-element (11u))
	IW2.2.1:O
	Yes  No  N/A 

	

IW2.2.10
	NAI Realm
	8.4.4.9 (NAI Realm ANQP-element(11u))
	IW2.2.1:O
	Yes  No  N/A 

	

IW2.2.11
	3GPP Cellular Network
	8.4.4.10 (3GPP Cellular Network ANQP-element(11u))
	IW2.2.1:O
	Yes  No  N/A 

	

IW2.2.12
	AP Geospatial Location
	8.4.4.11 (AP Geospatial Location ANQP-element(11u))
	IW2.2.1:O
	Yes  No  N/A 

	

IW2.2.13
	AP Civic Location
	8.4.4.12 (AP Civic Location ANQP-element(11u))
	IW2.2.1:O
	Yes  No  N/A 

	

IW2.2.14
	AP Location Public Identifier URI
	8.4.4.13 (AP Location Public Identifier URI ANQP-element(11u))
	IW2.2.1:O
	Yes  No  N/A 

	

IW2.2.15
	Domain Name
	8.4.4.14 (Domain Name ANQP-element(11u))
	IW2.2.1:O
	Yes  No  N/A 

	

IW2.2.16
	Emergency Alert URI
	8.4.4.15 (Emergency Alert URI ANQP-element(11u))
	IW2.2.1:O
	Yes  No  N/A 

	

IW2.2.17
	Emergency NAI
	8.4.4.16 (Emergency NAI ANQP-element(11u))
	IW2.2.1:O
	Yes  No  N/A 

	

IW2.2.18
	ANQP Vendor Specific
	8.4.4.7 (ANQP Vendor Specific element(11u))
	IW2.2.1:O
	Yes  No  N/A 

	

IW2.2.19
	MIH IS
	8.4.2.95 (Advertisement Protocol element(11u)), (#12156) 10.24.4 (Interworking procedures: IEEE 802.21 MIH support)
	IW2:O
	Yes  No  N/A 

	

IW2.2.20
	MIH Event and Command Services Discovery
	8.4.2.95 (Advertisement Protocol element(11u)), (#12156) 10.24.4 (Interworking procedures: IEEE 802.21 MIH support)
	IW2.2:O (#12155)
	Yes  No  N/A 

	

IW2.2.21
	Emergency Alert System (EAS)
	8.4.2.95 (Advertisement Protocol element(11u)), 8.4.2.99 (Emergency Alert Identifier (Ed)element(11u))
	IW2.2:O (#12155)
	Yes  No  N/A 

	

IW2.2.22 (#12157)
	Advertisement Protocol ID, Vendor Specific
	8.4.2.95 (Advertisement Protocol element(11u))
	IW2.2:O (#12155)
	Yes  No  N/A 

	

IW2.2.23 (#13018)
	TDLS Capability
	8.4.4.17 (TDLS Capability ANQP-element(#13018))
	IW2.21:O
	Yes  No  N/A 

	
IW2.3
	GAS Initial Request frame
	8.5.8.12 (GAS Initial Request frame format(11u))
	IW2:M
	Yes  No  N/A 

	
IW2.4
	GAS Initial Response frame
	8.5.8.13 (GAS Initial Response frame format(11u))
	IW2:M
	Yes  No  N/A 

	
IW2.5
	GAS Comeback Request frame
	8.5.8.14 (GAS Comeback Request frame format(11u))
	IW2:M
	Yes  No  N/A 

	
IW2.6
	GAS Comeback Response frame
	8.5.8.15 (GAS Comeback Response frame format(11u))
	IW2:M
	Yes  No  N/A 

	IW3
	QoS Mapping from External Networks
	10.24.9 (Interworking procedures: support for QoS mapping from external networks), 9.19.4.2 (Contention-based admission control procedures), 9.19.4.3 (Controlled-access admission control)
	CF20:O
	Yes  No  N/A 

	
IW3.1
	QoS Map Set element
	8.4.2.97 (QoS Map Set (Ed)element (11u))
	IW3:M
	Yes  No  N/A 

	
IW3.2
	Transport of QoS Map Set
	10.24.9 (Interworking procedures: support for QoS mapping from external networks)
	IW3:M
	Yes  No  N/A 

	
IW3.3
	QoS Map Configure
	8.5.3.6 (QoS Map Configure frame format(11u))
	IW3:M
	Yes  No  N/A 

	IW4
	MIH Support
	6.4 (MAC state generic convergence function (MSGCF) (11u)), 10.24.4 (Interworking procedures: IEEE 802.21 MIH support)
	CF20:O
	Yes  No  N/A 

	
IW4.1
	MAC State Generic Convergence Function Support
	6.4 (MAC state generic convergence function (MSGCF) (11u))
	IW4:M
	Yes  No  N/A 

	
IW4.2
	Informational events
	6.4.5 (Convergence function informational events(11u))
	IW4:M
	Yes  No  N/A 

	
IW4.3
	ESS status reporting
	6.4.7 (ESS status reporting(11u))
	IW4:M
	Yes  No  N/A 

	
IW4.4
	Network configuration
	6.4.8 (Network configuration(11u))
	IW4:M
	Yes  No  N/A 

	
IW4.5
	Network events
	6.4.9 (Network events(11u))
	IW4:M
	Yes  No  N/A 

	
IW4.6
	Network command interface
	6.4.10 (Network command interface(11u))
	IW4:M
	Yes  No  N/A 

	
IW4.7
	Mobility management
	6.4.11 (MAC state SME SAP - mobility management(11u))
	IW4:M
	Yes  No  N/A 

	
IW4.8
	Network configuration
	6.4.8 (Network configuration(11u))
	IW4:M
	Yes  No  N/A 

	IW5
	Extended channel switch enabled
	8.4.2.60 (20/40 BSS Intolerant Channel Report element(11n)), 10.1.4 (Acquiring synchronization, scanning)
	(CF15 AND DSE9):M
	Yes  No  N/A 

	IW6
	Expedited Bandwidth Request 
	8.4.2.96 (Expedited Bandwidth Request (Ed)element(11u))
	CF20:O
	Yes  No  N/A 

	IW7
	SSPN Interface
	10.24.5 (Interworking procedures: interactions with SSPN)
	CF20:O
	Yes  No  N/A 
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ANQP query request (TDLS Capability({Mode=TDLS; BSSID= 00:01:02:03:04:05; MAC= 00:01:02:03:04:05; 
DHCP=No; IP=192.168.2.1; Netmask=255.255.255.253}) 


STA1 Initiates a TDLS link to STA2 


Both STAs are currently in the same BSS


ANQP query response (TDLS Capability({Mode=TDLS; BSSID= 00:01:02:03:04:05; MAC= 00:01:02:03:04:06; 
DHCP=No; IP=192.168.2.2; Netmask=255.255.255.253}) 



