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Overview

This submission reviews the origin and status of a protest regarding language in the P802.11ac draft.
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1. Introduction
During the week of May 9-13 802.11 was conducting an interim meeting at the Hyatt Grand Champions in Indian Wells California.  On Thursday May 12, 2011 I was notified of a protest regarding language in an 802.11ac draft 0.7 that could be read as a violation of restraint of trade. 802.11ac was preparing to request their first working group letter ballot on Draft 1.0 during the Friday plenary. 

Friday morning the formal motion was made to go to letter ballot on 802.11ac Draft 1.0.  During the discussion on the motion I announced a protest had been received and that I would be conducting an investigation. My recommendation was to proceed with the ballot while an investigation was underway.  The WG motion to proceed to letter ballot passed 31/1/5.

2. Basis of Protest

The protest refers to comment resolution document 11-11/0730r0 and, within that document, CID 1187.

 The text in the 11ac draft called into question is in section 11.4.3 and 11.4.4 it says:

11.4.3 RSNA policy selection in an ESS

Within an ESS, a VHT STA shall eliminate TKIP and GCMP as choices for the pairwise cipher suite if CCMP is advertised by the AP or if the AP included either an HT Capabilities element or a VHT Capabilities element in its Beacon and Probe Response frames. The elimination of TKIP and GCMP as choices for the pairwise cipher suite may result in a lack of overlap of the remaining pairwise cipher suite choices, in which case the VHT STA shall decline to create an RSN association with that AP.

11.4.4 RSNA policy selection in an IBSS and for DLS

A VHT STA that is in an IBSS or that is transmitting frames through a direct link shall eliminate TKIP and GCMP as choices for the pairwise cipher suite if CCMP is advertised by the other STA or if the other STA included either an HT Capabilities element or a VHT Capabilities element in any of its Beacon, Probe Response, DLS Request, or DLS Response messages.

NOTE-The elimination of TKIP and GCMP as choices for the pairwise cipher suite might result in a lack of overlap of the remaining pairwise cipher suites choices, in which case the STAs will not exchange encrypted frames.

3. Initial Investigation
The question being raised had not been previously encountered . The initial search for normative guidance led to language on the SA website indicating that "prohibition" language in a draft could be unlawful. (see blue text below)

Look at page 2, paragraph 3 of 

http://standards.ieee.org/develop/policies/antitrust.pdf
“Other kinds of violations can also arise in the standards process. For example, selecting one technology for inclusion in a standard is lawful, but an agreement to prohibit standards participants (or implementers) from implementing a competing standard or rival technology would be unlawful – although as a practical matter, a successful standard may lawfully achieve this result through the workings of the market.”

Although this guidance seems perfectly reasonable it is actually contained in a document titled “What you need to know about the IEEE SA Antitrust and Competition Policy” so it falls a bit short of definitive bylaws or Operations Manual instructions neither of which has definitive guidance on language.

http://standards.ieee.org/develop/policies/bylaws/sb_bylaws.pdf
http://standards.ieee.org/develop/policies/opman/sb_om.pdf
4. Related Submissions within the history of P802.11ac

There was some discussion of the language and rationale.
· The GCMP topic first appeared a couple of years ago. 

https://mentor.ieee.org/802.11/dcn/09/11-09-0992-21-00ac-proposed-specification-framework-for-tgac.doc
· In the 50 page spec framework document there is only one section that mentions it.

Text in the spec framework document 09/0992r21 states:

6.12 Security

GCMP is not required at VHT rates, thus the following restrictions are applied:

· Within an ESS, A VHT STA shall eliminate TKIP and GCMP as choices for the pairwise cipher suite if CCMP is advertised by the AP or if the AP included either an HT Capabilities element or a VHT Capabilities element in its Beacon and Probe Response frames. The elimination of TKIP and GCMP as choices for the pairwise cipher suite may result in a lack of overlap of the remaining pairwise cipher suite choices, in which case the VHT STA shall decline to create an RSN association with that AP.

· A VHT STA that is in an IBSS or that is transmitting frames through a direct link shall eliminate TKIP and GCMP as choices for the pairwise cipher suite if CCMP is advertised by the other STA or if the other STA included either an HT Capabilities element or a VHT Capabilities element in any of its Beacon, Probe Response, DLS Request, or DLS Response messages.

· NOTE—The elimination of TKIP and GCMP as choices for the pairwise cipher suite might result in a lack of overlap of the remaining pairwise cipher suites choices, in which case the STAs will not exchange encrypted frames.

4.2   More recently there was further discussion on the GCMP option and how the draft language should read (in the following 5 slide set). 

https://mentor.ieee.org/802.11/dcn/11/11-11-0025-03-00ac-gcmp-restriction.pptx
5. Legal Counsel opinion
Since an unambiguous interpretation could not be provided by the 802.11 working group officers we consulted with IEEE legal counsel. The following text in purple expresses their opinion.

· A standard can certainly prescribe a minimum functionality or feature set.  A standard can also prohibit features that significantly interfere with the functionality or security of a prescribed feature.  (That is in effect another way of prescribing the minimum feature, because if an implementation includes an additional functionality that prevents its performance of the prescribed minimum functionality, then the implementation isn't really complying with the standard.)
· But if an additional function or feature does not significantly interfere with the performance of the minimum feature, then it is difficult to justify a standard's excluding that functionality.  (A standard could expressly state that it does not require the additional feature, but that's different.  Likewise, a group could choose to create a standard one technology and not standardize another technology, but again that's different.)
· One can imagine non-technical circumstances in which it is important for a standard to say both what an implementation does and what it does not do.  For example, for standard defining pork-belly futures contracts, it is important to say not only that the commodities will be delivered on May 22, but also that they will not be delivered on May 21.  The typical use of that approach would be where what is being standardized is definitions, and where there is a commercial need for standardized names and definitions.  
· This situation does not strictly speaking fit within the example given in the IEEE's antitrust publication, because the proposed language does not prohibit an implementer from implementing another standard or a competing technology, at least within a different product.  Nevertheless, there is at least an argument that the proposed language does prohibit an implementation that simultaneously implements two standards or technologies in a single product.  Again, if there is some technical justification as discussed above, then a decision to exclude the technology from the particular standard may be sensible and lawful.
· From the materials that I reviewed, I cannot tell whether there is a technical reason for the mandatory exclusion of TKIP and GCMP.  If there is a technical basis for the contemplated exclusion, then a discussion of that claimed basis should take place within the working group.  If there was no intention to exclude a technology (but simply make clear that the standard does not require that technology), then the phrasing as written does not clearly accomplish the goal, and it should be rewritten.
6. Current Situation and Recommendation

We do not have a black and white ruling on the legality of the language in the draft that caused the protest. For the moment the selection of the most appropriate language to appear in the draft remains the responsibility of 802.11.  The mechanism for review, revision and approval of such draft language will be dealt with in the manner all other ballot comments and resolutions are handled. I am hopeful that the 802.11 community will provide a thorough vetting of the topic and that suitable draft language will be agreed upon.
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