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· Interworking with the DS

A mesh BSS might contain one or more mesh gates that connect to one or more distribution systems. A mesh gate can announce its presence in the mesh BSS by sending Gate Announcement frames. Alternatively a mesh gate can announce its presence in the mesh BSS by sending HWMP Path Selection frames with the Root Announcement element or the Path Request element indicating mesh gate announcement, when it is configured as a root mesh STA. Typically a mesh gate announces its presence when it is collocated with a portal or it has access to a portal. Gate announcements allow mesh STAs to select the appropriate mesh gate and build a path towards it. It should be noted that, when multiple mesh gates that have access to the same DS are present in the mesh BSS, proper configuration is necessary.

When a mesh gate has access to IEEE 802 STAs outside the mesh BSS, the mesh gate acts as a proxy for the IEEE 802 STAs outside the MBSS. Such a mesh gate is called a proxy mesh gate. The details of the proxy functionality are described in 11C.10.3 (Data forwarding at proxy mesh gates).

The details of the mesh BSS interworking are described in 11C.10 (Interworking with the DS).

· To DS and From DS fields

Change third and fourth row of Table 7-2 (To/From DS combinations in data frames) as follows:
	· To/From DS combinations in data frames

	To DS and From DS values
	Meaning

	To DS = 0 
From DS = 1
	A data frame exiting the DS or being sent by the Port Access Entity in an AP, or a group addressed Mesh Data frame with Mesh Control field present using the three-address MAC header format.

	To DS = 1 
From DS = 1
	A data frame using the four-address MAC header format. This standard does not defines procedures for using this combination of field values in a mesh BSS only.


· Mesh Control field

[…]
The Address Extension Mode subfield indicates the contents of the Mesh Address Extension subfield. Table 7-6g1 (Valid values for the Address Extension Mode) defines valid values for the Address Extension Mode and describes the corresponding contents of the Mesh Address Extension subfield.(CID113) If the Address Extension Mode is 00, the Mesh Address Extension subfield is not present. For values 01 and 10, the Mesh Address Extension subfield is present following the Mesh Sequence Number subfield. 

	· Valid values for the Address Extension Mode 

	Address Extension Mode value (binary)
	Address Extension Mode description
	Mesh Address Extension subfield length (octets)
	Applicable 

frame types

	00
	No Mesh Address Extension subfield
	0
	Data, Management (Multihop Action, group addressed)

	01
	Mesh Address Extension subfield contains Address 4
	6
	Management 

(Multihop Action, individually addressed), 

Data (proxied, group addressed)

	10
	Mesh Address Extension subfield contains Address 5 and Address 6
	12
	Data (proxied, individually addressed)

	11
	Reserved
	—
	—


[…]

· RANN element

The Root Announcement (RANN) element is used for announcing the presence of a mesh STA configured as root mesh STA with dot11MeshHWMProotMode set to rann (4). RANN elements are sent out periodically by such a root mesh STA. The RANN element is transmitted in an HWMP Mesh Path Selection frame (see 7.4.15.3 (HWMP Mesh Path Selection frame format)). The format of the RANN element is shown in Figure 7-95o154 (RANN element format).

	Element ID
	Length
	Flags
	Hop Count
	Element TTL
	Root Mesh STA Address
	HWMP Sequence Number 
	Interval 
	Metric

	Octets: 1
	1
	1
	1
	1
	6
	4
	4
	4

	· RANN element format


The Element ID is set to the value given in Table 7-26 (Element IDs) for this element.

The length is set to 21.

The format of the Flags field is shown in Figure 7-95o155 (Flags field format).

	B0
	B1
B7

	Gate Announcement
	Reserved

	Bits: 1
	7

	· Flags field format


The Flags field is set as follows:

· Bit 0: Gate Announcement subfield (0 = gate announcement protocol not activated, 1 = gate announcement protocol activated). A Gate Announcement subfield equal to 1 indicates that the Root Mesh STA Address is a mesh gate with dot11MeshGateAnnouncementProtocol equal to true.

· Bit 1–7: Reserved.

The Hop Count field is coded as an unsigned integer and indicates the number of hops from the originating root mesh STA to the mesh STA transmitting this element.

The Element TTL field is coded as an unsigned integer and indicates the remaining number of hops allowed for this element.

The Root Mesh STA Address field is represented as a 48-bit MAC address and is set to the MAC address of the root mesh STA.

The HWMP Sequence Number is coded as an unsigned integer and is set to the HWMP sequence number specific to the root mesh STA. 

The Interval field is coded as an unsigned integer and is set to the number of TUs between the periodic transmissions of Root Announcements.

The Metric field is set to the cumulative metric from the originating root mesh STA to the mesh STA transmitting the announcement.

Detailed usage of the RANN element is described in 11C.9.12 (Root announcement (RANN)).

· PREQ element

The Path Request (PREQ) element is used for discovering a path to one or more target mesh STAs, path maintenance (optional), building a proactive (reverse) path selection tree to the root mesh STA, and confirming a path to a target mesh STA (optional). The PREQ element is transmitted in an HWMP Mesh Path Selection frame (see 7.4.15.3 (HWMP Mesh Path Selection frame format)).(CID84) The format of the PREQ element is shown in Figure 7-95o156 (PREQ element format).

	Element ID
	Length
	Flags
	Hop Count
	Element TTL
	Path Discovery ID
	Originator Mesh STA Address
	Originator HWMP Sequence Number
	Originator 
External Address
	Lifetime

	Octets:1
	1
	1
	1
	1
	4
	6
	4
	0 or 6
	4

	
	
	
	
	
	
	
	
	
	

	Metric
	Target Count
	Per 
Target 
Flags #1
	Target Address #1
	Target HWMP Sequence Number #1
	...
	Per 
Target 
Flags #N
	Target Address #N
	Target Sequence Number #N
	

	4
	1
	1
	6
	4
	...
	1
	6
	4
	

	· PREQ element format


The Element ID is set to the value given in Table 7-26 (Element IDs) for this element.

The length is set to 37 to 252 octets.

The format of the Flags field is shown in Figure 7-95o157 (Flags field format).

	B0
	B1
	B2
	B3
B5
	B6
	B7

	Gate Announcement
	Addressing Mode
	Proactive PREP
	Reserved
	AE
	Reserved

	Bits: 1
	1
	1
	3
	1
	1

	· Flags field format


The Flags field is set as follows:

· Bit 0: Gate Announcement subfield (0 = gate announcement protocol not activated, 1 = gate announcement protocol activated). A Gate Announcement subfield equal to 1 indicates that the Originator Mesh STA Address is a mesh gate with dot11MeshGateAnnouncementProtocol equal to true.

· Bit 1: Addressing Mode subfield (0 = group addressed, 1 = individually addressed). When the Addressing Mode subfield is 0, the PREQ element is sent in an HWMP Mesh Path Selection frame that is group addressed to all neighbor peer mesh STAs. When the Addressing Mode subfield is 1, the PREQ element is sent in an HWMP Mesh Path Selection frame that is individually addressed to a neighbor peer mesh STA. Detailed addressing information is provided in 11C.9.7 (Addressing of HWMP Mesh Path Selection frame).

· Bit 2: Proactive PREP subfield (0 = off, 1 = on). The Proactive PREP subfield is only of relevance if the Target Address is the broadcast address (all ones). If equal to 1, every recipient of a PREQ with Target Address equal to the broadcast address replies with a PREP. If equal to 0, it will only reply under certain conditions (see 11C.9.4.2 (Proactive PREQ mechanism)).

· Bit 3–5: Reserved.

· Bit 6: AE (Address Extension) subfield (1= external address present, 0 = otherwise). An AE subfield equal to 1 indicates that the field Originator External Address is present, and that the originator mesh STA is a proxy for this external address.

· Bit 7: Reserved.

[…]

· General

The term “mesh forwarding” refers to forwarding of MSDUs and MMPDUs on paths determined by the mesh path selection between mesh STAs at the link layer. The mesh paths are contained in the forwarding information. The forwarding information, for instance, the lifetime of a mesh path, may be updated as a consequence of mesh forwarding.

The forwarding of MSDUs and MMPDUs within an MBSS is described in 9.22.4 (Addressing and forwarding of individually addressed Mesh Data frames), 9.22.5 (Addressing and forwarding of group addressed Mesh Data frames), 9.22.6 (Addressing of Management frames and MMPDU forwarding), and 9.22.9 (Frame forwarding and unknown destination). The forwarding of MSDUs and MMPDUs between the MBSS and the DS at proxy mesh gates is described in 11C.10.3 (Data forwarding at proxy mesh gates).

· Forwarding information

Forwarding information is created by the active mesh path selection protocol and is utilized for MSDU/MMPDU forwarding as described in 9.22.4 (Addressing and forwarding of individually addressed Mesh Data frames) and 9.22.6.2 (MMPDU forwarding using individually addressed Multihop Action frames).

The basic forwarding information to a destination mesh STA consists of the destination mesh STA address, the next-hop address, the precursor list, and the lifetime of this forwarding information.

An entry in the precursor list contains the precursor mesh STA address and the lifetime of this entry. If an existing entry in a precursor list is updated, the lifetime is the maximum of the current and the updated value. If the lifetime of a precursor expires, it will be deleted from the precursor list. Precursors are used to identify legitimate transmitters of individually addressed frames (see 9.22.4.2 (At intermediate and destination mesh STAs (individually addressed))) and for the notification of link failures (in case of HWMP, see 11C.9.11 (Path error (PERR))).

The forwarding information shall be considered as invalid if its lifetime has expired. Also, forwarding information is marked as invalid when certain conditions are met in the processing of mesh path selection elements, e.g., path error processing in HWMP (11C.9.11.4 (PERR processing)).

The active path selection protocol may define additional parameters of the forwarding information. Details on the additional parameters of the forwarding information constructed by the hybrid wireless mesh protocol (HWMP) are described in 11C.9.8.4 (Forwarding information).

· Frame addressing in an MBSS

Mesh Data frames and Multihop Action frames enable multihop MSDU and MMPDU forwarding in an MBSS using the Mesh Control field described in 7.1.3.6.3 (Mesh Control field). In this subclause, addressing of the Mesh Data and Multihop Action frames and MSDU/MMPDU forwarding behavior are described.

Table 9-13 (Valid address field usage for Mesh Data and Multihop Action frames) shows the valid combinations of address fields in Mesh Data frames and Multihop Action frames along with the corresponding value of the Address Extension Mode subfield in the Mesh Control field.

NOTE 1—ToDS and FromDS fields are located in the Frame Control field (see 7.1.3.1.3 (To DS and From DS fields)). The Address Extension Mode subfield is located in the Mesh Flags subfield in the Mesh Control field (see 7.1.3.6.3 (Mesh Control field)). Address 1, Address 2, and Address 3 fields are located in the MAC header (see 7.1.2 (General frame format)). The Address 4 field is located in the MAC header if both ToDS and FromDS fields are 1; otherwise, the Address 4 field is located in the Mesh Address Extension subfield of the Mesh Control field (see 7.1.2 (General frame format) and 7.1.3.6.3 (Mesh Control field)). Address 5 and Address 6 fields are located in the Mesh Control field if they are present (see 7.1.3.6.3 (Mesh Control field)). 

	· Valid address field usage for Mesh Data and Multihop Action frames 

	Supported frames
	 ToDS FromDS field
	Address Extension Mode value (binary)
	Address 1
	Address 2
	Address 3
	Address 4
	Address 5
	Address 6

	Mesh Data

(individually addressed)
	11
	00
	RA
	TA
	DA = Mesh DA
	SA = Mesh SA
	Not 
Present
	Not 
Present

	Mesh Data

(group addressed)
	01
	00
	DA
	TA
	SA = Mesh SA
	Not 
Present
	Not 
Present
	Not 
Present

	Mesh Data

(proxied, individually addressed)
	11
	10
	RA
	TA
	Mesh DA
	Mesh SA
	DA
	SA

	Mesh Data

(proxied, group addressed)
	01
	01
	DA
	TA
	Mesh SA
	SA
	Not 
Present
	Not 
Present

	Multihop Action (individually addressed)
	00
	01
	RA
	TA
	DA = Mesh DA
	SA = Mesh SA
	Not 
Present
	Not 
Present

	Multihop Action (group addressed)
	00
	00
	DA
	TA
	SA = Mesh SA
	Not 
Present
	Not 
Present
	Not 
Present


In individually addressed Mesh Data and Multihop Action frames, Address 1 and Address 2 correspond to the mesh STA receiver address (RA) and the mesh STA transmitter address (TA) for a particular mesh link. Address 3 and Address 4 correspond to the destination end station and the source end station of a mesh path. The Address Extension Mode subfield in the Mesh Control field indicates the presence of an optional Mesh Address Extension subfield in the Mesh Control field. When the Extension Mode subfield equals 10 (binary), the Mesh Control field includes Address 5 and Address 6 that correspond to the end-to-end destination address (DA) and source address (SA) of STAs that communicate over the mesh path, for instance, external STAs that communicate over the mesh BSS via proxy mesh gates (see Figure 9-38 (Example addressing for a Mesh Data frame)).

NOTE 2—The forwarding of individually addressed Mesh Data frames uses only mesh STA addresses in fields Address 1, Address 2, Address 3, and Address 4. This allows intermediate mesh STAs to forward Mesh Data frames without necessarily having any knowledge of the addresses of the source and destination end stations, which might be external addresses. Thus, proxy information only needs to be maintained by proxy mesh gates and by source mesh STAs.

· At source mesh STAs (individually addressed)

MSDUs sent by a mesh STA (as a consequence of an MA-UNITDATA.request with an individual destination address) and destined to another mesh STA in the MBSS shall be transmitted using a frame with the  four-address MAC header format (with the Address Extension Mode subfield in the Mesh Control field set to 00 (binary)), where the four address fields are set as follows (see row “Mesh Data (individually addressed)” in Table 9-13 (Valid address field usage for Mesh Data and Multihop Action frames)):

· Address 1: The address of the next-hop mesh STA (toward the destination mesh STA according to the forwarding information—see 9.22.2 (Forwarding information))

· Address 2: The address of the transmitter mesh STA

· Address 3: The address of the destination mesh STA

· Address 4: The address of the source mesh STA

MSDUs that are sent by a mesh STA as a consequence of a MA-UNITDATA.request with an individual destination address and are destined to an address that is different from the mesh STA at the end of a mesh path shall be transmitted using a frame with the four-address MAC header format (with the Address Extension Mode subfield in the Mesh Control field set to 10 (binary)), where the Mesh Address Extension subfield in the Mesh Control field carries the addresses of the end stations, as specified in row “Mesh Data (proxied, individually addressed)” of Table 9-13 (Valid address field usage for Mesh Data and Multihop Action frames). The additional addresses 5 and 6 are defined as follows:

· Address 5: The address of the destination end mesh STA (may be the same as Address 3 if the destination is the mesh STA at the end of the mesh path)

· Address 6: The address of the source end mesh STA (may be the same as Address 4 if the source is the mesh STA at the beginning of the mesh path)

NOTE—The destination address is distinct from the mesh STA at the end of the mesh path in two cases: 1) when the destination is an external address and 2) when the destination is a mesh STA distinct from the destination mesh STA at the end of the mesh path. The former case is described in 11C.10.3 (Data forwarding at proxy mesh gates). The latter case might occur if a source mesh STA sends the MSDU to another intermediate mesh STA that sends the MSDU on a different mesh path to the destination mesh STA in the MBSS.

The Mesh TTL subfield in the Mesh Control field shall be set to the value of dot11MeshTTL.The MSDUs are forwarded multiple hops, limited by the Mesh TTL value.

The source mesh STA shall set the Mesh Sequence Number subfield in the Mesh Control field to a value from a modulo-232 counter that is incremented by 1 for each new MSDU transmitted with a Mesh Control field and for each new MMPDU transmitted using a Multihop Action frame.

· At intermediate and destination mesh STAs (individually addressed)

On receipt of an individually addressed Mesh Data frame, a mesh STA shall perform the following:

· The mesh STA shall decipher the frame and check it for authenticity. If it is not from a peer mesh STA, the frame shall be silently discarded.

· The mesh STA shall check to see whether the MAC address in the Address 3 field is a known destination address; if it is an unknown destination address, the mesh STA may perform any of the following three actions:

· Silently discard the frame

· Trigger a path discovery procedure depending on the path selection protocol that is currently active in the mesh BSS. For HWMP, see 11C.9.9.3 (Conditions for generating and sending a PREQ) Case A.

· Inform the mesh STA in Address 2 that the destination is unreachable depending on the path selection protocol that is currently active in the mesh BSS. For HWMP, see 11C.9.11.3 (Conditions for generating and sending a PERR) Case B.

· If Address 2 is not one of the precursors for this destination mesh STA (see 9.22.2 (Forwarding information)), the frame shall be discarded.

If the frame is not discarded and one or more MSDUs are collected from the frame, the mesh STA may detect duplicate MSDUs according to 9.22.7 (Detection of duplicate MSDUs/MMPDUs) and discard them.

If Address 3 does not match the mesh STA’s own address, but is a known individual destination MAC address in the forwarding information then the following actions are taken:

· The lifetime of the forwarding information to the destination (Address 3) is set to its initial value.

· The lifetime of the forwarding information to the source (Address 4) is set to its initial value.

· The lifetime of the precursor list entry for the precursor to the destination (Address 2) is set to the maximum of the initial value and the current value.

· The lifetime of the precursor list entry for the precursor to the source (next hop to the destination) is set to the maximum of the initial value and the current value.

· The Mesh TTL in the corresponding Mesh Control field of the collected MSDU is decremented by 1. If zero has been reached, the MSDU shall be discarded.

· If the MSDU has not been discarded, the mesh STA shall forward the MSDU via a frame with the Address 1 field set to the MAC address of the next-hop mesh STA as determined from the forwarding information (see 9.22.2 (Forwarding information)) and the Address 2 field set to its own MAC address and queue the frame for transmission.

If Address 3 matches the mesh STA’s own MAC address, the following actions are taken:

· The lifetime of the forwarding information to the source (Address 4) is set to its initial value.

· The lifetime of the precursor list entry for the precursor to the destination (Address 2) is set to the maximum of the initial value and the current value.


· If the Address Extension Mode subfield in a Mesh Control field is 00 (binary), the MA-UNITDATA.indication primitive is passed from the MAC sublayer entity to the LLC sublayer entity or entities.

· If the Address Extension Mode subfield in a Mesh Control field is 10 (binary) and Address 5 is equal to Address 3, the mesh STA is the final destination of the MSDU, and the MA-UNITDATA.indication primitive is passed from the MAC sublayer entity to the LLC sublayer entity or entities.
· If the Address Extension Mode subfield in a Mesh Control field is 10 (binary) and Address 5 is a known destination MAC address in the forwarding information (mesh STA), the mesh STA shall forward the MSDU via a frame as described in 9.22.4.1 (At source mesh STAs (individually addressed)) with the Address 3 field set to the MAC Address of the Address 5 field.

· If the Address Extension Mode subfield in a Mesh Control field is 10 (binary), the MSDU is forwarded according to 11C.10.3.2 (Forwarding of MSDUs from the MBSS to the DS) in all other cases.

If Address 3 matches the group address, the mesh STA shall perform the procedures as given in 9.22.5.2 (At recipient mesh STAs (group addressed)).

Note that during the forwarding process at intermediate mesh STAs, the content of the MSDU is not changed.

· At source mesh STAs (group addressed)

MSDUs sent by a mesh STA (as a consequence of a MA-UNITDATA.request with a group destination address) shall be transmitted using a group addressed Mesh Data frame (with the Address Extension Mode subfield in the Mesh Control field set to 00 (binary)) (see row “Mesh Data (group addressed)” in(Ed) Table 9-13 (Valid address field usage for Mesh Data and Multihop Action frames)). An implementation may circumvent the unreliability of group addressed transmissions by using multiple individually addressed Mesh Data frames, which are individually acknowledged. In such case, the frame may be converted to individually addressed frames and transmitted as individually addressed Mesh Data frames to each peer mesh STA as described in 9.22.4.1 (At source mesh STAs (individually addressed)) with the Address 3 field set to the group address. The circumstances for choosing this method are outside the scope of the standard.

In group addressed Mesh Data frames, the address fields are set as follows:

· Address 1: The group address

· Address 2: The address of the transmitter mesh STA

· Address 3: The address of the source mesh STA

The source mesh STA shall set the Mesh TTL subfield in the Mesh Control field to dot11MeshTTL in order to control the hop count. The MSDUs are forwarded multiple hops, limited by the Mesh TTL value. For example, if the Mesh TTL subfield is 1, MSDUs are delivered only to immediate neighbors.

The source mesh STA shall set the Mesh Sequence Number subfield in the Mesh Control field to a value from a modulo-232 counter that is incremented by 1 for each new MSDU transmitted with a Mesh Control field and for each new MMPDU transmitted using a Multihop Action frame.

Procedures that enhance the reliability or efficiency of group addressed transmissions are outside the scope of this standard.

· At recipient mesh STAs (group addressed)

On receipt of a group addressed Mesh Data frame with Address 1 (DA) equal to the group address, or on receipt of an individually addressed Mesh Data frame with Address 3 (Mesh DA) equal to the group address, a mesh STA shall perform the following:

· The mesh STA shall decipher the frame and check it for authenticity. If it is not from a peer mesh STA, the frame shall be silently discarded. 

· If the frame is not discarded and one or more MSDUs are collected from the frame, the mesh STA may detect duplicate MSDUs according to 9.22.7 (Detection of duplicate MSDUs/MMPDUs) and discard them.

· The mesh STA decrements the Mesh TTL in the Mesh Control field. If the Mesh TTL value has reached zero, the corresponding MSDU shall not be forwarded to other mesh STAs.

· If the Mesh TTL value has not reached zero and if dot11MeshForwarding is true, the mesh STA shall forward the MSDU via a group address Mesh Data frame with the Address 2 field set to its own MAC address.

· If the Address Extension Mode is 01 (binary) and the recipient mesh STA is a proxy mesh gate and if the Mesh TTL value has not reached zero and if dot11MeshForwarding is true, the MSDU is forwarded according to 11C.10.3.2 (Forwarding of MSDUs from the MBSS to the DS).

When the SA and the Mesh SA are not identical (the source address is therefore an external address), the MSDU shall be forwarded by using a frame with the three-address MAC header format (with the Address Extension Mode subfield in the Mesh Control field set to 01 (binary)) as specified in row “Mesh Data (proxied, group addressed)” of Table 9-13 (Valid address field usage for Mesh Data and Multihop Action frames). Otherwise, the MSDU shall be forwarded by using a frame with the three-address MAC header format (with the Address Extension Mode subfield in the Mesh Control field set to 00 (binary)) as specified in row “Mesh Data (group addressed)” of Table 9-13 (Valid address field usage for Mesh Data and Multihop Action frames).

An implementation may circumvent the unreliability of group addressed transmissions by using multiple individually addressed Mesh Data frames, which are individually acknowledged. In such case, the frame may be converted to individually addressed frames and transmitted as an individually addressed Mesh Data frame to each peer mesh STAs as described in 9.22.4.2 (At intermediate and destination mesh STAs (individually addressed)) with the Address 3 field set to the group address. If the Address Extension Mode subfield in the Mesh Control field in the group addressed Mesh Data frame is equal to 01 (binary), the Address Extension Mode subfield in the Mesh Control field in the individually addressed Mesh Data frames is set to 10 (binary), the Address 5 field is set to the group address, and the Address 6 field set to the Source Address contained in the Address 4 field of the group address Mesh Data frame. The circumstances for choosing this method and the ability to determine all the addresses of the neighbor peer mesh STAs are beyond the scope of the standard.

If one or more MSDUs collected from the frame have not been discarded, the MA-UNITDATA.indication primitive is passed from the MAC sublayer entity to the LLC sublayer entity or entities.

· General

All MMPDUs except MMPDUs transmitted using Multihop Action frames are transmitted over only one hop to peer mesh STAs.

NOTE—In several cases, the reception and processing of an Action frame leads to the transmission of a new Action frame of the same type that might include an identical or a modified version of the contents from the elements of the received Action frame. This is called propagation in contrast to forwarding.

A mesh STA may convert a group addressed management frame to individually addressed management frames and transmit them as individually addressed frames to each peer mesh STA, if the frame is intended to be delivered only to its peer mesh STAs. The circumstances for choosing this method are outside the scope of the standard.

· MMPDU forwarding using individually addressed Multihop Action frames

MMPDUs sent by a mesh STA and destined to another mesh STA in the MBSS using individually addressed Multihop Action frames (see 7.4.16 (Multihop Action frame details)) shall be transmitted using a management frame with the three-address MAC header format (with the Address Extension Mode subfield in the Mesh Control field set to 01 (binary)), where the four address fields are set as follows (see row “Multihop Action (individually addressed)” in Table 9-13 (Valid address field usage for Mesh Data and Multihop Action frames):

· Address 1: The address of the next-hop mesh STA (toward the destination mesh STA according to the forwarding information—see 9.22.2 (Forwarding information)

· Address 2: The address of the transmitter mesh STA

· Address 3: The address of the destination mesh STA

· Address 4: The address of the source mesh STA

The source mesh STA shall set the Mesh TTL subfield in the Mesh Control field to the value of dot11MeshTTL, and set the Mesh Sequence Number subfield in the Mesh Control field to a value from a modulo-232 counter that is incremented by 1 for each new MSDU transmitted with a Mesh Control field and for each new MMPDU transmitted using a Multihop Action frame.

At intermediate and destination mesh STAs, on receipt of an individually addressed Multihop Action frame, the address matching, the reception procedures, the forwarding information update, and the Mesh TTL decrement are performed as described in 9.22.4.2 (At intermediate and destination mesh STAs (individually addressed)), and the MMPDU is forwarded according to the forwarding information and the procedures in 9.22.4.2 (At intermediate and destination mesh STAs (individually addressed)).

At intermediate mesh STAs, frame fields following the Mesh Control field are not required to be examined.

If the Address 3 in the received Multihop Action frame matches the mesh STA’s own MAC address or the group address, the mesh STA (destination mesh STA) shall process the content of the MMPDU.

· MMPDU forwarding using group addressed Multihop Action frames

MMPDUs sent by a mesh STA and destined to all other mesh STAs in the MBSS using group addressed Multihop Action frames (see 7.4.16 (Multihop Action frame details)) shall be transmitted using a management frame with the three-address MAC header format (with the Address Extension Mode subfield in the Mesh Control field set to 00 (binary)), where the three address fields are set as follows (see row “Multihop Action (group addressed)” in Table 9-13 (Valid address field usage for Mesh Data and Multihop Action frames)):

· Address 1: The group address

· Address 2: The address of the transmitter mesh STA

· Address 3: The address of the source mesh STA

An implementation may circumvent the unreliability of group addressed transmissions by using multiple individually addressed Multihop Action frames, which are individually acknowledged. In such case, the frame may be converted to individually addressed frames and transmitted as individually addressed Multihop Action frames to each peer mesh STA as described in 9.22.6.2 (MMPDU forwarding using individually addressed Multihop Action frames) with the Address 3 field set to the group address. The circumstances for choosing this method are outside the scope of the standard.

The source mesh STA shall set the Mesh TTL subfield in the Mesh Control field to dot11MeshTTL, and set the Mesh Sequence Number subfield in the Mesh Control field to a value from a modulo-232 counter that is incremented by 1 for each new MSDU transmitted with a Mesh Control field and for each new MMPDU transmitted using a Multihop Action frame.

At recipient mesh STAs, on receipt of Multihop Action frame, the address matching, the reception procedures, the forwarding information update, and the Mesh TTL decrement are performed as described in 9.22.5.2 (At recipient mesh STAs (group addressed)), and the MMPDU is forwarded according to the forwarding information and the procedures in 9.22.5.2 (At recipient mesh STAs (group addressed)).

If the Address 1 in the received Multihop Action frame matches the group address, the mesh STA shall process the content of the MMPDU.

Procedures that enhance the reliability or efficiency of group addressed transmissions are outside the scope of this standard.

· Frame forwarding and unknown destination

A source mesh STA in the MBSS might not able to forward an MSDU that it has received as a consequence of an MA-UNITDATA.request with an individual destination address. This is the case if the destination of the MSDU is unknown to the mesh STA. The destination is unknown to a mesh STA if the mesh STA has no forwarding information for this destination or if the destination is not in its proxy information as an external STA (see 11C.10.4.2 (Proxy information)). Note that the procedure to determine that an address is unknown depends on the active path selection protocol. It may require an attempt to establish a path to the destination (see 11C.7 (Mesh path selection and metric framework)). 

If the source mesh STA is not able to forward the frame because its destination is unknown, the mesh STA shall assume that the destination is outside the MBSS and shall forward the frame to known mesh gates in the MBSS as an individually addressed frame according to the procedures for frame addressing and data forwarding of individually addressed frames at source mesh STAs in an MBSS (9.22.4.1 (At source mesh STAs (individually addressed))). The MSDU shall be transmitted using a frame with the four-address MAC header format (with the Address Extension Mode subfield in the Mesh Control field set to 10 (binary)), where the Mesh Address Extension subfield in the Mesh Control field carries the address of the destination end station, as specified in row “Mesh Data (proxied, individually addressed)” of Table 9-13 (Valid address field usage for Mesh Data and Multihop Action frames). The address fields are set as follows:

· Address 1: The address of the next-hop mesh STA (toward the known mesh gate in the MBSS according to the forwarding information—see 9.22.2 (Forwarding information)).

· Address 2: The address of the source mesh STA

· Address 3: The address of the known mesh STA in the MBSS

· Address 4: The address of the source mesh STA

· Address 5: The address of the destination end mesh STA which is the unknown destination address of the MSDU

· Address 6: The address of the source mesh STA which is the same as Address 4

If there is no mesh gate available, the mesh STA shall silently discard the frame.

Discovery of mesh gates by mesh STAs is performed using propagated elements, such as a GANN (11C.10.2 (Gate announcement protocol)). Other methods specific to the HWMP path selection protocol are also available, such as the proactive PREQ (11C.9.4.2 (Proactive PREQ mechanism)) or the proactive RANN (11C.9.4.3 (Proactive RANN mechanism)), when the Gate Announcement subfield in the Flags field in these HWMP elements is set to 1.

· Function

This primitive requests that the MAC entity establishes or to maintains a mesh path to the specified peer MAC entity. This primitive requests that the MAC entity sends an HWMP Mesh Path Selection frame to the specified peer MAC entity.

· Semantics of the service primitive

The primitive parameters are as follows:

MLME-HWMPMESHPATHSELECTION.request(





PeerMACAddress, 





RootAnnouncement, 





PathRequest, 





PathReply, 





PathError, 





VendorSpecificInfo





) 

	Name
	Type
	Valid range
	Description

	PeerMACAddress
	MAC Address
	Any valid individual or group MAC address
	Specifies the address of the peer MAC entity to which the HWMP Mesh Path Selection frame is sent.

	RootAnnouncement
	RANN
element
	As defined in 7.3.2.112 (RANN element)
	A set of Root Announcement elements generated by the mesh STA. Present only if the mesh STA is configured as a root mesh STA using the proactive RANN mechanism

(dot11MeshHWMProotMode = rann (4)), and as described in 11C.9.12 (Root announcement (RANN)).

	PathRequest
	PREQ
element
	As defined in 7.3.2.113 (PREQ element)
	A set of Path Request elements generated by the mesh STA. Present only as described in 11C.9.9 (Path request (PREQ)).

	PathReply
	PREP
element
	As defined in 7.3.2.114 (PREP element)
	A set of Path Reply elements generated by the mesh STA. Present only as described in 11C.9.10 (Path reply (PREP)).

	PathError
	PERR
element
	As defined in 7.3.2.115 (PERR element)
	A set of Path Error elements generated by the mesh STA. Present only as described in 11C.9.11 (Path error (PERR)).

	VendorSpecificInfo
	A set of 
elements
	As defined in 7.3.2.26
	Zero or more elements.


· When generated

This primitive is generated by the SME to request that an HWMP Mesh Path Selection frame be sent to a specified peer entity.

· Conditions for generating and sending a PREQ

A mesh STA shall send a PREQ element in an HWMP Mesh Path Selection frame, as defined in 7.4.15.3 (HWMP Mesh Path Selection frame format), in the following cases:

Case A: Path Discovery (Original Transmission)

All of the following applies: 

· The mesh STA needs to establish an on-demand path to one or more targets for which there is no ongoing path discovery initiated by this mesh STA.

· The mesh STA has not sent a PREQ element for the target mesh STAs less than dot11MeshHWMPpreqMinInterval TUs ago. If this is the case, the transmission of the PREQ has to be postponed until this condition becomes true.

· The mesh STA has not made more than (dot11MeshHWMPmaxPREQretries – 1) repeated attempts at path discovery towards the target of the PREQ.

The content of a PREQ element in Case A shall be as shown in Table 11C-10 (Contents of a PREQ element in Case A).

	· Contents of a PREQ element in Case A 

	Field
	Value

	Element ID
	Value given in Table 7-26 (Element IDs) for the PREQ element

	Length
	26 + N11 (if Bit 6 (AE subfield) in the Flags field = 0)

32 + N11 (if Bit 6 (AE subfield) in the Flags field = 1)

	Flags
	Bit 0: 0 (gate announcement not applicable)

Bit 1: 0 (group addressed)

Bit 2: 0 (no proactive PREP applicable)

Bit 3–5: Reserved

Bit 6: (1 – if external address present, 0 – otherwise)

Bit 7: Reserved

	Hop Count

	0

	Element TTL
	Maximum number of hops allowed for this element, e.g., dot11MeshHWMPnetDiameter.

	Path Discovery ID
	New unique Path Discovery ID, for instance, previous Path Discovery ID + 1

	Originator Mesh STA Address
	MAC address of the path originator

	Originator HWMP Sequence Number
	Previous Originator HWMP SN + 1. See 11C.9.8.6 (Limiting the rate of HWMP sequence number increments)

	Originator External Address
	Present only if Bit 6 in Flags field = 1. This value is set to the external address, which is the source address of the MSDU (from outside the mesh BSS) that triggered the path discovery at the originator.

	Lifetime
	The time for which mesh STAs receiving the PREQ consider the forwarding information to be valid, e.g., dot11MeshHWMPactivePathTimeout.

	Metric
	Initial value of active path selection metric

	Target Count
	N (N ≥(CID238) 1)

	Per Target
	Per Target Flags
	Bit 0 (TO): dot11MeshHWMPtargetOnly

Bit 1: Reserved

Bit 2 (USN): 0 if forwarding information for Target Address with valid HWMP sequence number exists, 1 otherwise

Bit 3–7: Reserved

	
	Target Address
	MAC address of requested target

	
	Target HWMP Sequence 
Number
	If Per Target Flags Bit 2 (USN) is 0, the latest HWMP sequence number stored by the originator mesh STA for the target mesh STA from the forwarding information (see 11C.9.8.4 (Forwarding information)). Otherwise, reserved.


Case B: Path Maintenance (Original Transmission) (optional)

All of the following applies:

· The mesh STA has a path to a given target mesh STA that is not a root mesh STA

· The last PREQ to this target was sent dot11MeshHWMPmaintenanceInterval TUs (or more) ago

The content of a PREQ in Case B shall be as shown in Table 11C-11 (Contents of a PREQ element in Case B).

	· Contents of a PREQ element in Case B 

	Field
	Value

	Element ID
	Value given in Table 7-26 (Element IDs) for the PREQ element

	Length
	26 + N11

	Flags
	Bit 0: 0 (gate announcement not applicable)

Bit 1: 0 (group addressed)

Bit 2: 0 (no proactive PREP applicable)

Bit 3–5: Reserved

Bit 6: 0 (no address extension)

Bit 7: Reserved

	Hop Count

	0

	Element TTL
	Maximum number of hops allowed for this element, e.g., dot11MeshHWMPnetDiameter

	Path Discovery ID
	New unique Path Discovery ID, for instance, previous Path Discovery ID + 1

	Originator Mesh STA Address
	MAC address of the originator of the PREQ

	Originator HWMP Sequence Number
	Originator HWMP SN + 1. See 11C.9.8.6 (Limiting the rate of HWMP sequence number increments)

	Originator External Address
	Field not present

	Lifetime
	The time for which mesh STAs receiving the PREQ consider the forwarding information to be valid, e.g., dot11MeshHWMPactivePathTimeout.

	Metric
	Initial value of active path selection metric

	Target Count
	N (N ≥(CID238) 1)

	Per Target
	Per Target Flags
	Bit 0 (TO): 1 (target only)

Bit 1: Reserved

Bit 2 (USN): 0

Bit 3–7: Reserved

	
	Target Address
	MAC Address of target mesh STA

	
	Target HWMP Sequence 
Number
	The latest HWMP sequence number for this target known to the originator mesh STA.


Case C: Proactive PREQ (Original Transmission)

All of the following applies: 

· The root mesh STA is configured as root mesh STA using proactive PREQs ([dot11MeshHWMProotMode = proactivePREQnoPREP (2)] OR [dot11MeshHWMProotMode = proactivePREQwithPREP (3)]). 

· The root mesh STA sent its previous proactive PREQ dot11MeshHWMProotInterval TUs ago.

The contents of a PREQ in Case C shall be as shown in Table 11C-12 (Contents of a PREQ element in Case C).

	· Contents of a PREQ element in Case C 

	Field
	Value

	Element ID
	Value given in Table 7-26 (Element IDs) for the PREQ element

	Length
	37

	Flags
	Bit 0: 1 if dot11MeshGateAnnouncementProtocol is true (gate announcement), 0 otherwise
Bit 1: 0 (group addressed)

Bit 2: 0 if dot11MeshHWMProotMode = proactivePREQnoPREP(2), 1 if dot11MeshHWMProotMode = proactivePREQwithPREP(3) (proactive PREP)

Bit 3–5: Reserved

Bit 6: 0 (no address extension)

Bit 7: Reserved

	Hop Count

	0

	Element TTL
	Maximum number of hops allowed for this element, e.g., dot11MeshHWMPnetDiameter.

	Path Discovery ID
	New unique Path Discovery ID, for instance, previous Path Discovery ID + 1

	Originator Mesh STA Address
	MAC address of the root mesh STA

	Originator HWMP Sequence 
Number
	Originator HWMP SN + 1. See 11C.9.8.6 (Limiting the rate of HWMP sequence number increments)

	Originator External Address
	Field not present

	Lifetime
	dot11MeshHWMPactivePathToRootTimeout

	Metric
	Initial value of active path selection metric

	Target Count
	1

	Per Target
	Per Target Flags
	Bit 0 (TO): 1

Bit 1: Reserved

Bit 2 (USN): 1

Bit 3–7: Reserved

	
	Target Address
	Broadcast address

	
	Target HWMP Sequence 
Number
	0


Case D: Root Path Confirmation (Original Transmission)

One of the following applies:

· The mesh STA has received a RANN and the metric (RANN metric[image: image1.wmf]Å

metric to the transmitter of the RANN) is better than the metric to the root in the current forwarding information.

· The mesh STA has a path to a root mesh STA and the last PREQ to the root mesh STA was sent dot11MeshHWMPconfirmationInterval TUs (or more) ago.

The content of a PREQ element in Case D shall be as shown in Table 11C-13 (Contents of a PREQ element in Case D).

	· Contents of a PREQ element in Case D 

	Field
	Value

	Element ID
	Value given in Table 7-26 (Element IDs) for the PREQ element

	Length
	As required

	Flags
	Bit 0: 0 (gate announcement not applicable)

Bit 1: 1 (individually addressed)

Bit 2: 0 (no proactive PREP applicable)

Bit 3–5: Reserved

Bit 6: 0 (no address extension)

Bit 7: Reserved

	Hop Count

	0

	Element TTL
	Maximum number of hops allowed for this element, e.g., dot11MeshHWMPnetDiameter

	Path Discovery ID
	Not used

	Originator Mesh STA Address
	MAC address of the originator mesh STA

	Originator HWMP Sequence 
Number
	Originator HWMP SN + 1. See 11C.9.8.6 (Limiting the rate of HWMP sequence number increments)

	Originator External Address
	Field not present

	Lifetime
	The time for which mesh STAs receiving the PREQ consider the forwarding information to be valid, e.g., dot11MeshHWMPactivePathToRootTimeout.

	Metric
	Initial value of active path selection metric

	Target Count
	1

	Per Target
	Per Target Flags
	Bit 0 (TO): 1

Bit 1: Reserved

Bit 2 (USN): 0

Bit 3–7: Reserved

	
	Target Address
	Root mesh STA MAC Address

	
	Target HWMP Sequence 
Number
	The latest HWMP sequence number for this target known to the originator mesh STA


[…]

· Conditions for generating and sending a PREP

A mesh STA sends out a PREP element in an HWMP Mesh Path Selection frame, as defined in 7.4.15.3 (HWMP Mesh Path Selection frame format), in the following cases:

Case A: Path Discovery (Original Transmission)
A PREP is transmitted if the mesh STA has received and accepted a PREQ (see 11C.9.9.4.2 (Acceptance criteria)) fulfilling any one of the following conditions:

· The Target Address of the PREQ is the same as MAC address of the receiving mesh STA

· The Target Address of the PREQ is an external address currently proxied by the mesh STA

The content of the generated PREP in Case A shall be as shown in Table 11C-17 (Contents of a PREP element in Case A).

	· Contents of a PREP element in Case A 

	Field
	Value

	Element ID
	Value given in Table 7-26 (Element IDs) for the PREP element

	Length
	As required

	Flags
	Bit 0–5: Reserved

Bit 6 (AE): (1 = external address present, 0 = otherwise)

Bit 7: Reserved

	Hop Count
	0

	Element TTL
	Maximum number of hops allowed for this element

	Target Mesh STA Address
	MAC address of the target mesh STA or target proxy mesh gate

	Target HWMP Sequence Number
	HWMP sequence number of the target mesh STA or target proxy mesh gate after it has been updated according to 11C.9.8.3 (HWMP sequence numbering)

	Target External Address
	External target address on behalf of which the PREP is sent. Present only if Bit 6 (AE subfield) in the Flags field is 1

	Lifetime
	As per the PREQ that triggered the transmission of this PREP

	Metric
	Initial value of active path selection metric

	Originator Mesh STA Address
	MAC address of the originator mesh STA

	Originator HWMP Sequence Number
	HWMP sequence number of the originator mesh STA


[…]

Case C: Intermediate reply (Original Transmission)
A PREP is transmitted if the mesh STA has received a PREQ fulfilling all of the following conditions:

· The TO (Target Only) subfield in the corresponding Per Target Flags field in the PREQ is not set (TO = 0) 

· The receiving mesh STA has active forwarding information with:

· A destination that is the same as the Target Address of the PREQ 

· An HWMP sequence number that is greater than or equal to the Target HWMP sequence number of the PREQ

· A non-zero lifetime

The content of the generated PREP in Case C shall be as shown in Table 11C-19 (Contents of a PREP element in Case C).

	· Contents of a PREP element in Case C 

	Field
	Value

	Element ID
	Value given in Table 7-26 (Element IDs) for the PREP element

	Length
	31

	Flags
	Bit 0–5: Reserved

Bit 6 (AE): 0

Bit 7: Reserved

	Hop Count
	0

	Element TTL
	Maximum number of hops allowed for this element

	Target Mesh STA Address
	Target MAC address from the PREQ

	Target HWMP Sequence Number
	HWMP sequence number of the stored forwarding information of the Target of the PREQ

	Target External Address
	Not present

	Lifetime
	As per the PREQ that triggered the transmission of this PREP

	Metric
	Value of path metric taken from the active forwarding information for the target address of the PREQ

	Originator Mesh STA Address
	MAC address of the originator mesh STA

	Originator HWMP Sequence Number
	HWMP Sequence number of the originator mesh STA


Case D:
Proactive PREP in Proactive PREQ mode (Original Transmission)
One of the following applies:

· The mesh STA has received a proactive PREQ with the Proactive PREP subfield set to 0 AND the mesh STA needs to establish or update a bidirectional path to the root mesh STA.

· The mesh STA has received a proactive PREQ with the Proactive PREP subfield set to 1.

Note, a proactive PREQ is a PREQ with a Target Address set to all ones and its TO subfield set (TO=1).

The content of the generated PREP in Case D shall be as shown in Table 11C-20 (Contents of a PREP element in Case D).

	· Contents of a PREP element in Case D 

	Field
	Value

	Element ID
	Value given in Table 7-26 (Element IDs) for the PREP element

	Length
	31

	Flags
	Bit 0-5: Reserved

Bit 6 (AE): 0 

Bit 7: Reserved

	Hop Count
	0

	Element TTL
	Maximum number of hops allowed for this element

	Target Mesh STA Address
	MAC address of the mesh STA

	Target HWMP Sequence Number
	HWMP sequence number of the mesh STA

	Target External Address
	Not present

	Lifetime
	Lifetime of the PREQ that triggered the transmission of this PREP

	Metric
	Initial value of active path selection metric

	Originator Mesh STA Address
	MAC address of the root mesh STA (originator mesh STA of the PREQ)

	Originator HWMP Sequence Number
	HWMP sequence number of the root mesh STA (originator HWMP sequence number of the PREQ)


· Effect of receipt

The following applies only to a PERR element that was accepted according to the acceptance criteria in 11C.9.11.4.2 (Acceptance criteria):

· The mesh STA creates a list of unreachable destinations consisting of those destinations from the received PERR for which the next hop in the local active forwarding information is the transmitter of the PERR. Step b) through step e) are applied to the destinations in this list.

· If the Reason Code is “MESH-PATH-ERROR-NO-FORWARDING-INFORMATION” and the HWMP Sequence Number is 0, the receiving mesh STA increments the HWMP sequence number in the forwarding information of the listed unreachable destination by 1 and invalidates the forwarding information.

· If the Reason Code is “MESH-PATH-ERROR-NO-FORWARDING-INFORMATION” and the HWMP Sequence Number is not 0 or the Reason Code is “MESH-PATH-ERROR-DESTINATION-UNREACHABLE” and the received HWMP sequence number for a listed unreachable destination is higher than the current HWMP sequence number in the forwarding information for that destination, the receiving mesh STA shall consider that destination unreachable and shall set the HWMP sequence number in the forwarding information to the HWMP sequence number received in the PERR and shall invalidate the forwarding information associated with this unreachable destination.

· If the Reason Code is “MESH-PATH-ERROR-NO-PROXY-INFORMATION”, the receiving mesh STA shall consider the corresponding Destination External Address unreachable and shall invalidate the proxy information associated with this unreachable external destination (proxy mesh gate is the Destination Address of the PERR, external MAC address is the Destination External Address of the PERR).

· A PERR element is propagated according to the conditions defined in 11C.9.11.3 (Conditions for generating and sending a PERR) Case D “PERR propagation.”

· Overview of interworking between a mesh BSS and a DS

A mesh STA that has access to a DS is called a mesh gate. Mesh STAs in an MBSS access the DS via the mesh gate. An MBSS functions like an IEEE 802 LAN segment that is compatible with IEEE 802.1D. The MBSS appears as a single access domain.

An MBSS may contain two or more mesh gates. When multiple mesh gates in an MBSS have access to the same DS, the MBSS has more than one “port” (in the sense of IEEE Std 802.1D-2004, for example) through which it accesses the DS. Accordingly, broadcast loops may occur. Therefore, mesh gates should implement a loop preventing protocol in the DS.

NOTE 1—In the DS, a typical implementation uses(Ed) the Rapid Spanning Tree Protocol (RSTP) as specified in IEEE 802.1D-2004. With RSTP, the resulting active DS topology forms a tree. Then, even if multiple mesh gates connect with the same DS, the MBSS will access the DS through a single mesh gate only.

When dot11MeshGateAnnouncementProtocol is true, the mesh gate announces its presence to other mesh STAs in the MBSS. The mesh gate uses the gate announcement protocol (see 11C.10.2 (Gate announcement protocol)) or alternatively one of the HWMP proactive path selection methods with the Gate Announcement field equal to 1:

· The proactive PREQ mechanism (see 11C.9.4.2 (Proactive PREQ mechanism)), with the Gate Announcement field equal to 1 (see 11C.9.9.3 (Conditions for generating and sending a PREQ))

· The proactive RANN mechanism (see 11C.9.4.3 (Proactive RANN mechanism)), with the Gate Announcement field equal to 1 (see 11C.9.12.3 (Conditions for generating and sending a RANN))

When the mesh gate uses one of the HWMP proactive path selection methods, the gate announcement protocol is not used.

A mesh STA discovers the presence of a mesh gate with access to the external network by receiving Gate Announcement elements (or PREQ and RANN with the Gate Announcement field equal to 1 if using such mechanisms). Mesh STAs propagate these elements to neighbor mesh STAs in order to propagate the information throughout the MBSS.

NOTE 2—The decision to set dot11MeshGateAnnouncementProtocol to true is beyond the scope of the standard. In general, the mesh gate announces that it has access to a broader network beyond the MBSS, using gate announcement protocol or HWMP proactive path selection methods with the Gate Announcement field equal to 1. One example of this configuration is that the mesh gate has access to a portal through the DS.

When a mesh gate has access to IEEE 802 STAs outside the mesh BSS (i.e., a mesh STA collocated with an AP, another mesh STA that belongs to another MBSS, etc.), the mesh gate acts as an intermediary for the IEEE 802 STAs outside the MBSS so that the forwarding information inside the MBSS only contains addresses that belong to the MBSS. The mesh gate acting as an intermediary for external STAs is termed proxy mesh gate. When the end station of an 802 communication is an external STA, mesh STAs handle addresses of the end to end 802 communication as depicted in Figure 9-38 (Example addressing for a Mesh Data frame). Proxy mesh gate operation is described in 11C.10.4 (Proxy information and proxy update).

· Conditions for generating and sending a GANN

A mesh STA shall send a GANN element in a Gate Announcement frame, as defined in 7.4.15.4 (Gate Announcement frame format), in the following cases:

Case A: Original transmission

The mesh STA is a mesh gate not sending PREQ or RANN with the Gate Announcement field equal to 1 and dot11MeshGateAnnouncementProtocol is true. The mesh STA shall transmit the Gate Announcement frame at every dot11MeshGateAnnouncementInterval.

The content of a GANN element in Case A shall be as shown in Table 11C-27 (Contents of a GANN element in Case A).

	· Contents of a GANN element in Case A 

	Field
	Value

	Element ID
	Value given in Table 7-26 (Element IDs) for the GANN element

	Length
	15

	Flags
	Reserved

	Hop Count

	0

	Element TTL
	Maximum number of hops allowed for the gate announcement

	Mesh Gate Address
	Mesh STA MAC address

	GANN Sequence Number
	Previous GANN sequence number + 1

	Interval
	dot11MeshGateAnnouncementInterval


The mesh gate shall assign the GANN Sequence Number from a single modulo-232 counter, starting at 0 and incrementing by 1 for each GANN element transmission.

[…]

· Forwarding of MSDUs from the DS to the MBSS

On receipt of an individually addressed MSDU from the DS, a proxy mesh gate shall perform the following depending on the possible destination:

· If the destination of the MSDU is a mesh STA address that the mesh gate knows to be inside the MBSS, the mesh gate forwards the MSDU according to the procedures for frame addressing and data forwarding at source mesh STAs in an MBSS (9.22.4.1 (At source mesh STAs (individually addressed))). The MSDU shall be transmitted using a frame with the four-address MAC header format (with the Address Extension Mode subfield in the Mesh Control field set to 10 (binary)), where the Mesh Address Extension subfield in the Mesh Control field carries the addresses of the end stations, as specified in row “Mesh Data (proxied, individually addressed)” of Table 9-13 (Valid address field usage for Mesh Data and Multihop Action frames). The address fields are set as follows:

· Address 1: The address of the next-hop mesh STA (toward the destination mesh STA according to the forwarding information—see 9.22.2 (Forwarding information))

· Address 2: The address of the proxy mesh gate

· Address 3: The address of the destination mesh STA

· Address 4: The address of the proxy mesh gate

· Address 5: The address of the destination end mesh STA which is the same as Address 3

· Address 6: The address of the source end mesh STA which is the source address of the MSDU received from the DS

· If the destination of the MSDU is an external address that is proxied by another proxy mesh gate in the MBSS, the mesh gate forwards the MSDU according to the procedures for frame addressing and data forwarding at source mesh STAs in an MBSS (9.22.4.1 (At source mesh STAs (individually addressed))). The MSDU shall be transmitted using a frame with the four-address MAC header format (with the Address Extension Mode subfield in the Mesh Control field set to 10 (binary)), where the Mesh Address Extension subfield in the Mesh Control field carries the addresses of the end stations, as specified in row “Mesh Data (proxied, individually addressed)” of Table 9-13 (Valid address field usage for Mesh Data and Multihop Action frames). The address fields are set as follows:

· Address 1: The address of the next-hop mesh STA (toward the proxy mesh gate of the destination of the MSDU as derived from the proxy information (see 11C.10.4.2 (Proxy information)) and according to the forwarding information—9.22.2 (Forwarding information)).

· Address 2: The address of this proxy mesh gate

· Address 3: The address of the proxy mesh gate of the destination of the MSDU as derived from the proxy information (see 11C.10.4.2 (Proxy information))

· Address 4: The address of this proxy mesh gate

· Address 5: The address of the destination end mesh STA which is the destination address of the MSDU received from the DS

· Address 6: The address of the source end mesh STA which is the source address of the MSDU received from the DS

· If the MSDU has a destination address that is unknown to the mesh gate, the mesh gate forwards the MSDU to other known mesh gates in the MBSS as an individually addressed frame according to the procedures for frame addressing and data forwarding of individually addressed frames at source mesh STAs in an MBSS (9.22.4.1 (At source mesh STAs (individually addressed))). The MSDU shall be transmitted using a frame with the four-address format (with the Address Extension Mode subfield in the Mesh Control field set to 10 (binary)), where the Mesh Address Extension subfield in the Mesh Control field carries the addresses of the end stations, as specified in row “Mesh Data (proxied, individually addressed)” of Table 9-13 (Valid address field usage for Mesh Data and Multihop Action frames). The address fields are set as follows:

· Address 1: The address of the next-hop mesh STA (toward the other known mesh gate in the MBSS according to the forwarding information—see 9.22.2 (Forwarding information)).

· Address 2: The address of this proxy mesh gate

· Address 3: The address of the other known mesh gate in the MBSS

· Address 4: The address of this proxy mesh gate

· Address 5: The address of the destination end mesh STA which is the unknown destination address of the MSDU received from the DS

· Address 6: The address of the source end mesh STA which is the source address of the MSDU received from the DS

Note, that the procedure to determine that an address is unknown depends on the active path selection protocol. It may require an attempt to establish a path to the destination (see 11C.7 (Mesh path selection and metric framework)).

On receipt of a group addressed MSDU from the DS, 

the mesh gate forwards the MSDU according to the procedures for frame addressing and data forwarding of group addressed frames at source mesh STAs in an MBSS (9.22.5.1 (At source mesh STAs (group addressed))). The MSDU shall be transmitted using a frame with the three-address MAC header format (with the Address Extension Mode subfield in the Mesh Control field set to 01 (binary)), where the Mesh Address Extension subfield in the Mesh Control field carries the address of the source end stations, as specified in row “Mesh Data (proxied, group addressed)” of Table 9-13 (Valid address field usage for Mesh Data and Multihop Action frames). The address fields are set as follows:

· Address 1: The group address

· Address 2: The address of the proxy mesh gate

· Address 3: The address of the proxy mesh gate

· Address 4: The address of the source external STA 

· General

A mesh STA shall have the capability to buffer frames and track the mesh power mode of each peer mesh STA. A mesh STA shall use mesh peer service periods for individually addressed frame transmissions to neighboring peer mesh STAs in light or deep sleep mode. A mesh STA transmits group addressed frames after the DTIM Beacon when any of its peer mesh STAs is in light or deep sleep mode. These capabilities are referred to as support for power save.

NOTE—In 11C.13 (Power save in a mesh BSS), a frame with the Address 1 field set to an individual address is referred to as an individually addressed frame. The Address 3 field of the individually addressed frame in this context might not be set to an individual address, if the frame uses the four-address MAC header format (with the Address Extension Mode subfield in the Mesh Control field set to 00 (binary) or 10 (binary)). Similarly, frames with the Address 1 field set to a group address are referred to as group addressed frames.
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