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Changes on top of REVmb/D8.0:
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10.3.2.4 Deauthentication--originating STA

Change the note in item b):

NOTE—as the Deauthentication frame is a bufferable MMPDU, the transmission of this frame might be delayed by the operation of a power-saving protocol. In this case, the AID and PTKSA are maintained until the frame is transmitted or attempts to transmit it are abandoned.
Change item d):

d) The MLME shall issue an MLME-DEAUTHENTICATE.confirm primitive to inform the SME of the completion of the deauthentication once the Deauthentication frame succeeds or fails to be acknowledged or if the frame gets buffered and is dropped from the PS buffer.

Add a new item between existing items e and f:

If the STA is contained within an AP, its SME, upon receipt of an MLME-DEAUTHENTICATE.confirm primitive, shall release the AID assigned for the indicated STA, if the state for the indicated STA was State 3 or State 4.
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10.3.2.5 Deauthentication--destination STA

Change item b):

b)
Upon receiving an MLME-DEAUTHENTICATE.indication primitive, the SME shall:

1)
delete any PTKSA and temporal keys held for communication with the originating STA by using the MLME-DELETEKEYS.request primitive (see 11.4.12 (RSNA security association termination)) and by invoking MLME-SETPROTECTION.request(None),

2)
if the STA is contained within an AP, its SME shall release the AID assigned for the indicated STA and shall inform the DS of the disassociation, if the state for the originating STA was State 3 or State 4.
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10.3.3.8 AP disassociation initiation procedure

Change note in item a):

NOTE—as the Disassociation frame is a bufferable MMPDU, the transmission of this frame might be delayed by the operation of a power-saving protocol. In this case, the AID and PTKSA are maintained until the frame is transmitted or attempts to transmit it are abandoned.
Change item c):

c) The MLME shall issue an MLME-DISASSOCIATE.confirm primitive to inform the SME of the disassociation once transmission of the Disassociation frame succeeds or fails to be acknowledged or if the frame gets buffered and is dropped from the PS buffer.

Add a new item between existing items d and e:

Upon receiving an MLME-DEAUTHENTICATE.confirm primitive, the SME shall release the AID assigned for the indicated STA, if the state for the indicated STA was State 3 or State 4.
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10.3.3.9 AP disassociation receipt procedure

Add a new item:

e) The SME shall release the AID assigned for the indicated STA.

Abstract


REVmb/D8.0 CID 12187 identified issues in the Deauthentication and Disassociation procedure on the AP in the case the non-AP STA being disconnected is in power save mode at the time. This submission proposes changes to reorder operations in the Deauthentication and Disassociation procedures to delay releasing of the Association ID (AID) and deletion of the PTKSA (if applicable) to be able to use normal PS buffering procedures and management frame protection for the Deauthentication and Disassociation frames. Transition into State 1 (or State 2) is done immediately to ensure that no further Class 3 frames from the STA or to the STA are accepted during the short period between the moment that the AP starts the Deauthentication/Disassociation procedure and the transmission of the Deauthentication/Disassociation frame.
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