April 2011

doc.: IEEE P802.11-11/0556r0

IEEE P802.11
Wireless LANs

	AKM suite selector description remedy proposal

	Date:  2011-04-20

	Author(s):

	Name
	Company
	Address
	Phone
	Email

	Kazuyuki Sakoda
	Sony Corporation
	5-1-12 Kita-Shinagawa, Shinagawa-ku, Tokyo, 141-0001 Japan
	+81-3-5448-4018
	KazuyukiA.Sakoda(at)jp.sony.com

	Dan Harkins
	Aruba Networks
	1322 Crossman ave, Sunnyvale, CA
	+1 408 227 4500
	dharkins at arubanetworks dot com 

	
	
	
	
	

	
	
	
	
	



Summary of the intention of this document
1. Fix the inconsistency in the subclause 7.3.2.25.2.
Suggested changes to the draft spec

Apply the following changes.
Corresponding changes to D10.02 are indicated in the following text with “Track Changes” on, to clarify the direction to the editor unless there is a comment indicating that the track changes are disabled.
· RSN element 

· AKM Suites

Insert two new rows and change the existing ‘Reserved’ row in Table 7-34 (AKM suite selectors) as follows.

	· AKM suite selectors 

	OUI
	Suite Type
	Meaning

	
	
	Authentication type
	Key management type
	Key derivation type

	00-0F-AC
	8
	SAE Authentication with SHA-256 or using PMKSA caching as defined in 8.4.6.2 (Cached PMKSAs and RSNA key management) with SHA-256 key derivation
	RSNA key management as defined in 8.5 (Keys and key distribution), PMKSA caching as defined in 8.4.6.2 (Cached PMKSAs and RSNA key management) with SHA256 key derivation or authenticated mesh peering exchange as defined in 11C.5 (Authenticated mesh peering exchange (AMPE))
	Defined in 8.5.1.5.2

	00-0F-AC
	9
	FT authentication over SAE with SHA-256
	FT key management defined in 8.5.1.5 (FT key hierarchy)
	Defined in 8.5.1.5.2

	00-0F-AC
	810–255
	Reserved
	Reserved
	Reserved


Changet the sixth and seventh paragraph in 7.3.2.25.2 as follows:

The AKM suite selector value 00-0F-AC:8 (i.e., SAE Authentication with SHA-256 or using PMKSA caching as defined in 8.4.6.2 (Cached PMKSAs and RSNA key management) with SHA-256 key derivation) is used when either a password or PSK is used with RSNA key management. 

NOTE— Selector values 00-0F-AC:1 and 00-0F-AC:8 can simultaneously be enabled by an Authenticator. 

The AKM suite selector value 00-0F-AC:2 (PSK) is used when an alternate form of PSK is used with RSNA key management.

NOTE—Selector values 00-0F-AC:1 and 00-0F-AC:2 can simultaneously be enabled by an Authenticator.




· Assumptions on SAE

SAE uses various functions and data to accomplish its task and assumes certain properties about each function. These are as follows:

· H is an “extractor” function (see IETF RFC 5869) that concentrates potentially dispersed entropy from an input to create an output that is a cryptographically strong, pseudo-random key. This function takes as input a non-secret “salt” and a secret input and produces a fixed-length output.

· CN is a confirmation function which takes a secret key and data to confirm and bind to the exchange.

· A finite cyclic group is negotiated for which solving the discrete logarithm problem is computationally infeasible.

When used with AKMs 00-0F-AC:8 or 00-0F-AC:9 from Table 7-34 (AKM suite selectors), H is instantiated as HMAC-SHA256: 

· H(salt, ikm) = HMAC-SHA256(salt, ikm) 

When used with AKMs 00-0F-AC:8 or 00-0F-AC:9 from Table 7-34 (AKM suite selectors), CN is instantiated as a function that takes a key and a sequence of data. Each piece of data is converted to an octet string and concatenated together before being passed, along with the key, to HMAC-SHA256:

· CN(key, X, Y, Z, …) = HMAC-SHA256(key, D2OS(X) || D2OS(Y) || D2OS(Z) || …)

where D2OS() represents the data to octet string conversion functions in 8.2a.7.2 (Data type conversion).

Other instantiations of functions H and CN require creation of a new AKM identifier.
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Abstract


This document provides clean up of text relating to AKM suite selector description.






































�ATTENTION!!


In the following text, “change track is disabled”, in order to show the strikeout and underline properly.


�Remove the original description in subclause 7.3.2.25.2 of TGs draft D10.0.
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