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Summary of the intention of this document
1. Clarify the notation of class 1/2/3 frames for mesh BSS.

2. This suggested change resolves comments (see below) from previous ballots. The proposed text does not fully agree with the proposed change by the commenter, but should provide sufficient contents to clarify the notatttion of class 1/2/3 frames for MBSS.
Comment:

In the base standard (REVmb D4.0), subclause 11.3.0a talks about the authentication, association, and frame classes. I think TGs needs to have a similar diagram for mesh peering management. At least, Mesh Peering Management frames should be defined as class 2 frames (not sure if it is the case for Mesh Group Key Inform/Acknowledge frames). The omission causes architectural flaw. Need to add pointer information for mesh peering in this subclause, and add the class 1/2/3 frames diagram for mesh peering in a mesh MLME subclause.
Proposed change:

1) Add "Self-protected Action"or "Mesh Peering Open/Confirm/Close frames" to Class 2 frames entry.

2) Add some pointer information on mesh peering for mesh BSS in 11.3.

3) Also, delete ", or Mesh Peering Management frames," in subclause 10.3.4.1.3 and in subclause 10.3.5.1.3.

4) Draw a state diagram for mesh peering management and place it somewhre in 11C.3.
Suggested changes to the draft spec

Apply the following changes.
Corresponding changes to D10.0 are indicated in the following text with “Track Changes” on, to clarify the direction to the editor. Please update the part indicated by the “Track Changes” only. However, changes in 11.3 are not highlited with “Track Chaanges”. Replace 11.3 with the proposed text.
Dan’s comments in this color and font.
Instruction to the TGs editor: replace 11.3 STA authentication and association with the following text.
· STA authentication and association

Insert the following paragraph after first paragraph in 11.3:
A STA for which dot11Mesh Activated is true (i.e., a mesh STA) does not use procedures described in 11.3.1 (Authentication and deauthentication) and 11.3.2 (Association, reassociation, and disassociation). Instead, a mesh STA uses a mesh peering management protocol (MPM) or a authenticated mesh peering exchange (AMPE) to manage states and state variables for each peer STA. See 11C.3 (Mesh peering management (MPM)) and 11C.5 (Authenticated mesh peering exchange (AMPE)) for details.
Change the first sentence in the second paragraph in 11.3 as follows:
These two variables create four local states for the relationship between the STA and the remote STA:
For non-mesh STAs, this state variable expresses the relationship between the local STA and the remote STA. It takes on the following values:
Insert the following paragraph after the dashed list after the second paragraph in in 11.3:

Mesh STAs manage the state variable as described in 11C.3.2 (State variable management).
Change the third paragraph in 11.3 as follows:
The relationships between these STA state variables and the services are given in Figure 11-6. Figure 11-6 (Relationship between state and services) shows the state transition diagram for these non-mesh STA states. Note that only events causing state changes are shown. The state of the sending STA given by Figure 11-6 is with respect to the intended receiving STA.
Change the forth paragraph in 11.3 as follows:

The current state existing between the source transmitter and destination receiver STAs determines the IEEE 802.11 frame types that may be exchanged between that pair of STAs (see Clause 7). The state of the sending STA given by Figure 11-6 is with respect to the intended receiving STA. The allowed frame types are grouped into classes and the classes correspond to the STA state. In State 1, only Class 1 frames are allowed. In State 2, either Class 1 or Class 2 frames are allowed. In State 3 and State 4, all frames are allowed (Classes 1, 2, and 3). The frame classes are defined as follows:
Insert the following lettered list item vii) under the lettered list “a) Class 1 frames” and “2) Management frames”, after “vi) Public Action” in 11.3:

vii) Self-protected Action
Replace the lettered item c) and its hanging items in 11.3 with the following:

c) Class 3 frames
1) Data frames

i) Data frames between STAs in an infrastructure BSS or in an MBSS
2) Management frames

i) Within an infrastructure BSS or an MBSS, all Action and Action No Ack frames except 
those that are declared to be Class 1 or Class 2 frames (above)
3) Control frames

i) PS-Poll
ii) Within an infrastructure BSS or an MBSS, Block Ack (BlockAck)
iii) Within an infrastructure BSS or an MBSS, Block Ack Request (BlockAckReq)
Instruction to the TGs editor: apply the following changes indicated by “Track changes”.
· Mesh peering management (MPM)

· General

The mesh peering management (MPM) protocol is used to establish, maintain, and close mesh peerings between mesh STAs when dot11MeshSecurityActivated is false. When dot11MeshSecurityActivated is true, the peers establish an authenticated mesh peering using the authenticated mesh peering exchange (AMPE) protocol. The AMPE protocol requires an existing mesh PMKSA. If a mesh PMKSA with the candidate peer mesh STA exists it shall be used with AMPE. If no mesh PMKSA exists the peers shall first authenticate to establish a mesh PMKSA, see 11C.5 (Authenticated mesh peering exchange (AMPE)).

Figure 11C-1 (Logical flowchart of protocol interaction in the mesh peering management framework) shows the logical flow of protocol interactions in the peering management framework.
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	· Logical flowchart of protocol interaction in the mesh peering management framework


A mesh STA shall assign a unique AID to every peer mesh STA during the mesh peering establishment procedure. AID is used to encode TIM element in the Beacon frame (see 7.3.2.6 (TIM element)). AID 0 (zero) is reserved to indicate the presence of buffered groupcast MSDUs and MMPDUs.

The MPM protocol uses Mesh Peering Open frames, Mesh Peering Confirm frames, and Mesh Peering Close frames to establish, manage, and tear down a mesh peering.

The protocol succeeds in establishing a mesh peering when the following requirements are satisfied: 1) both mesh STAs have sent and received (and correctly processed) a Mesh Peering Open frame for this mesh peering; 2) both mesh STAs have sent and received (and correctly processed) a corresponding Mesh Peering Confirm frame for this mesh peering.

11C.3.2 State variable management

A mesh STA keeps an enumerated state variable (see 11.3 (STA authentication and association)) for each neighbor STA with which direct communication via the WM is needed. This state variable expresses the relationship between the local STA and a neighbor STA that varies depending on the active authentication protocol. It takes on the values shown in Table 11-1a.
Table 11C-1a – State variables for mesh STAs

	Active authentication
	None

	SAE
	IEEE 802.1X

	State 1
	Initial start state, mesh peering not established
	Initial start state, unauthenticated, mesh peering not established
	Initial start state, unauthenticated, mesh peering not established

	State 2
	N/A
	Authenticated, mesh peering not established.
	N/A

	State 3
	Mesh peering established
	Authenticated, mesh peering established
	Unauthenticated, mesh peering established

(Pending IEEE 802.1X authentication)

	State 4
	N/A
	N/A
	Authenticated, mesh peering established.


The state transitions in accordance with the protocol interaction shown in Figure 11C-1 (Logical flowchart of protocol interaction in the mesh peering management framework).
The current state existing between the neighbor STAs determines the IEEE 802.11 frame types that may be exchanged between that pair of STAs (see Clause 7 (Frame formats)). The allowed frame types are grouped into classes and the classes correspond to the STA state. The allowed frame types and the frame classes in each state are defined in 11.3 (STA authentication and association).
Mesh STAs shall not transmit frames other than the ones used for candidate peer mesh STA discovery, MPM, and SAE to a neighboring mesh STA until a mesh peering has been established with the mesh STA. 

Instruction to the TGs editor: apply the following changes indicated by “Track changes”.
· MLME-AUTHENTICATE.confirm

· When generated

Change 10.3.4.1.3 as follows:

This primitive is generated by the SME for a STA to establish authentication with a specified peer MAC entity in order to permit Class 2 frames, or Mesh Peering Management frames for AMPE utilizing SAE authentication (when dot11AuthenticationAlgorithm is simultaneousAuthEquals (4)), to be exchanged between the two STAs. During the authentication procedure, the SME can generate additional MLME-AUTHENTICATE.request primitives.

.

· MLME-DEAUTHENTICATE.request

· When generated

Change 10.3.5.1.3 as follows:

This primitive is generated by the SME for a STA to invalidate authentication with a specified peer MAC entity in order to prevent the exchange of Class 2 frames, or Mesh Peering Management frames for AMPE for AMPE utilizing SAE authentication (when dot11AuthenticationAlgorithm is simultaneousAuthEquals (4)), between the two STAs. During the deauthentication procedure, the SME can generate additional MLME-DEAUTHENTICATE.request primitives.
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Abstract


This document provides suggested resolution to CID 3042, 3043, and 3232.











�Inset a new subclause.


�Should it be “Open System”?


�Thank you for pointing out this.  I was intending to generalize MPM frames as class 2 frame, but I realize that it is a mistake. I was entirely confused with these transactions. I would suggest to restore the original description with some addition as shown.






page 1
Kazuyuki Sakoda

