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Summary of the intention of this document
1. Align contents of MPM frames to Association Request/Response frames in the base standard.

2. Clean up of the MPM frame contents description.

Suggested changes to the draft spec

Apply the following changes.
Corresponding changes to D10.0 are indicated in the following text with “Track Changes” on, to clarify the direction to the editor, except the amendment to the existing text in the base standard.
Instruction to the TGs editor: add the following amendment text.
7.3.1.4 Capability Information field
Insert the following sentence to the end of fifth paragraph in 7.3.1.4:

A mesh STA sets the CF-Pollable and CF-Poll Request subfields to 0.
Insert the following paragraph after the 10th paragraph in 7.3.1.4:

A STA within an MBSS set the Privacy subfield to 1 in transmitted Beacon or Probe Response management frames if data confidentiality is required for all data frames exchanged within the MBSS. If data confidentiality is not required, a STA in an MBSS set the Privacy subfield to 0 within these management frames.
Insert the following paragraph after the 12th paragraph in 7.3.1.4:

A STA in an MBSS sets the Short Preamble subfield to 1 when dot11ShortPreambleOptionImplemented is true. Otherwise a STA in an MBSS sets the Short Preamble subfield to 0.
Change the 24th paragraph in 7.3.1.4 as follows:

For IBSS and MBSS, the Short Slot Time subfield is set to 0.
7.3.1.7 Reason Code field
Change the first paragraph in 7.3.1.7 as follows:

This Reason Code field is used to indicate the reason that an unsolicited notification management frame of type Disassociation, Deauthentication, DELTS, DELBA, or DLS Teardown, and Mesh Peering Close was generated. It is contained in the Mesh Channel Switch Parameters element to indicate the reason for the channel switch. It is contained in the Path Error (PERR) element to indicate the reason for the path error.
7.3.2.2 Supported Rates element
Change the first sentence in the second paragraph in 7.3.2.2 as follows:

Within Beacon, Probe Response, Association Response, and Reassociation Response, Mesh Peering Open, and Mesh Peering Confirm management frames, each Supported Rate contained in the BSSBasicRateSet parameter is encoded as an octet with the MSB (bit 7) set to 1,
Change the first sentence in the third paragraph in 7.3.2.2 as follows:

Within Beacon, Probe Response, Association Response, and Reassociation Response, Mesh Peering Open, and Mesh Peering Confirm management frames, each BSS membership selector contained in the BSSMembershipSelectorSet parameter is encoded as an octet with the MSB (bit 7) set to 1,
7.3.2.14 Extended Supported Rates element
Change the first sentence in the second paragraph in 7.3.2.14 as follows:

Within Beacon, Probe Response, Association Response, and Reassociation Response, Mesh Peering Open, and Mesh Peering Confirm management frames, each supported rate contained in the BSSBasicRateSet parameter, as defined in 10.3.10.1 (MLMESTART.request),
Change the first sentence in the third paragraph in 7.3.2.14 as follows:
Within Beacon, Probe Response, Association Response, and Reassociation Response, Mesh Peering Open, and Mesh Peering Confirm management frames, each BSS membership selector contained in the BSSMembershipSelectorSet parameter is encoded as an octet with the MSB (bit 7) set to 1,
7.3.2.16 Power Capability element
Change the first sentence in the last paragraph in 7.3.2.16 as follows:
The Power Capability element is included in Association Request frames, as described in 7.2.3.4 (Association Request frame format), and Reassociation Request frames,  as described in 7.2.3.6 (Reassociation Request frame format), and Mesh Peering Open frame as described in 7.4.14.2.2 (Mesh Peering Open frame details).
7.3.2.19 Supported Channels element
Change the first sentence in the fifth paragraph in 7.3.2.19 as follows:
The Supported Channels element is included in Association Request frames, as described in 7.2.3.4 (Association Request frame format), and Reassociation Request frames,  as described in 7.2.3.6 (Reassociation Request frame format), and Mesh Peering Open frame as described in 7.4.14.2.2 (Mesh Peering Open frame details).
7.3.2.56 HT Capabilities element
7.3.2.56.1 HT Capabilities element structure
Change the second sentence in the second paragraph in 7.3.2.56.1 as follows:
The HT Capabilities element is present in Beacon, Association Request, Association Response, Reassociation Request, Reassociation Response, Probe Request, and Probe Response frames, Mesh Peering Open frames, and Mesh Peering Close frames. 
Instruction to the TGs editor: change the following components shown in “Change tracks”.
· Mesh Configuration element

· Mesh Capability

The Mesh Capability field comprises a set of values indicating whether a mesh STA is a possible candidate for mesh peering establishment. The details of the Mesh Capability field are shown in Figure 7-95o132 (Mesh Capability field).

	B0
	B1
	B2
	B3
	B4
	B5
	B6
	B7

	Accepting Additional Mesh Peerings
	MCCA Supported
	MCCA Enabled
	Forwarding
	MBCA Enabled
	TBTT Adjusting
	Mesh Power Save Level
	Reserved

	Bits: 1
	1
	1
	1
	1
	1
	1
	1

	· Mesh Capability field


The Accepting Additional Mesh Peerings subfield is set to 1 if the mesh STA is willing to establish additional mesh peerings with other mesh STAs and set to 0 otherwise (i.e., the Accepting Additional Mesh Peerings subfield is set in accordance with dot11MeshAcceptingAdditionalPeerings). When the Mesh Configuration element is included in the Mesh Peering Open frame and in the Mesh Peering Confirm frame, the Accepting Additional Mesh Peerings subfield is set to 1.
The MCCA Supported subfield is set to 1 if the mesh STA implements MCCA and set to 0 otherwise (i.e., the MCCA Supported subfield is set in accordance with dot11MCCAImplemented). 

The MCCA Enabled subfield is set to 1 if the mesh STA is using the MCCA and set to 0 otherwise (i.e., the MCCA Enabled subfield is set in accordance with dot11MCCAActivated).

The Forwarding subfield is set to 1 if the mesh STA forwards MSDUs and set to 0 otherwise (i.e., the Forwarding subfield is set in accordance with dot11MeshForwarding).

The MBCA Enabled subfield is set to 1 if the mesh STA is using MBCA, and is set to 0 otherwise (i.e., the MBCA Enabled subfield is set in accordance with dot11MBCAActivated). (See 11C.12.4 (Mesh beacon collision avoidance (MBCA)).)

The TBTT Adjusting subfield is set to 1 while the TBTT adjustment procedure is ongoing, and is set to 0 otherwise. (See 11C.12.4.4.3 (TBTT scanning and adjustment procedures).)

The Mesh Power Save Level field and the Power Management field in the Frame Control field indicate the non-peer mesh power mode of the mesh STA. The Power Management subfield set to 1 and the Mesh Power Save Level field set to 0 indicate that the mesh STA is operating in light sleep mode for non-peer mesh STAs. The Power Management field set to 1 and the Mesh Power Save Level set to 1 indicate that mesh STA is operating in deep sleep mode for non-peer mesh STAs. The Mesh Power Save Level field is reserved, if the Power Management subfield is set to 0. (See 11C.13.2.2 (Non-peer mesh power modes).)
· Mesh ID element

The Mesh ID element is used to advertise the identification of an MBSS and is described in 11C.2.2 (Mesh identifier). The format of the Mesh ID element is shown in Figure 7-95o133 (Mesh ID element format). The Mesh ID element is transmitted in Beacon frames, Mesh Peering Open and Mesh Peering Confirm frames, and Probe Request and Response frames.

	Element ID
	Length
	Mesh ID

	Octets: 1
	1
	0-32

	· Mesh ID element format


The Element ID is set to the value given in Table 7-26 (Element IDs) for this element. 

The length of the Mesh ID field is between 0 and 32 octets. A Mesh ID field of length 0 indicates the wildcard Mesh ID, which is used within Probe Request frame.
Detailed usage of the Mesh ID element is described in 11C.2.2 (Mesh identifier).
· Mesh Peering Management element

The Mesh Peering Management element is used to manage a mesh peering with a peer mesh STA. The format of the Mesh Peering Management element is shown in Figure 7-95o137 (Mesh Peering Management element format).

	Element ID
	Length
	Local Link ID
	Peer Link ID (conditional)
	Reason Code (conditional)
	Chosen PMK (optional)

	Octets: 1
	1
	2
	2
	2
	16

	· Mesh Peering Management element format


The Element ID is set to the value given in Table 7-26 (Element IDs) for this element. 

The Length field is set to the number of octets in the Mesh Peering Management element following the Length field itself.

The Local Link ID field is the unsigned integer value generated by the local mesh STA to identify the mesh peering instance. 

The conditional components of the Mesh Peering Management element are present depending on the Action field value of the frame in which the Mesh Peering Management element is conveyed.

The Peer Link ID field is the unsigned integer value generated by the peer mesh STA to identify the mesh peering instance. This field is not present for the Mesh Peering Open frame, is present for the Mesh Peering Confirm frame, and is optionally present for the Mesh Peering Close frame. The presence or absence of the Peer Link ID in a Mesh Peering Close is inferred by the Length field.

The Reason Code field enumerates reasons for sending a Mesh Peering Close. It is present for the Mesh Peering Close frame and is not present for Mesh Peering Open or Mesh Peering Confirm frames. The reason code is defined in 7.3.1.7 (Reason Code field).

The Chosen PMK field is present when dot11MeshSecurityEnabled is true and indicates the PMK used to protect the Mesh Peering Management frame.
Detailed usage of the Mesh Peering Management element is described in 11C.3.5 (Mesh peering open), 11C.3.6 (Mesh peering confirm), 11C.3.7 (Mesh peering close), and 11C.5.5 (Mesh Peering Management frames for AMPE).
· Authenticated Mesh Peering Exchange element

The Authenticated Mesh Peering Exchange element includes information needed to perform the authentication sequence during an authenticated mesh peering exchange. This element is shown in Figure 7-95o167 (Authenticated Mesh Peering Exchange element format).

	Element ID
	Length
	Selected Pairwise Cipher Suite
	Local Nonce
	Peer Nonce
	Key Replay Counter
	GTKdata

	Octets: 1
	1
	4
	32
	32
	8
	variable

	· Authenticated Mesh Peering Exchange element format


The Element ID is set to the value given in Table 7-26 (Element IDs) for this element.

The Length field is variable and indicates the number of octets in the information field (fields following the Element ID and Length fields). 

The Selected Pairwise Cipher Suite field contains a pairwise cipher suite selector, as defined in 7.3.2.25.1, indicating a cipher suite to be used to secure the link.

The Local Nonce field contains a nonce value chosen by the mesh STA that is sending the element. It is encoded following the conventions from 7.1.1.

The Peer Nonce field contains a nonce value that was chosen by the peer mesh STA or candidate peer mesh STA to which the element is being sent. It is encoded following the conventions from 7.1.1.

The Key Replay Counter field is optional. It is only used for the Mesh Group Key Inform frame (see 11C.6.3 (Mesh Group Key Inform frame construction and processing)) and the Mesh Group Key Acknowledge frame (see 11C.6.4 (Mesh Group Key Acknowledge frame construction and processing)). It is represented as an unsigned binary number.

The GTKdata field is optional. When present, it contains the bit string of {GTK || Key RSC || GTKExpirationTime} as the GTK data material. When present, the GTKdata field is protected by the exchange in which it is contained (see 11C.5 (Authenticated mesh peering exchange (AMPE))). The Key RSC denotes the last frame sequence number sent using the GTK and is specified in Table 8-4 of 8.5.2. GTKExpirationTime denotes the key lifetime of the GTK in seconds and the format is specified in Figure 8-30 of 8.5.2.

Detailed usage of the Authenticated Mesh Peering Exchange element is described in 11C.5.5 (Mesh Peering Management frames for AMPE).
· MIC element

The MIC element (MICE) provides message integrity to Mesh Peering Management frames. The format of the MIC element is shown in Figure 7-95o168 (MIC element format).

	Element ID
	Length
	MIC

	Octets: 1
	1
	16

	· MIC element format


The Element ID is set to the value given in Table 7-26 (Element IDs) for this element.

The Length field is set to 16.

The MIC field contains a message integrity code calculated over the Mesh Peering Management frame (as specified in 11C.5 (Authenticated mesh peering exchange (AMPE))) and the mesh group key handshake frame (as specified in 11C.6 (Mesh group key handshake)).

7.2.3 Management frames
7.2.3.12 Action frame format
Change the Table 7-19 (Action frame body) as follows:

	Table 7-19 Action frame body(Ed) 

	Order 
	Information

	2-(Last-1)
	One or more vendor-specific elements are optionally present. These elements follow all other elements.

These elements are absent when the Category subfield of the Action field is Vendor-Specific, Vendor-Specific Protected, or Self-protected.



· Self-protected(Ed) Action frame details

· Self-protected(Ed) Action fields

The Self-protected(Ed) Action frame is defined to allow robust STA-STA communications of the Action frames that are not robust (see 7.3.1.11 (Action field)). The protocols that use these Action frames are responsible for deciding whether to protect these frames and supporting protection mechanisms for these frames as needed.

Self-protected(Ed) Action frames have a different nature than Public Action frames and Robust Action frames. Robust Action frames assume the existence of a completely established security association. Self-protected(Ed) Action frames typically exist to manage the creation and destruction of security associations, whether or not they are completely established. 

Public Action frames are defined as public for all STAs, including those that are not in the BSS and MBSS. Self-protected(Ed) Action frames, however, are used for relationship creation and maintenance between two specific STAs. Their public nature is incidental.

A Self-protected(Ed) Action field, in the octet field immediately after the Category field, differentiates the formats. The defined Self-protected(Ed) Action frames are listed in Table 7-57v24 (Self-protected Action field values).

	· Self-protected(Ed) Action field values 

	Self-protected(Ed) Action field value
	Description

	· 
	Reserved

	· 
	Mesh Peering Open

	· 
	Mesh Peering Confirm

	· 
	Mesh Peering Close

	· 
	Mesh Group Key Inform

	· 
	Mesh Group Key Acknowledge

	6–255
	Reserved


· Mesh Peering Open frame format

· Mesh Peering Open frame self protection

Protection of this frame is provided when authenticated mesh peering exchange (AMPE) is enabled. AMPE provides integrity protection of Mesh Peering Open frames.

When the Mesh Peering Open frame is used by the mesh peering management protocol, integrity protection on the frame is not enabled.

· Mesh Peering Open frame details

The Mesh Peering Open frame is used to open a mesh peering using the procedures defined in 11C.3 (Mesh peering management (MPM)). The Mesh Peering Open frame is also, together with Mesh Peering Confirm and Mesh Peering Close frames, referred to as a Mesh Peering Management frame. The format of the Mesh Peering Open frame Action field is shown in Table 7-57v25 (Mesh Peering Open frame Action field format).

	· Mesh Peering Open frame Action field format 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Self-protected(Ed) Action
	

	· 
	Capability
	

	· 
	Supported rates
	

	· 
	
	

	5
	Extended Supported Rates
	The Extended Supported Rates element is present if there are more than eight supported rates, and is optionally present otherwise.

	6
	Power Capability
	The Power Capability element is present if dot11SpectrumManagementRequired is true.

	7
	Supported Channels
	The Supported Channels element is present if dot11SpectrumManagementRequired is true and dot11ExtendedChannelSwitchEnabled is false.

	8
	RSN
	The RSN element is present only if dot11RSNAEnabled is true.

	9
	Mesh ID
	The Mesh ID element is set as described in 7.3.2.99 (Mesh ID element).

	10
	Mesh Configuration 
	The Mesh Configuration element is set as described in 7.3.2.98 (Mesh Configuration element).

	11
	Mesh Peering Management
	The Mesh Peering Management element is set as described in 7.3.2.102 (Mesh Peering Management element).

	12
	ERP Information
	The ERP Information element is present if ERP mesh STA detects NonERP STAs in its vicinity, and is optionally present otherwise.


	13
	Supported Regulatory(REVmb:operating) Classes
	The Supported Regulatory(REVmb:operating) Classes element is present if dot11ExtendedChannelSwitchEnabled is true.

	14
	HT Capabilities 
	The HT Capabilities element is present when dot11HighThroughputOptionImplemented is true.

	15
	HT Operation

	The HT Operation element is included when dot11HighThroughputOptionImplemented is true.

	· 
	
	

	16
	20/40 BSS Coexistence element
	The 20/40 BSS Coexistence element is optionally present when the dot112040BSSCoexistenceManagementSupport is true.

	· 
	
	

	17
	Extended Capabilities 
element
	The Extended Capabilities element is optionally present if

any of the fields in this element are nonzero.


	· 
	Interworking
	The Interworking element is present if dot11InterworkingServiceEnabled is true

	Last -2
	Vendor Specific
	One or more vendor-specific elements are optionally present. These elements follow all other elements except MIC element and Authenticated Mesh Peering Exchange element.

	Last -1

	MIC element
	MIC element is present when the frame is used for Authenticated Mesh Peering Exchange (AMPE).


	Last
	Authenticated Mesh Peering Exchange
	The Authenticated Mesh Peering Exchange element is present when the frame is used for Authenticated Mesh Peering Exchange (AMPE).



The Category field is set to the value in Table 7-24 (Category values) for category Self-protected(Ed).

The Self-protected(Ed) Action field is set to the value in Table 7-57v24 (Self-protected Action field values) representing Mesh Peering Open.



The MIC element (MICE) appears prior to the Authenticated Mesh Peering Exchange element in the Mesh Peering Open frame. The information following the MIC element through to the end of the Mesh Peering Open frame body is encrypted and authenticated (see 11C.5 (Authenticated mesh peering exchange (AMPE))).

· Mesh Peering Confirm frame format

· Mesh Peering Confirm frame self protection

Protection of this frame is provided when authenticated mesh peering exchange (AMPE) is enabled. AMPE provides integrity protection of Mesh Peering Confirm frames. 

When the Mesh Peering Confirm frame is used by the mesh peering management protocol, integrity protection on the frame is not enabled.

· Mesh Peering Confirm frame details

The Mesh Peering Confirm frame is used to confirm a mesh peering using the procedures defined in 11C.3 (Mesh peering management (MPM)). The Mesh Peering Confirm frame is also, together with Mesh Peering Open and Mesh Peering Close frames, referred to as a Mesh Peering Management frame. The format of the Mesh Peering Confirm frame Action field is shown in Table 7-57v26 (Mesh Peering Confirm frame Action field format).

	· Mesh Peering Confirm frame Action field format 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Self-protected(Ed) Action
	

	· 
	Capability
	

	· 
	AID
	

	· 
	Supported rates
	

	· 
	Extended Supported Rates
	The Extended Supported Rates element is present if there are more than eight supported rates, and is optionally present otherwise.


	· 
	RSN
	The RSN element is present only when dot11MeshSecurityActivated is true.

	· 
	Mesh ID
	The Mesh ID element is set as described in 7.3.2.99 (Mesh ID element).

	· 
	Mesh Configuration 
	The Mesh Configuration element is set as described in 7.3.2.98 (Mesh Configuration element).

	· 
	Mesh Peering Management
	The Mesh Peering Management element is set as described in 7.3.2.102 (Mesh Peering Management element).

	· 
	
HT Capabilities 
	The HT Capabilities element is present when dot11HighThroughputOptionImplemented is true.

	· 
	HT Operation
	The HT Operation element is included when dot11HighThroughputOptionImplemented is true.

	· 
	
	

	13
	20/40 BSS Coexistence element
	The 20/40 BSS Coexistence element is optionally present when the dot112040BSSCoexistenceManagementSupport is true.


	14
	Extended Capabilities 
element
	The Extended Capabilities element is optionally present if

any of the fields in this element are nonzero.

	Last -2
	Vendor Specific
	One or more vendor-specific elements are optionally present. These elements follow all other elements except MIC element and Authenticated Mesh Peering Exchange element.

	Last -1
	MIC element
	MIC element is present when  the frame is used for Authenticated Mesh Peering Exchange (AMPE).


	Last
	Authenticated Mesh Peering Exchange
	The Authenticated Mesh Peering Exchange element is present when  the frame is used for Authenticated Mesh Peering Exchange (AMPE).



The Category field is set to the value in Table 7-24 (Category values) for category Self-protected(Ed).

The Self-protected(Ed) Action field is set to the value in Table 7-57v24 (Self-protected Action field values) representing Mesh Peering Confirm.




The MIC element (MICE) appears prior to the Authenticated Mesh Peering Exchange element in the Mesh Peering Open frame. The information following the MIC element through to the end of the Mesh Peering Confirm frame body is encrypted and authenticated (see 11C.5 (Authenticated mesh peering exchange (AMPE))).

· Mesh Peering Close frame format

· Mesh Peering Close frame self protection

Protection of this frame is provided when authenticated mesh peering exchange (AMPE) is enabled. AMPE provides integrity protection of Mesh Peering Close frames. 

When the Mesh Peering Close frame is used by the mesh peering management protocol, integrity protection on the frame is not enabled.

· Mesh Peering Close frame details

The Mesh Peering Close frame is used to close a mesh peering using the procedures defined in 11C.3 (Mesh peering management (MPM)). The Mesh Peering Close frame is also, together with Mesh Peering Open and Mesh Peering Confirm frames, referred to as a Mesh Peering Management frame. The format of the Mesh Peering Close frame Action field is shown in Table 7-57v27 (Mesh Peering Close frame Action field format).

	· Mesh Peering Close frame Action field format 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Self-protected(Ed) Action
	

	· 
	Mesh ID
	The Mesh ID element is set as described in 7.3.2.99 (Mesh ID element).

	· 
	Mesh Peering Management
	The Mesh Peering Management element is set as described in 7.3.2.102 (Mesh Peering Management element).

	Last -2
	Vendor Specific
	One or more vendor-specific elements are optionally present. These elements follow all other elements except MIC element and Authenticated Mesh Peering Exchange element.

	Last-1
	MIC element
	MIC element is present when the frame is used for Authenticated Mesh Peering Exchange (AMPE).
.

	Last
	Authenticated Mesh Peering Exchange
	The Authenticated Mesh Peering Exchange element is present when  the frame is used for Authenticated Mesh Peering Exchange (AMPE).



The Category field is set to the value in Table 7-24 (Category values) for category Self-protected(Ed).

The Self-protected(Ed) Action field is set to the value in Table 7-57v24 (Self-protected Action field values) representing Mesh Peering Close.



The MIC element (MICE) appears prior to the Authenticated Mesh Peering Exchange element in the Mesh Peering Open frame. The information following the MIC element through to the end of the Mesh Peering Close frame body is encrypted and authenticated (see 11C.5 (Authenticated mesh peering exchange (AMPE))).
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Abstract


This document provides suggested resolution to CID 3194, 3195, 3196, 3197, 3218, and 3219.



































�Amend this part to include Self-protected.


�What about QoS capability (contains Q-Ack field) and RM Enabled Capabilities?


�Is it necessary? Yes it should be...


�What about QoS Traffic Capability and TIM Broadcast Request?


�Need to check if this is the real intention of the AMPE frames.


�Need to check if this change does not conflict with anything else.


�Need to check if this change does not conflict with anything else.


�What about RCPI, RSNI, and RM Enabled Capabilities?


�What about DSE registered location?


�What about Overlapping BSS Scan Parameters? It is only for AP thought.


�Need to check if this change does not conflict with anything else.


�Need to check if this change does not conflict with anything else.


�Need to check if this change does not conflict with anything else.


�Need to check if this change does not conflict with anything else.
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