April 2011

doc.: IEEE P802.11-11/0515r0

IEEE P802.11
Wireless LANs

	MPM frame contents remedy proposal

	Date:  2011-04-08

	Author(s):

	Name
	Company
	Address
	Phone
	Email

	Kazuyuki Sakoda
	Sony Corporation
	5-1-12 Kita-Shinagawa, Shinagawa-ku, Tokyo, 141-0001 Japan
	+81-3-5448-4018
	KazuyukiA.Sakoda(at)jp.sony.com

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



Summary of the intention of this document
1. Align contents of MPM frames to Association Request/Response frames in the base standard.

2. Clean up of the MPM frame contents description.

Suggested changes to the draft spec

Apply the following changes.
Corresponding changes to D10.0 are indicated in the following text with “Track Changes” on, to clarify the direction to the editor. Please update the part indicated by the “Track Changes” only.
7.2.3 Management frames
7.2.3.12 Action frame format
Change the Table 7-19 (Action frame body) as follows:

	Table 7-19 Action frame body(Ed) 

	Order 
	Information

	2-(Last-1)
	One or more vendor-specific elements are optionally present. These elements follow all other elements.

These elements are absent when the Category subfield of the Action field is Vendor-Specific, Vendor-Specific Protected, or Self-protected.



· Self-protected(Ed) Action frame details

· Self-protected(Ed) Action fields

The Self-protected(Ed) Action frame is defined to allow robust STA-STA communications of the Action frames that are not robust (see 7.3.1.11 (Action field)). The protocols that use these Action frames are responsible for deciding whether to protect these frames and supporting protection mechanisms for these frames as needed.

Self-protected(Ed) Action frames have a different nature than Public Action frames and Robust Action frames. Robust Action frames assume the existence of a completely established security association. Self-protected(Ed) Action frames typically exist to manage the creation and destruction of security associations, whether or not they are completely established. 

Public Action frames are defined as public for all STAs, including those that are not in the BSS and MBSS. Self-protected(Ed) Action frames, however, are used for relationship creation and maintenance between two specific STAs. Their public nature is incidental.

A Self-protected(Ed) Action field, in the octet field immediately after the Category field, differentiates the formats. The defined Self-protected(Ed) Action frames are listed in Table 7-57v24 (Self-protected Action field values).

	· Self-protected(Ed) Action field values 

	Self-protected(Ed) Action field value
	Description

	· 
	Reserved

	· 
	Mesh Peering Open

	· 
	Mesh Peering Confirm

	· 
	Mesh Peering Close

	· 
	Mesh Group Key Inform

	· 
	Mesh Group Key Acknowledge

	6–255
	Reserved


· Mesh Peering Open frame format

· Mesh Peering Open frame self protection

Protection of this frame is provided when authenticated mesh peering exchange (AMPE) is enabled. AMPE provides integrity protection of Mesh Peering Open frames.

When the Mesh Peering Open frame is used by the mesh peering management protocol, integrity protection on the frame is not enabled.

· Mesh Peering Open frame details

The Mesh Peering Open frame is used to open a mesh peering using the procedures defined in 11C.3 (Mesh peering management (MPM)). The Mesh Peering Open frame is also, together with Mesh Peering Confirm and Mesh Peering Close Action frames, referred to as a Mesh Peering Management frame. The format of the Mesh Peering Open frame Action field is shown in Table 7-57v25 (Mesh Peering Open frame Action field format).

	· Mesh Peering Open frame Action field format 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Self-protected(Ed) Action
	

	· 
	Capability
	

	· 
	Supported rates
	

	· 
	
	

	5
	Extended Supported Rates
	The Extended Supported Rates element is present if there are more than eight supported rates, and is optionally present otherwise.

	6
	Power Capability
	The Power Capability element is present if dot11SpectrumManagementRequired is true.

	7
	Supported Channels
	The Supported Channels element is present if dot11SpectrumManagementRequired is true and dot11ExtendedChannelSwitchEnabled is false.

	8
	RSN
	The RSN element is present only if dot11RSNAEnabled is true.

	9
	Mesh ID
	

	10
	Mesh Configuration 
	

	11
	Mesh Peering Management
	

	12
	ERP Information
	The ERP Information element is present if ERP mesh STA detects NonERP STAs in its vicinity, and is optionally present otherwise.


	13
	Supported Regulatory(REVmb:operating) Classes
	The Supported Regulatory(REVmb:operating) Classes element is present if dot11ExtendedChannelSwitchEnabled is true.

	14
	HT Capabilities 
	The HT Capabilities element is present when dot11HighThroughputOptionImplemented is true.

	15
	HT Operation

	The HT Operation element is included when dot11HighThroughputOptionImplemented is true.

	· 
	
	

	16
	20/40 BSS Coexistence element
	The 20/40 BSS Coexistence element is optionally present when the dot112040BSSCoexistenceManagementSupport is true.

	· 
	
	

	17
	Extended Capabilities 
element
	The Extended Capabilities element is optionally present if

any of the fields in this element are nonzero.


	· 
	Interworking
	The Interworking element is present if dot11InterworkingServiceEnabled is true

	Last -2
	Vendor Specific
	One or more vendor-specific elements are optionally present. These elements follow all other elements except MIC element and Authenticated Mesh Peering Exchange element.

	Last -1

	MIC element
	MIC element is present when the frame is used for Authenticated Mesh Peering Exchange (AMPE).


	Last
	Authenticated Mesh Peering Exchange
	The Authenticated Mesh Peering Exchange element is present when the frame is used for Authenticated Mesh Peering Exchange (AMPE).



The Category field is set to the value in Table 7-24 (Category values) for category Self-protected(Ed).

The Self-protected(Ed) Action field is set to the value in Table 7-57v24 (Self-protected Action field values) representing Mesh Peering Open.

The Mesh ID field is set to the value in 7.3.2.99 (Mesh ID element).

The Mesh Configuration field is set to the values in 7.3.2.98 (Mesh Configuration element) where the Accepting Additional Mesh Peerings subfield of the Mesh Capability field is set to 1.

The Mesh Peering Management element is set to the values in 7.3.2.102 (Mesh Peering Management element).

The MIC element (MICE) appears prior to the Authenticated Mesh Peering Exchange element in the Mesh Peering Open frame. The information following the MIC element through to the end of the Mesh Peering Open frame body is encrypted and authenticated (see 11C.5 (Authenticated mesh peering exchange (AMPE))).

· Mesh Peering Confirm frame format

· Mesh Peering Confirm frame self protection

Protection of this frame is provided when authenticated mesh peering exchange (AMPE) is enabled. AMPE provides integrity protection of Mesh Peering Confirm frames. 

When the Mesh Peering Confirm frame is used by the mesh peering management protocol, integrity protection on the frame is not enabled.

· Mesh Peering Confirm frame details

The Mesh Peering Confirm frame is used to confirm a mesh peering using the procedures defined in 11C.3 (Mesh peering management (MPM)). The Mesh Peering Confirm frame is also, together with Mesh Peering Open and Mesh Peering Close Action frames, referred to as a Mesh Peering Management frame. The format of the Mesh Peering Confirm frame Action field is shown in Table 7-57v26 (Mesh Peering Confirm frame Action field format).

	· Mesh Peering Confirm frame Action field format 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Self-protected(Ed) Action
	

	· 
	Capability
	

	· 
	AID
	

	· 
	Supported rates
	

	· 
	Extended Supported Rates
	The Extended Supported Rates element is present if there are more than eight supported rates, and is optionally present otherwise.


	· 
	RSN
	The RSN element is present only when dot11MeshSecurityActivated is true.

	· 
	Mesh ID
	

	· 
	Mesh Configuration 
	

	· 
	Mesh Peering Management
	

	· 
	
HT Capabilities 
	The HT Capabilities element is present when dot11HighThroughputOptionImplemented is true.

	· 
	HT Operation
	The HT Operation element is included when dot11HighThroughputOptionImplemented is true.

	· 
	
	

	13
	20/40 BSS Coexistence element
	The 20/40 BSS Coexistence element is optionally present when the dot112040BSSCoexistenceManagementSupport is true.


	14
	Extended Capabilities 
element
	The Extended Capabilities element is optionally present if

any of the fields in this element are nonzero.

	Last -2
	Vendor Specific
	One or more vendor-specific elements are optionally present. These elements follow all other elements except MIC element and Authenticated Mesh Peering Exchange element.

	Last -1
	MIC element
	MIC element is present when  the frame is used for Authenticated Mesh Peering Exchange (AMPE).


	Last
	Authenticated Mesh Peering Exchange
	The Authenticated Mesh Peering Exchange element is present when  the frame is used for Authenticated Mesh Peering Exchange (AMPE).



The Category field is set to the value in Table 7-24 (Category values) for category Self-protected(Ed).

The Self-protected(Ed) Action field is set to the value in Table 7-57v24 (Self-protected Action field values) representing Mesh Peering Confirm.

The Mesh ID field is set to the value in 7.3.2.99 (Mesh ID element).

The Mesh Configuration field is set to the values in 7.3.2.98 (Mesh Configuration element) where the Accepting Additional Mesh Peerings subfield of the Mesh Capability field is set to 1.

The Mesh Peering Management element is set to the values in 7.3.2.102 (Mesh Peering Management element).

The MIC element (MICE) appears prior to the Authenticated Mesh Peering Exchange element in the Mesh Peering Open frame. The information following the MIC element through to the end of the Mesh Peering Confirm frame body is encrypted and authenticated (see 11C.5 (Authenticated mesh peering exchange (AMPE))).

· Mesh Peering Close frame format

· Mesh Peering Close frame self protection

Protection of this frame is provided when authenticated mesh peering exchange (AMPE) is enabled. AMPE provides integrity protection of Mesh Peering Close frames. 

When the Mesh Peering Close frame is used by the mesh peering management protocol, integrity protection on the frame is not enabled.

· Mesh Peering Close frame details

The Mesh Peering Close frame is used to close a mesh peering using the procedures defined in 11C.3 (Mesh peering management (MPM)). The Mesh Peering Close frame is also, together with Mesh Peering Open and Mesh Peering Confirm Action frames, referred to as a Mesh Peering Management frame. The format of the Mesh Peering Close frame Action field is shown in Table 7-57v27 (Mesh Peering Close frame Action field format).

	· Mesh Peering Close frame Action field format 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Self-protected(Ed) Action
	

	· 
	Mesh ID
	

	· 
	Mesh Peering Management
	

	Last -2
	Vendor Specific
	One or more vendor-specific elements are optionally present. These elements follow all other elements except MIC element and Authenticated Mesh Peering Exchange element.

	Last-1
	MIC element
	MIC element is present when the frame is used for Authenticated Mesh Peering Exchange (AMPE).
.

	Last
	Authenticated Mesh Peering Exchange
	The Authenticated Mesh Peering Exchange element is present when  the frame is used for Authenticated Mesh Peering Exchange (AMPE).



The Category field is set to the value in Table 7-24 (Category values) for category Self-protected(Ed).

The Self-protected(Ed) Action field is set to the value in Table 7-57v24 (Self-protected Action field values) representing Mesh Peering Close.

The Mesh ID field is set to the value in 7.3.2.99 (Mesh ID element).

The Mesh Peering Management element is set to the values in 7.3.2.102 (Mesh Peering Management element).

The MIC element (MICE) appears prior to the Authenticated Mesh Peering Exchange element in the Mesh Peering Open frame. The information following the MIC element through to the end of the Mesh Peering Close frame body is encrypted and authenticated (see 11C.5 (Authenticated mesh peering exchange (AMPE))).

References:

[1] Draft Amendment: Mesh Networking.  doc.: IEEE P802.11s/D10.0, March 2011.
 [1] Draft Specification.  doc.: IEEE P802.11-REVmb/D8.0, March 2011.



Abstract


This document provides suggested resolution to CID XXXX.



































�Amend this part to include Self-protected.


�What about QoS capability (contains Q-Ack field) and RM Enabled Capabilities?


�Is it necessary? Yes it should be...


�What about QoS Traffic Capability and TIM Broadcast Request?


�Need to check if this is the real intention of the AMPE frames.


�Need to check if this change does not conflict with anything else.


�Need to check if this change does not conflict with anything else.


�What about RCPI, RSNI, and RM Enabled Capabilities?


�What about DSE registered location?


�What about Overlapping BSS Scan Parameters? It is only for AP thought.


�Need to check if this change does not conflict with anything else.


�Need to check if this change does not conflict with anything else.


�Need to check if this change does not conflict with anything else.


�Need to check if this change does not conflict with anything else.
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