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Modify section 11C.4.4 and sub-clauses as indicated:
· Mesh Peering Management finite state machine (MPM FSM)

· General

Each mesh peering instance, including its states and resource, are managed by a Mesh Peering Management finite state machine (MPM FSM). The MPM FSM uses MLME primitives to control the mesh STA to send and receive Mesh Peering Management frames.

· States

The Mesh Peering Management finite state machine uses the following six states:

· IDLE—IDLE state is a terminal state. In the IDLE state, the MPM FSM is ready to start a new mesh peering instance by either passively listening for an incoming Mesh Peering Open frame or actively initiating a mesh peering instance.

· OPN_SNT—In the OPN_SNT state, the finite state machine has sent a Mesh Peering Open frame and is waiting for aMesh Peering Open frame and Mesh Peering Confirm frame from the candidate peer mesh STA.

· CNF_RCVD—In the CNF_RCVD state, the finite state machine has received a Mesh Peering Confirm frame, but has not received a Mesh Peering Open frame. The mesh STA has not sent the corresponding Mesh Peering Confirm frame yet. 

· OPN_RCVD—In the OPN_RCVD state, the finite state machine has received only the Mesh Peering Open frame but not the Mesh Peering Confirm. The mesh STA has also sent a Mesh Peering Confirm frame upon receiving a Mesh Peering Open frame.

· ESTAB—In the ESTAB state, the finite state machine has received both the Mesh Peering Open and Mesh Peering Confirm frames. The mesh STA has also sent both the Mesh Peering Open frame and Mesh Peering Confirm frame. The mesh peering is established and configured for exchanging frames with the peer mesh STA in the ESTAB state.

· HOLDING—In the HOLDING state, the finite state machine is closing the mesh peering instance with the peer mesh STA or the candidate peer mesh STA. 

· Events and actions

The finite state machine uses three types of events: 1) events for state machine transitions; 2)  external events generated by frame processing; and 3) events associated with internal timers.

The events for state machine transitions  are:

· CNCL(localLinkID, peerMAC, ReasonCode)—Used to instruct the mesh peering instance to cancel the mesh peering with the peer mesh STA. localLinkID identifies the MPM FSM for the corresponding mesh peering instance. peerMAC is the MAC address of the peer mesh entity. ReasonCode is used to inform the reason to cancel the mesh peering instance.

· ACTOPN(peerMAC, localLinkID)—The SME uses this event to create a new mesh peering instance to actively initiate the mesh peering establishment with the candidate peer mesh STA whose MAC address is peerMAC. localLinkID identifies the MPM FSM.

The events generated by frame processing are:

· OPN_ACPT—PeeringOpen_Accept(peerMAC, peerLinkID) event indicates that a Mesh Peering Open frame meeting the correctness criteria of 11C.4.3.2 (Mesh Peering Open frames) has been received from peerMAC for the mesh peering instance identified by peerLinkID.

· OPN_RJCT—PeeringOpen_Reject(peerMAC, peerLinkID, Configuration, reasonCode) event indicates that a Mesh Peering Open frame from peerMAC for the mesh peering instance identified by peerLinkID is rejected due to incomplete or erroneous configuration or other internal reasons

· CNF_ACPT—PeeringConfirm_Accept(peerMAC, localLinkID, peerLinkID) event indicates that a Mesh Peering Confirm frame meeting the correctness criteria of 11C.4.3.3 (Mesh Peering Confirm frames) has been received from peerMAC for the mesh peering instance identified by localLinkID and peerLinkID.

· CNF_RJCT—PeeringConfirm_Reject(peerMAC, localLinkID, peerLinkID, reasonCode) event indicates that a Mesh Peering Confirm frame from peerMAC for the mesh peering instance identified by localLinkID and peerLinkID is rejected due to incomplete or erroneous configuration.

· CLS_ACPT—PeeringClose_Accept(peerMAC, localLinkID, peerLinkID, reasonCode) event indicates that a Mesh Peering Close frame meeting the correctness criteria of 11C.4.3.4 (Mesh Peering Close frames) has been received from peerMAC for the mesh peering instance identified by localLinkID and peerLinkID. The reasonCode specifies the reason that caused the generation of the Mesh Peering Close frame.

· REQ_RJCT—PeeringRequest_Reject(peerMAC, peerLinkID, reasonCode) event indicates a special incidence that the mesh STA rejects the incoming Mesh Peering Open frame requesting to set up a new mesh peering for some specified reason. The incoming request is identified by the peerMAC,  peerLinkID is the peerLinkID received from the Mesh Peering Open frame, and reasonCode is the specific reason for rejection of the peering request.

1. 

· 
· 
· 
· 
The finite state machine may take an action triggered by an event. It uses two types of actions: sending a Mesh Peering Management frame and handling a timer. 

Actions related to sending a Mesh Peering Management frame are as follows:

· sndOPN— sendOpen(peerMAC, localLinkID, Configuration) is the action that the mesh STA takes to send a Mesh Peering Open frame to the candidate peer mesh STA, whose MAC address is peerMAC.. The MLME-MeshPeeringManagement.request primitive shall be invoked to send the frame to the peer mesh entity.

· sndCNF— sendConfirm(peerMAC, localLinkID, peerLinkID, Configuration) is the action that the mesh STA takes to send a Mesh Peering Confirm frame to the candidate peer mesh STA, whose MAC address is peerMAC.. The MLME-MeshPeeringManagement.request primitive shall be invoked to send the frame to the peer mesh entity.

· sndCLS— sendClose(peerMAC, localLinkID, peerLinkID, reasonCode) is the action that the mesh STA takes to send a Mesh Peering Close frame to the peer mesh STA or candidate peer mesh STA, whose MAC address is peerMAC. The MLME-MeshPeeringManagement.request primitive shall be invoked to send the frame to the peer mesh entity.


· 




· 
· Timers

Three timers are used by the finite state machine:

2.  The retryTimer triggers a resend of the Mesh Peering Open frame when a Mesh Peering Confirm frame was not received as a response. The retryTimer is set to the dot11MeshRetryTimeout. 
3. The confirmTimer signals that a link establishment attempt should be aborted because a Mesh Peering Confirm frame responding to a Mesh Peering Open frame was never received. The confirmTimer is set to the value of dot11MeshConfirmTimeout.
4. The holdingTimer signals that its mesh peering instance may be completely closed and facilitates graceful shutdown. The holdingTimer is set to the value of dot11MeshHoldingTimeout.
The  events associated with internal timers are indicated in the state machine as acronyms that indicate timer expiry .. With each timer event there is an associated action.

· TOR1— This event indicates that the retryTimer has expired and  dot11MeshMaxRetries has not been reached. The Mesh Peering Open frame shall be resent, an action indicated in the state machine by setR.

· TOR2—This event indicates that the retryTimer has expired and  dot11MeshMaxRetries has been reached. The mesh peering instance shall be closed when TOR2 occurs. 

· TOC—This event  indicates that the confirmTimer has expired.. When TOC event occurs, the mesh peering instance shall be closed, an action indicated in the state machine as setC. 

· TOH—This event indicates that the holdingTimer has expired. When TOH occurs, the mesh peering instance shall be closed and the finite state machine shall transition to IDLE state, an action indicated in the state machine as setH. 

11C.4.4.5 State transitions

Table 11C-1 (Mesh Peering Management finite state machine) and Figure 11C-2 (Finite state machine of Mesh Peering Management protocol) summarize the state transitions for the Mesh Peering Management protocol.

In Table 11C-1 (Mesh Peering Management finite state machine), each row represents state transitions from the state to all other states. A blank entry indicates animpossible transition.

	· Mesh Peering Management finite state machine

	
	To State

	
	IDLE
	OPN_SNT
	CNF_RCVD
	OPN_RCVD
	ESTAB
	HOLDING

	From State
	IDLE
	REQ_RJCT / sndCLS
	ACTOPN/ (sndOPN, setR)
	
	OPN_ACPT/ (sndOPN, sndCNF, setR)
	
	

	
	OPN_SNT
	
	TOR1/ (sndOPN, setR)
	CNF_ACPT/ (clR, setC)
	OPN_ACPT/ (sndCNF)
	
	CLS_ACPT, OPN_RJCT, CNF_RJCT, TOR2, CNCL/ (sndCLS, clR, setH)

	
	CNF_RCVD
	
	
	
	
	OPN_ACPT / (clC, sndCNF)
	CLS_ACPT, OPN_RJCT, CNF_RJCT, CNCL/ (sndCLS, clC, setH)

TOC / (sndCLS, setH)

	
	OPN_RCVD
	
	
	
	OPN_ACPT/ sndCNF 

TOR1 / (sndOPN, setR)
	CNF_ACPT / clR
	CLS_ACPT, OPN_RJCT, CNF_RJCT,TOR2, CNCL/ (sndCLS, clR, setH)

	
	ESTAB
	
	
	
	
	OPN_ACPT / sndCNF
	CLS_ACPT, OPN_RJCT, CNF_RJCT, CNCL/ (sndCLS, setH)

	
	HOLDING
	TOH/—, CLS_ACPT /clH
	
	
	
	
	OPN_ACPT, CNF_ACPT, OPN_RJCT, CNF_RJCT/ sndCLS


In Figure 11C-2 (Finite state machine of Mesh Peering Management protocol), each arrow represents a state transition.   [image: image1.wmf] 

· Finite state machine of Mesh Peering Management protocol

The event/action representation is defined as the following. “E/A” string represents that the action A is taken given that the event E occurs. “E1, E2/A” string represents that the action A is taken given that the event E1 or event E2 occurs. “E/(A1, A2)” string represents that the action A1 and A2 are taken at a time when event E occurs.

Note that Table 11C-1 (Mesh Peering Management finite state machine) and Figure 11C-2 (Finite state machine of Mesh Peering Management protocol) are used for illustration purpose. The protocol behavior is in the following subclauses.

11C.4.4.6 IDLE state

IDLE is a quiescent state the finite state machine enters prior to establishing a new mesh peering.

When ACTOPN event occurs, the mesh STA shall set the retryCounter to zero, and send a Mesh Peering Open frame to the candidate peer mesh STA . The retryTimer shall be set and the finite state machine shall transition to OPN_SNT state.

When an OPN_ACPT event occurs, the mesh STA shall send a Mesh Peering Confirm frame to respond to the Mesh Peering Open frame. It shall also send a Mesh Peering Open frame to request a Mesh Peering Confirm frame from the candidate peer mesh STA, and set the retryTimer. The finite state machine shall transition to OPN_RCVD state.

When an REQ_RJCT event occurs, a Mesh Peering Close frame shall be sent to reject the mesh peering open request. The reason code in the Mesh Peering Close frame shall be set to the reason code in REQ_RJCT event. The finite state machine shall stay in the IDLE state.

All other events shall be ignored in this state.

11C.4.4.7 OPN_SNT state

In the OPN_SNT state, the mesh STA waits for a Mesh Peering Confirm frame. In this state, the retryTimer is set.

When a CNCL event occurs, the mesh STA shall clear the retryTimer, send a Mesh Peering Close frame with reason code MESH-PEERING-CANCELLED, and set the holdingTimer. The finite state machine shall transition to HOLDING state.

When a CLS_ACPT event occurs, the mesh STA shall clear the retryTimer, send a Mesh Peering Close frame with reason code MESH-CLOSE-RCVD, and set the holdingTimer . The finite state machine shall transition to HOLDING state.

When an OPN_ACPT event occurs, the mesh STA shall send the corresponding Mesh Peering Confirm frame to respond to the incoming Mesh Peering Open frame. The finite state machine shall transition to OPN_RCVD state.

NOTE—The retryTimer is still in effect after the state transition.

When an OPN_RJCT event occurs, the mesh STA shall clear the retryTimer, send a Mesh Peering Close frame with reason code specified by the OPN_RJCT event, and set the holdingTimer. The finite state machine shall transition to HOLDING state.

When a CNF_ACPT event occurs, the mesh STA shall clear the retryTimer and shall set the confirmTimer and the finite state machine shall transition to CNF_RCVD state.

When a CNF_RJCT event occurs, the mesh STA shall clear the retryTimer, send a Mesh Peering Close frame with reason code specified by the CNF_RJCT event, and set the holdingTimer. The finite state machine shall transition to HOLDING state.

When a TOR1 event occurs, the Mesh STA shall resend the Mesh Peering Open frame and the retryCounter shall be incremented. The retryTimer shall be and the finite state machine shall stay in the OPN_SNT state.

When a TOR2 event occurs, the mesh STA shall send a Mesh Peering Close frame with reason code     MESH-MAX-RETRIES. The holdingTimer shall be set, and the finite state machine shall transition to HOLDING state. 

All other events shall be ignored in this state.

11C.4.4.8 CNF_RCVD state

In the CNF_RCVD state, the mesh STA has received a Mesh Peering Confirm frame and is waiting for a Mesh Peering Open frame. 

When a CNCL event occurs, the mesh STA shall clear the confirmTimer, send a Mesh Peering Close frame with the reason code MESH-PEERING-CANCELLED, and set the holdingTimer. The finite state machine shall transition to HOLDING state.

When a CLS_ACPT event occurs, the mesh STA shall clear the confirmTimer, send a Mesh Peering Close frame with reason code MESH-CLOSE-RCVD, and set the holdingTimer. The finite state machine shall transition to HOLDING state.

When an OPN_ACPT event occurs, the mesh STA shall clear the confirmTimer and shall send the corresponding Mesh Peering Confirm frame to respond to the incoming Mesh Peering Open frame. The finite state machine shall transition to ESTAB state.

When an OPN_RJCT event occurs, the mesh STA shall clear the confirmTimer, send a Mesh Peering Close frame with reason code as specified by the OPN_RJCT event, and set the holdingTimer. The finite state machine shall transition to HOLDING state.

When a CNF_RJCT event occurs, the mesh STA shall clear the confirmTimer, send a Mesh Peering Close frame with reason code as specified by the CNF_RJCT event, and set the holdingTimer The finite state machine shall transition to HOLDING state.

When TOC event occurs, the mesh STA shall send a Mesh Peering Close frame with reason code        MESH-CONFIRM-TIMEOUT and set the holdingTimer. The finite state machine shall transition to HOLDING state.

All other events shall be ignored in this state.

11C.4.4.9 OPN_RCVD state

In the OPN_RCVD state, the mesh STA has received a Mesh Peering Open frame and sent a Mesh Peering Open frame and the corresponding Mesh Peering Confirm frame. An incoming Mesh Peering Confirm is expected.

When a CNCL event occurs, the mesh STA shall clear the retryTimer, send a Mesh Peering Close frame with reason code MESH-PEERING-CANCELLED, and set the holdingTimer. The finite state machine shall transition to HOLDING state.

When a CLS_ACPT event occurs, the mesh STA shall clear the retryTimer, send a Mesh Peering Close frame, and set the holdingTimer. The finite state machine shall transition to HOLDING state.

When an OPN_ACPT event occurs, the mesh STA shall resend the corresponding Mesh Peering Confirm frame. The finite state machine shall stay in the OPN_RCVD state.

When an OPN_RJCT event occurs, the mesh STA shall clear the retryTimer, send a Mesh Peering Close frame with reason code as specified by the OPN_RJCT event, and set the holdingTimer. The finite state machine shall transition to HOLDING state.

When a CNF_ACPT event occurs, the retryTimer shall be cleared. The finite state machine shall transition to ESTAB state. 

When a CNF_RJCT event occurs, the mesh STA shall clear the retryTimer, send a Mesh Peering Close frame with reason code as specified by the CNF_RJCT event, and set the holdingTimer. The finite state machine shall transition to HOLDING state.

When a TOR1 event occurs, the Mesh Peering Open frame shall be resent, the retryCounter shall be incremented., and the retryTimer shall be set. The finite state machine shall stay in the OPN_RCVD state.

When a TOR2 event occurs, the mesh STA shall send a Mesh Peering Close frame with reason code    MESH-MAX-RETRIES. The holdingTimer shall be set, and the finite state machine shall transition to HOLDING state. 

All other events shall be ignored in this state.

11C.4.4.10 ESTAB state 

In the ESTAB state, mesh peering has been successfully established with the peer mesh STA. 

When a CNCL event occurs, the mesh STA shall send a Mesh Peering Close frame with reason code MESH-PEERING-CANCELLED, and set the holdingTimer. The finite state machine shall transition to HOLDING state.

When a CLS_ACPT event occurs, the mesh STA shall send a Mesh Peering Close frame with reason code MESH-CLOSE-RCVD, and set the holdingTimer. The finite state machine shall transition to HOLDING state.

When an OPN_ACPT event occurs, the mesh STA shall respond by resending the corresponding Mesh Peering Confirm frame. The finite state machine shall stay in the ESTAB state.

All other events shall be ignored in this state.

11C.4.4.11 HOLDING state

In HOLDING state, the mesh STA is closing the mesh peering. The holdingTimer has been set according to the value of dot11MeshHoldingTimeOut.

When a CLS_ACPT event occurs, the holdingTimer shall be cleared. The finite state machine shall transition to IDLE state.

When any of the following four events occurs—OPN ACPT, CNF_ACPT, OPN_RJCT, CNF_RJCT—the mesh STA shall send a  Mesh Peering Close frame. The finite state machine shall stay in the HOLDING state.

When a TOH event occurs, the finite state machine shall transition to IDLE state. 

All other events are ignored in this state.

Modify section 11C.5 and sub-clauses as indicated:
· Authenticated Mesh Peering Exchange

· Overview

The Authenticated Mesh Peering Exchange establishes an authenticated mesh peering between the mesh STAs, under the assumption that Mesh PMKSA has already been established before the initiation of the protocol via the active authentication protocol. An authenticated mesh peering includes a mesh peering, corresponding Mesh TKSA, and the two mesh STAs mesh GTKSAs.

The Authenticated Mesh Peering Exchange uses Mesh Peering Management frames. Parameters are exchanged via RSN element, Authenticated Mesh Peering Exchange element, and MIC element.

The major functions provided by AMPE are security capabilities selection, key confirmation, and key management.

· The security capabilities selection function (specified in 11C.5.2 (Security capabilities selection)) is performed by agreeing on the security parameters used for the protocol instance.

· Key confirmation using the shared Mesh PMK is performed by verifying that the protection on the Mesh Peering Management frames is correct.

· Key management (specified in 8.8.1 (Keys and Key Derivation Algorithm)) is performed by the derivation of the temporal key in the Mesh TKSA and the exchange of each mesh STAs’ MGTK.

During the Authenticated Mesh Peering Exchange handshake, the mesh STAs generate nonces and transmit them via Mesh Peering Management Action frames. 




The mesh STA shall generate a random value for its localNonce, as specified in 8.5.7. The candidate peer mesh STA is expected to generate a random value for the peerNonce, which the mesh STA receives from the candidate peer mesh STA in Confirm and Close Action frames.

Mesh Peering Management frames used in the Authenticated Mesh Peering exchange are protected using the deterministic authenticated encryption mode of AES-SIV (IETF RFC 5297). 

Modify section 11C.5.5 and sub-clauses as indicated:
· Mesh Peering Management frames for Authenticated Mesh Peering Exchange

· General

The Authenticated Mesh Peering Exchange is inclusive of the Mesh Peering Management protocol. AMPE frames have additional processing and construction requirements on top of those for MPM frames. 

The Mesh Peering Management frames shall be generated with additional information using RSN element and AMPE element to support Authenticated Mesh Peering Exchange. 
· Mesh Peering Open frames for Authenticated Mesh Peering Exchange

11C.5.5.2.1 Generating Mesh Peering Open frames for Authenticated Mesh Peering Exchange

In addition to contents for establishing a mesh peering as specified in 11C.4.3.2.1 (Mesh Peering Open frame contents), the Mesh Peering Open frame, when used for the Authenticated Mesh Peering exchange, shall contain the following:

· In the Mesh Configuration element, the Mesh Peering Protocol Identifier shall be set to 1 “Authenticated Mesh Peering Exchange Protocol.”

· In the Mesh Peering Management element, the Chosen PMK field shall be set to PMKName that identifies the Mesh PMKSA the mesh STA established with the candidate peer mesh STA.

· The RSN element shall be identical to the RSN element in the STA’s Beacon and Probe Response frames.

· In the Authenticated Mesh Peering Exchange element

· The Selected Pairwise Cipher Suite field shall be set to the first cipher suite selector in the Pairwise Cipher Suite List field in RSN element.

· The Local Nonce field shall be set to the localNonce value generated by the mesh STA for identifying the current mesh peering instance.

· The Peer Nonce field shall be set to 0.

· The GTKdata field shall be present and shall contain the data for the mesh STA’s MGTK. The components of the GTKdata are specified in 11C.5.4 (MGTK distribution).

The Mesh Peering Open frame shall be protected using AES-SIV as specified in 11C.5.3 (Construction and processing AES-SIV-protected Mesh Peering Management frames).

11C. 5.5.2 2 Processing Mesh Peering Open frames for Authenticated Mesh Peering Exchange

On receiving a Mesh Peering Open frame, the mesh STA shall verify the received frame. If AES-SIV returns the symbol “FAIL” the OPN_RJCT event shall be invoked to the corresponding Authenticated Mesh Peering Exchange finite state machine and the reason code “MESH-INVALID-GTK” is generated. Otherwise, processing continues.

The received frame shall be rejected if the security capability selection fails (see 11C.5.2 (Security capabilities selection)). The OPN_RJCT event shall be invoked to the corresponding Authenticated Mesh Peering Exchange finite state machine.

The peer mesh STA’s MGTK extracted from the Mesh Peering Open frame shall be added to the Receive MGTK SA in which the peer’s MAC address equals the MGTK Source mesh STA MAC address.

If all operations succeed, the mesh STA shall proceed to process the Mesh Peering Open frame on basic parameters as specified in 11C.4.3.1 (Overview) and 11C.4.3.2 (Mesh Peering Open frames).

11C.5.5.3 Mesh Peering Confirm frames for Authenticated Mesh Peering Exchange

11C.5.5.3.1 Generating Mesh Peering Confirm frames for Authenticated Mesh Peering Exchange

In addition to contents for establishing a mesh peering as specified in 11C.4.3.3.1 (Mesh Peering Confirm frame contents), the Mesh Peering Confirm frame, when used with the Authenticated Mesh Peering Exchange, shall contain the following:

· In the Mesh Configuration element, the Mesh Peering Protocol Identifier shall be set to 1 “Authenticated Mesh Peering Exchange Protocol.”

· The RSN element shall be the same as sent in the Mesh Peering Open frame.

· In the Authenticated Mesh Peering Exchange element

· The Selected Pairwise Cipher Suite field shall be set to the cipher suite selector that indicates the successfully selected pairwise cipher suite (specified in 11C.5.2.1 (Instance Pairwise Cipher Suite selection)).

· The Peer Nonce field shall be set to the nonce value chosen by the peer mesh STA as received in the Local Nonce field in the Mesh Peering Open frame from the candidate peer mesh STA.

· The GTKdata field shall not be present.

· The rest of fields are set to the same values sent in the Mesh Peering Open frame.

The Mesh Peering Confirm frame shall be protected using AES-SIV as specified in 11C.5.3 (Construction and processing AES-SIV-protected Mesh Peering Management frames).

11C.5.5.3.2 Processing Mesh Peering Confirm frames for Authenticated Mesh Peering Exchange
On receiving a Mesh Peering Confirm frame, the mesh STA shall verify the received frame. The received frame shall be discarded if AES-SIV returns the symbol “FAIL.”

If AES-SIV returns plaintext, the following operations shall be performed in order:

· The Selected Pairwise Cipher Suite is checked. If the security capability selection has been done and the received value from Chosen Pairwise Cipher Suite field is not the same as the agreed pairwise cipher suite, the mesh STA shall reject the received frame and the CNF_RJCT event is invoked to the corresponding Authenticated Mesh Peering Exchange finite state machine with the failure reason code MESH-INVALID-SECURITY-CAPABILITY.

· The Group Cipher Suite is checked. If the received group cipher suite is not supported by the mesh STA, the mesh STA shall reject the received Mesh Peering Confirm frame and the CNF_RJCT event is invoked to the corresponding Authenticated Mesh Peering Exchange finite state machine with the failure reason code MESH-INVALID-SECURITY-CAPABILITY.

If none of the cases is true, the mesh STA shall proceed to process the Mesh Peering Confirm Action frame on basic parameters as specified in 11C.4.3.1 (Overview) and 11C.4.3.3 (Mesh Peering Confirm frames).

11C.5.5.4 Mesh Peering Close frames for Authenticated Mesh Peering Exchange

11C.5.5.4.1 Generating Mesh Peering Close frames for Authenticated Mesh Peering Exchange

In addition to contents for closing a mesh peering as specified in 11C.4.3.4.1 (Mesh Peering Close frame contents), the Mesh Peering Close frame, when used for the Authenticated Mesh Peering Exchange, shall contain the following:

· In the Mesh Configuration element, the Mesh Peering Protocol Identifier shall be set to 1 “Authenticated Mesh Peering Exchange Protocol.”

· In the Mesh Peering Management element, the Chosen PMK field shall be set to the same value as sent in the Mesh Peering Open frame.

· In the Authenticated Mesh Peering Exchange element

· The Selected Pairwise Cipher Suite field shall be set to the same value as sent in the Mesh Peering Open frame.

NOTE—If the reason for sending the Mesh Peering Close is the pairwise cipher suite selection failure, the information in this field is used to inform the candidate peer mesh STA what was announced by the mesh STA for the mesh peering instance.

· The Local Nonce field shall be set to the same value as sent in the Mesh Peering Open frame.

· The Peer Nonce field shall be set to the same value as received in the Local Nonce field of the Authenticated Mesh Peering Exchange of the incoming Mesh Peering Management frame from the candidate peer mesh STA.

The Mesh Peering Close frame shall be protected using AES-SIV as specified in 11C.5.3 (Construction and processing AES-SIV-protected Mesh Peering Management frames).

11C.5.5.4.2 Processing Mesh Peering Close frames for the Authenticated Mesh Peering Exchange
On receiving a Mesh Peering Close frame, the mesh STA shall verify the received frame. The received frame shall be discarded if AES-SIV returns the symbol “FAIL.”

If AES-SIV returns plaintext, the mesh STA shall proceed to process the Mesh Peering Close frame on basic parameters as specified in 11C.4.3.1 (Overview) and 11C.4.3.4 (Mesh Peering Close frames).

Modify section 11C.5.6 as sub-clauses as indicated:
· Authenticated Mesh Peering Exchange finite state machine

· Overview

The finite state machine for Authenticated Mesh Peering Exchange supports all the states, events, and actions defined for the finite state machine for the Mesh Peering Management protocol. In addition, new events, actions, and state transitions are added to specify the security functions for Authenticated Mesh Peering Exchange. 

When a finite state machine is generated and activated for an Authenticated Mesh Peering Exchange instance, the localNonce shall be generated and used together with a new localLinkID to identify the instance.

· Additional events and actions to Mesh Peering Management FSM

All events for rejecting or ignoring received Action frames shall report the corresponding reason code related to Authenticated Mesh Peering Exchange functions as described in 11C.5.5 (Mesh Peering Management frames for Authenticated Mesh Peering Exchange).

In addition, there is one new event as follows:

TOR3—This eventindicates that the retryTimer has expired , the dot11MeshMaxRetries has been reached,  the Authenticated Mesh Peering Exchange is enabled, but the mesh STA failed to confirm the selection of the shared Mesh PMKSA. When this event triggers, the protocol instance shall be closed, but no Mesh Peering Close frame shall be sent. 

The actions of sending Mesh Peering Management frames are updated as the following: 

sndOPN—Generate a Mesh Peering Open frame for the current Authenticated Mesh Peering Exchange protocol instance (as specified in 11C.5.5.2.1 (Mesh Peering Open frame contents for Authenticated Mesh Peering Exchange)) and send it to the candidate peer mesh STA.

sndCNF—Generate a Mesh Peering Confirm frame for the current Authenticated Mesh Peering Exchange protocol instance (as specified in 11C.5.5.3.1 (Mesh Peering Confirm frame content for Authenticated Mesh Peering Exchange)) and send it to the candidate peer mesh STA.

sndClose—Generate a Mesh Peering Close frame for the current Authenticated Mesh Peering Exchange protocol instance (as specified in 11C.5.5.4.1 (Mesh Peering Close frame content for Authenticated Mesh Peering Exchange)) and send it to the candidate peer mesh STA.
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This submission substantially re-orders the state machine text for MPM and AMPE.
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