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Modify the draft 802.11s amendment as indicated:
· Mesh Peering Open frame format

· Mesh Peering Open frame self protection

Protection of this frame is provided when Authenticated Mesh Peering Exchange (AMPE) is enabled. AMPE provides integrity protection of Mesh Peering Open frames.

When the Mesh Peering Open frame is used by the Mesh Peering Management protocol, integrity protection on the frame is not enabled.

· Mesh Peering Open frame details

The Mesh Peering Open frame is used to open a mesh peering using the procedures defined in 11C.4 (Mesh Peering Management). The Mesh Peering Open frame is also, together with Mesh Peering Confirm and Mesh Peering Close Action frames, referred to as a Mesh Peering Management frame. The format of the Mesh Peering Open frame Action field is shown in Table 7-57v25 (Mesh Peering Open frame Action field format).

	· Mesh Peering Open frame Action field format 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Self-protected(Ed) Action
	

	· 
	Capability
	

	· 
	Supported rates
	

	· 
	ERP Information
	The ERP Information element is present if ERP mesh STA detects NonERP STAs in its vicinity, and is optionally present otherwise.

	· 
	Extended Supported Rates
	The Extended Supported Rates element is present if there are more than eight supported rates, and is optionally present otherwise.

	· 
	Power Capability
	The Power Capability element is present if dot11SpectrumManagementRequired is true.

	· 
	Supported Channels
	The Supported Channels element is present if dot11SpectrumManagementRequired is true and dot11ExtendedChannelSwitchEnabled is false.

	· 
	RSN
	The RSN element is present only if dot11RSNAEnabled is true.

	· 
	Mesh ID
	

	· 
	Mesh Configuration 
	

	· 
	Mesh Peering Management
	

	· 
	HT Capabilities 
	The HT Capabilities element is present when dot11HighThroughputOptionImplemented is true.

	· 
	HT Operation
	The HT Operation element is included when dot11HighThroughputOptionImplemented is true.

	· 
	Extended Capabilities 
element
	The Extended Capabilities element is present if the dot112040BSSCoexistenceManagementSupport is true and is optionally present otherwise.

	· 
	20/40 BSS Coexistence element
	The 20/40 BSS Coexistence element is present when the dot112040BSSCoexistenceManagementSupport is true.

	· 
	Supported Regulatory(REVmb:operating) Classes
	The Supported Regulatory(REVmb:operating) Classes element is present if dot11ExtendedChannelSwitchEnabled is true.

	· 
	Interworking
	The Interworking element is present if dot11InterworkingServiceEnabled is true

	· 
	Vendor Specific
	One or more vendor-specific elements are optionally present. These elements follow all other elements except MIC element and Authenticated Mesh Peering Exchange element.

	· 
	MIC element
	MIC element is present when dot11MeshSecurityActivated is true.

	Last
	Authenticated Mesh Peering Exchange
	The Authenticated Mesh Peering Exchange element is present when dot11MeshSecurityActivated is true.


The Category field is set to the value in Table 7-24 (Category values) for category Self-protected(Ed).

The Self-protected(Ed) Action field is set to the value in Table 7-57v24 (Self-protected Action field values) representing Mesh Peering Open.
The Mesh ID field is set to the value in 7.3.2.99 (Mesh ID element).

The Mesh Configuration field is set to the values in 7.3.2.98 (Mesh Configuration element) where 

Accepting Additional Mesh Peerings subfield of the Mesh Capability field is set to 1

The Mesh Peering Management field is set to the values in 7.3.2.102 (Mesh Peering Management element).

The MIC element (MICE) appears prior to the Authenticated Mesh Peering Exchange element in the Mesh Peering Open frame. The information following the MIC element through to the end of the Mesh Peering Open frame body is encrypted and authenticated (see 11C.5 (Authenticated Mesh Peering Exchange)).

· Mesh Peering Confirm frame format

· Mesh Peering Confirm frame self protection

Protection of this frame is provided when Authenticated Mesh Peering Exchange (AMPE) is enabled. AMPE provides integrity protection of Mesh Peering Confirm frames. 

When the Mesh Peering Confirm frame is used by the Mesh Peering Management protocol, integrity protection on the frame is not enabled.

· Mesh Peering Confirm frame details

The Mesh Peering Confirm frame is used to confirm a mesh peering using the procedures defined in 11C.4 (Mesh Peering Management). The Mesh Peering Confirm frame is also, together with Mesh Peering Open and Mesh Peering Close Action frames, referred to as a Mesh Peering Management frame. The format of the Mesh Peering Confirm frame Action field is shown in Table 7-57v26 (Mesh Peering Confirm frame Action field format).

	· Mesh Peering Confirm frame Action field format 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Self-protected(Ed) Action
	

	· 
	Capability
	

	· 
	AID
	

	· 
	Supported rates
	

	· 
	Extended Supported Rates
	The Extended Supported Rates element is present if there are more than eight supported rates, and is optionally present otherwise.

	· 
	RSN
	The RSN element is present only when dot11MeshSecurityActivated is true.

	· 
	Mesh ID
	

	· 
	Mesh Configuration 
	

	· 
	Mesh Peering Management
	

	· 
	HT Capabilities 
	The HT Capabilities element is present when dot11HighThroughputOptionImplemented is true.

	· 
	HT Operation
	The HT Operation element is included when dot11HighThroughputOptionImplemented is true.

	· 
	Extended Capabilities 
element
	The Extended Capabilities element is present if the dot112040BSSCoexistenceManagementSupport is true, and is optionally present otherwise.

	· 
	20/40 BSS Coexistence element
	The 20/40 BSS Coexistence element is present when the dot112040BSSCoexistenceManagementSupport is true.

	· 
	Vendor Specific
	One or more vendor-specific elements are optionally present. These elements follow all other elements except MIC element and Authenticated Mesh Peering Exchange element.

	· 
	MIC element
	MIC element is present when dot11MeshSecurityActivated is true.

	Last
	Authenticated Mesh Peering Exchange
	The Authenticated Mesh Peering Exchange element is present when dot11MeshSecurityActivated is true.


The Category field is set to the value in Table 7-24 (Category values) for category Self-protected(Ed).

The Self-protected(Ed) Action field is set to the value in Table 7-57v24 (Self-protected Action field values) representing Mesh Peering Confirm.
The Mesh ID field is set to the value in 7.3.2.99 (Mesh ID element).

The Mesh Configuration field is set to the values in 7.3.2.98 (Mesh Configuration element) where 

Accepting Additional Mesh Peerings subfield of the Mesh Capability field is set to 1

The Mesh Peering Management field is set to the values in 7.3.2.102 (Mesh Peering Management element).
The MIC element (MICE) appears prior to the Authenticated Mesh Peering Exchange element in the Mesh Peering Open frame. The information following the MIC element through to the end of the Mesh Peering Confirm frame body is encrypted and authenticated (see 11C.5 (Authenticated Mesh Peering Exchange)).

· Mesh Peering Close frame format

· Mesh Peering Close frame self protection

Protection of this frame is provided when Authenticated Mesh Peering Exchange (AMPE) is enabled. AMPE provides integrity protection of Mesh Peering Close frames. 

When the Mesh Peering Close frame is used by the Mesh Peering Management protocol, integrity protection on the frame is not enabled.

· Mesh Peering Close frame details

The Mesh Peering Close frame is used to close a mesh peering using the procedures defined in 11C.4 (Mesh Peering Management). The Mesh Peering Close frame is also, together with Mesh Peering Open and Mesh Peering Confirm Action frames, referred to as a Mesh Peering Management frame. The format of the Mesh Peering Close frame Action field is shown in Table 7-57v27 (Mesh Peering Close frame Action field format).

	· Mesh Peering Close frame Action field format 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Self-protected(Ed) Action
	

	· 
	Mesh ID
	

	· 
	Mesh Peering Management
	

	· 
	Vendor Specific
	One or more vendor-specific elements are optionally present. These elements follow all other elements except MIC element and Authenticated Mesh Peering Exchange element.

	· 
	MIC element
	MIC element is present when dot11MeshSecurityActivated is true.

	Last
	Authenticated Mesh Peering Exchange
	The Authenticated Mesh Peering Exchange element is present when dot11MeshSecurityActivated is true.


The Category field is set to the value in Table 7-24 (Category values) for category Self-protected(Ed).

The Self-protected(Ed) Action field is set to the value in Table 7-57v24 (Self-protected Action field values) representing Mesh Peering Close.
The Mesh ID field is set to the value in 7.3.2.99 (Mesh ID element).

The Mesh Peering Management field is set to the values in 7.3.2.102 (Mesh Peering Management element).

The MIC element (MICE) appears prior to the Authenticated Mesh Peering Exchange element in the Mesh Peering Open frame. The information following the MIC element through to the end of the Mesh Peering Close frame body is encrypted and authenticated (see 11C.5 (Authenticated Mesh Peering Exchange)).

· SAE overview

STAs, both AP STAs and non-AP STAs, can authenticate each other by proving possession of a password. Authentication protocols that employ passwords must be resistant to off-line dictionary attacks.

Simultaneous Authentication of Equals (SAE) is a variant of Dragonfly, a password-authenticated key exchange based on a zero-knowledge proof. SAE is used by STAs to authenticate with a password; it has the following security properties:

· The successful termination of the protocol results in a PMK shared between the two STAs.

· An attacker is unable to determine either the password or the resulting PMK by passively observing an exchange or by interposing itself into the exchange by faithfully relaying messages between the two STAs.

· An attacker is unable to determine either the password or the resulting shared key by modifying, forging, or replaying frames to an honest, uncorrupted STA.

· An attacker is unable to make more than one guess at the password per attack. This implies that the attacker cannot make one attack and then go offline and make repeated guesses at the password until successful. In other words, SAE is resistant to dictionary attack.

· Compromise of a PMK from a previous run of the protocol does not provide any advantage to an adversary attempting to determine the password or the shared key from any other instance.

· Compromise of the password does not provide any advantage to an adversary in attempting to determine the PMK from the previous instance.

Unlike other authentication protocols SAE does not have a notion of an “initiator” and “responder” or of a “supplicant” and “authenticator.” The parties to the exchange are equals, with each side being able to initiate the protocol. Each side may initiate the protocol simultaneously such that each side views itself as the “initiator” for a particular run of the protocol. Such a peer-to-peer protocol can be used in a traditional client-server (or supplicant/authenticator) fashion but the converse does not hold. This requirement is necessary to address the unique nature of MBSSs.

The parties involved will be called STA-A and STA-B. They are identified by their MAC addresses, STA-A-MAC and STA-B-MAC, respectively. STAs begin the protocol when they discover a peer through beacons and probe responses, or when they receive an IEEE 802.11 authentication frame indicating SAE authentication from a peer.

SAE is an RSNA authentication protocol and is selected according to 8.4.2.
SAE shall be implemented on all mesh STAs to ensure interoperability.
· Mesh Peering Management 
· General

The Mesh Peering Management protocol is used to establish, maintain, and close mesh peerings between mesh STAs when dot11MeshSecurityActivated is false. When dot11MeshSecurityActivated is true, the peers must establish an authenticated mesh peering using the Authenticated Mesh Peering Exchange (AMPE) protocol. The AMPE protocol requires an existing Mesh PMKSA. If a Mesh PMKSA with the candidate peer mesh STA exists it shall be used with AMPE. If no Mesh PMKSA exists the peers must first authenticate with SAE to establish a Mesh PMKSA. See 11C.5 (Authenticated Mesh Peering Exchange) for AMPE protocol details.

Figure 11C-1 (Logical flowchart of protocol interaction in Mesh Peering Management framework) shows the logical flow of protocol interactions in the peering management framework.
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	· Logical flowchart of protocol interaction in Mesh Peering Management
framework


A mesh STA shall assign a unique AID to every peer mesh STA during the mesh peering establishment procedure. AID is used to encode the TIM element in the Beacon frame (see 7.3.2.6 (TIM element)). AID 0 (zero) is reserved to indicate the presence of buffered groupcast MSDUs and MMPDUs.

The MPM protocol uses Mesh Peering Open frames, Mesh Peering Confirm frames, and Mesh Peering Close frames to establish, manage, and tear down a mesh peering.

The protocol succeeds in establishing a mesh peering when the following requirements are satisfied: 1) both mesh STAs have sent and received (and correctly processed) a Mesh Peering Open frame for this mesh peering; 2) both mesh STAs have sent and received (and correctly processed) a corresponding Mesh Peering Confirm frame for this mesh peering.


Mesh STAs shall not transmit frames other than the ones used for candidate peer mesh STA discovery, Mesh Peering Management, and SAE to a neighboring mesh STA until a mesh peering has been established with the mesh STA. 

· 
· 



	

	


· Mesh peering instance controller

· Overview

A mesh STA uses a mesh peering instance controller to manage all mesh peering instances .
The mesh peering instance controller performs the following functions:

· Create and destroy MPM finite state machines and AMPE finite state machines

· Manage instance identifiers for each mesh peering instance

· Manage Mesh TKSAs for each mesh peering instance when dot11MeshSecurityActivated is true

· Pre-process the incoming Mesh Peering Management frames and pass the frames to the finite state machine with matching instance identifier

· Pass internal command to the finite state machine with matching instance identifier
A mesh peering instance is identified by a mesh peering instance identifier. In case dot11MeshSecurityActivated is false, the mesh peering instance consists of the localLinkID, peerLinkID, localMAC, and peerMAC. If dot11MeshSecurityActivated is true, the mesh peering instance consists of the localLinkID, peerLinkID, localMAC, peerMAC, and additionally the PMKName from the Mesh Peering Management element.

localMAC is the MAC address of the mesh STA that is being used with this mesh peering instance. peerMAC is the MAC address of the peer mesh STA or the candidate peer mesh STA. localLinkID is an integer generated by the mesh STA. peerLinkID is an integer generated by the peer mesh STA or the candidate peer mesh STA.The localLinkID shall be unique among all existing link identifiers used by the mesh STA for its Mesh Peering Management finite state machines. The mesh STA selects the localLinkID to provide high assurance that the same number has not been used to identify a recent Mesh Peering Management finite state machine. The peerLinkID is supplied by the peer mesh STA or candidate peer mesh STA in the Mesh Peering Management element (7.3.2.100) of the Mesh Peering Open and Confirm frames.

A mesh peering instance is controlled by an MPM finite state machine (see Table 11C-1 (Mesh Peering Management finite state machine)) or an AMPE finite state machine (see Table 11C-2 (Authenticated Mesh Peering Exchange finite state machine)).

· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· Creating a new mesh peering instance 
The mesh peering instance controller creates a new mesh peering instance after either of the following two events:
· The receipt of a Mesh Peering Open frame from a candidate peer mesh STA according to the rules of 11C.3.3 Mesh Peering instance selection
· The receipt of an MLME-MeshPeeringManagement.request with a Mesh Peering Open frame
A unique local link ID shall be generated for the mesh peering instance. If the mesh peering instance is established by Authenticated Mesh Peering Exchange, a random local nonce shall be generated for identifying the mesh peering instance as well. 

A mesh STA may create multiple mesh peering instances to establish a peering with the same candidate peer mesh STA.

· Setting a mesh peering instance peerLinkID
The decision to update an existing mesh peering instance is made while selecting a Mesh Peering instance after reception of a Mesh Peering Management frame (see 11C.3.3 Mesh Peering instance selection).  The update occurs when the peerLinkID of a mesh peering instance is still unknown (for example, after sending a Mesh Peering Open without receiving any Mesh Peering Open nor Mesh Peering Confirm).
11C.3.2.4 Deleting mesh peering instances

A mesh peering instance shall only be deleted if it is in the IDLE state.  When the deletion occurs, the Mesh TKSA that is bound to the mesh peering is deleted.




11C.3.3 Mesh peering instance selection

The content of a Mesh Peering Management frame and the list of mesh peering instances in the mesh peering instance controller determine whether

· A new mesh peering instance is created (see 11C.3.2.2)

· An existing mesh peering instance is used 
If the Mesh Peering Protocol Identifier field in the Mesh Peering Management element indicates “Mesh Peering Management Protocol,” the Authenticated Mesh Peering element and MIC element, if present in the frame, shall be ignored.

If the Mesh Peering Protocol Identifier field in the Mesh Peering Management element indicates “Authenticated Mesh Peering Exchange” and the Authenticated Mesh Peering Exchange element or MIC element is not included in the frame, the frame shall be silently discarded.

If the frame contains a group address in TA or RA, it shall be silently discarded.

If the Mesh Peering Management frame has not been silently discarded, the mesh peering instance controller locates a matching mesh peering instance identifier. A match is determined by checking the contents of the Mesh Peering Management Element with each peering instance. A match is found if all(Ed) the following conditions are true:

· The sender’s MAC address is the same as the peerMAC of the mesh peering instance

· The receiver’s MAC address is the same as the localMAC of the mesh peering instance

· The value of the Local Link ID field is the same as the peerLinkID of the mesh peering instance

· The value of the Peer Link ID field is the same as the localLinkID of the mesh peering instance 

If no match is found but there exists a mesh peering instance for which:
· The sender’s MAC address is the same as the peerMAC of the mesh peering instance

· The receiver’s MAC address is the same as the localMAC of the mesh peering instance
· The value of the Peer Link ID field is the same as the localLinkID of the mesh peering instance
· The peerLinkID of the mesh peering instance has not been set
then the mesh peering instance will be deemed a match and its peerLinkID shall be set to the value of the Local Link ID field

If the incoming frame is a Mesh Peering Open frame and no matching peering instance was found, a new mesh peering instance is created (and a new Mesh TSKA if dot11MeshSecurityActivated is true).  See 11C.3.2.2 Creating a new mesh peering instance.
If the incoming frame is a Mesh Peering Confirm or Mesh Peering Close frame and no matching mesh peering instance is found, it shall be silently discarded.

If the incoming Mesh Peering Management frame is for AMPE the received frame must be further processed as follows:

· If the chosen PMK from the received frame is different than the PMKName that identifies the valid Mesh PMKSA established with the candidate peer mesh STA the frame shall be dropped.

· If the localNonce in the mesh peering instance is different than the Peer Nonce field of the received frame, the frame shall be dropped.

· If the peerNonce in the mesh peering instance exists and is different than the Local Nonce field of the received frame, the frame shall be dropped.

· If the peerNonce in the mesh peering instance does not exist, the Local Nonce field in the received frame shall be copied to the peerNonce field.

11C.3.4 Mesh Peering Open
11C.3.4.1 Generating Mesh Peering Open frames
A Mesh Peering Open frame is generated as a result of a sendOpen() action (see 11C.4.4.3 Events and actions).
The contents of the frame are described in 7.4.14.2.2 (Mesh Peering Open frame details).
11C.3.4.2 Mesh Peering Open processing

The mesh STA checks that the Mesh ID element and Mesh Configuration element of the Mesh Peering Open frame is identical to its own mesh STA configuration as specified in 11C.2.3 (Mesh profile) and 11C.2.4 (Mesh STA configuration). If a mismatch is found the frame shall be rejected with a reason code of MESH-CONFIGURATION-POLICY-VIOLATION and the mesh peering establishment attempt shall be terminated.

When the mesh STA has established a Mesh PMKSA with the candidate peer mesh STA, the mesh peering instance controller shall silently discard the Mesh Peering Open frame in the following two conditions:

· The Mesh Peering Open frame supports Mesh Peering Management protocol and the negotiated active authentication is SAE, or

· The Mesh Peering Open frame supports AMPE but the mesh STA does not support the Mesh PMKSA as identified by PMKName in the Chosen PMK field in Authenticated Mesh Peering Exchange element.

If the Mesh Peering Open frame is not discarded, the mesh peering instance controller actively rejects or accepts the mesh peering open request (see 11C.4.4 Mesh Peering Management finite state machine (MPM FSM)). If dot11MeshAcceptingAdditionalPeerings is set to zero the Mesh Peering Open request shall be rejected with reason code MESH-MAX-PEERS. 
The mesh peering open request may be rejected due to an internal reason with a reason code of MESH-PEERING-CANCELED. 
If the Mesh Peering Open request is rejected, the REQ_RJCT event shall be passed with the specified reason code to the protocol finite state machine to actively reject the mesh peering open request.

NOTE—Example internal reasons to reject new mesh peering request could be the mesh STA has reached its capacity to set up more mesh peering, the mesh STA is configured to reject mesh peering request from another specific peer mesh STA.

11C.3.5 Mesh Peering Confirm
11C.3.5.1 Generating Mesh Peering Confirm frames
A Mesh Peering Confirm frame is generated as a result of a sendConfirm() action (see 11C.4.4.3 Events and actions).

The contents of the frame are described in 7.4.14.3.2 (Mesh Peering Confirm frame details).

11C.3.5.2 Mesh Peering Confirm processing

The mesh STA checks that the Mesh ID element and Mesh Configuration element of the Mesh Peering Confirm frame match its own mesh STA configuration as specified in 11C.2.3 (Mesh profile) and 11C.2.4 (Mesh STA configuration). If a mismatch is found, the frame shall be rejected with reason code MESH-INCONSISTENT-PARAMETERS. 

Otherwise, the mesh STA accepts the Mesh Peering Confirm frame and performs the actions described in 11C.4.4 (Mesh Peering Management finite state machine (MPM FSM)). 

11C.3.6 Mesh Peering Close

11C.3.6.1 Generating Mesh Peering Close frames
The contents of the frame are described in 7.4.14.4.2 (Mesh Peering Close frame details).
A Mesh Peering Close frame is generated as a result of a sendClose() action (see 11C.4.4.3 Events and actions).
When the Mesh Peering Close is generated as a result of a CNCL event, the reason code is MESH-PEERING-CANCELLED
When the Mesh Peering Close is generated as a result of a CLS_ACPT event, the reason code is MESH-CLOSE-RCVD

11C.3.6.2 Mesh Peering Close processing

The mesh STA shall reject the Mesh Peering Close frame if the value in the Mesh ID element is not the same as the mesh STA’s mesh profile. Otherwise, the mesh STA accepts the Mesh Peering Close frame and performs the actions described in 11C.4.4 (Mesh Peering Management finite state machine (MPM FSM))..
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