March 2011

doc.: IEEE 802.11-11/0420r1

IEEE P802.11
Wireless LANs

	Adding 802.1X Authentication Support to 802.11s

	Date:  2011-03-16

	Author(s):

	Name
	Affiliation
	Address
	Phone
	email

	Dan Harkins
	Aruba Networks
	1322 Crossman Avenue, Sunnyvale, CA, 94089, USA
	+1 408 227 4500
	dharkins at arubanetworks dot com

	Peter Yee
	NSA/IAD
	2831 Mission College Blvd., Santa Clara, CA 95054, USA
	+1 408 566 2836
	pyee at rsa dot com



Modify section 7.3.2.98.6 as indicated:
7.3.2.98.6 Authentication Protocol Identifier

The Authentication Protocol Identifier field indicates the type of authentication protocol that is currently used to secure the MBSS. Table 7-43bj5 (Authentication Protocol Identifier values) provides the authentication protocol identifier values defined by this standard.

	Table 7-43bj5—Authentication Protocol Identifier values 

	Value
	Meaning

	0
	No authentication method is required to establish mesh peerings within the MBSS

	1
	SAE defined in 8.2a (Authentication using a password)

	2
	802.1X authentication

	3–254
	Reserved

	255
	Vendor specific

(The active authentication protocol is specified in the Vendor Specific element)


When the Authentication Protocol Identifier field is 255, the active authentication protocol is specified by the Vendor Specific element that is present in the frame. The content of the Vendor Specific element is beyond the scope of this standard. (See 7.3.2.26.)

Modify section 7.3.2.98.8 as indicated:
7.3.2.98.8 Mesh Formation Info

The format of the Mesh Formation Info field is shown in Figure 7-95o131 (Mesh Formation Info field).

	B0
	B1
B6
	B7

	Connected to Mesh Gate
	Number of Peerings
	 Connected to AS

	Bits: 1
	6
	1

	· Mesh Formation Info field


The Connected to Mesh Gate field is set to 1, if the mesh STA has a mesh path to a mesh gate, and set to 0 otherwise.

The Number of Peerings field contains an unsigned integer that indicates the number of mesh peerings currently maintained by the mesh STA or 63, whichever is smaller.
The Connected to AS field is set to 1 if the Authentication Protocol Identifier is set to 2 (indicating 802.1X authentication) and the mesh STA has an active connection to an AS. 
Note: when an AS is co-located with an 802.1X authenticator an active connection is implicitly true.
Modify section 11C.2.7 as indicated:
· Candidate peer mesh STA

When a mesh STA discovers a neighbor mesh STA through the scanning process, it may try to become a member of the mesh BSS of which the discovered mesh STA is a member, and establish a mesh peering with the neighbor mesh STA. The discovered neighbor mesh STA shall be considered a candidate peer mesh STA if and only if all of the following conditions are met:

· A Beacon or Probe Response frame is received from the discovered neighbor mesh STA.

· The Accepting Additional Mesh Peerings subfield in the Mesh Capability field in the received Beacon or Probe Response frame equals 1.

· The received Beacon or Probe Response frame indicates that the neighbor mesh STA uses the same mesh profile as the mesh STA.

· The received Beacon or Probe Response frame indicates that the neighbor mesh STA uses the same BSSBasicRateSet as the mesh STA.

If both the scanning mesh STA and the discovered neighbor STA are HT STAs, the following condition shall be met to consider the discovered mesh STA a candidate peer mesh STA.

· The received Beacon or Probe Response frame indicates that the neighbor mesh STA uses the same BSSBasicMCSSet as the mesh STA.

NOTE 1— If the scanning mesh STA has not become a member of any MBSS yet, it might(Ed) simply activate the same mesh profile as the discovered neighbor mesh STA’s profile to fulfill these conditions.

Additionally, if the scanning mesh STA has dot11MeshSecurityActivated set to true and the dot11MeshActiveAuthentication protocol is 802.1X, the following condition shall be met to consider the discovered mesh STA a candidate peer mesh STA.

f) Either the scanning mesh STA has an active connection to an AS or the discovered mesh STA has the “Connected to AS” bit in the Mesh Formation field in the Mesh Configuration Element set to one in a received Beacon or Probe Response frame.
Modify section 11C.3.1 as indicated:

· General

The Mesh Peering Management framework supports all functions to establish, manage, and tear down mesh peerings. When dot11MeshSecurityActivated is true, the mesh STA shall manage mesh peerings and Mesh TKSAs for each peer mesh STA.

MBSS peering management functions shall be invoked after a candidate peer mesh STA has been discovered via the candidate peer mesh STA discovery procedure described in Candidate peer mesh STA. Mesh STAs shall not transmit frames other than the ones used for candidate peer mesh STA discovery, Mesh Peering Management, and SAE to a neighboring mesh STA until a mesh peering has been established with the mesh STA. Upon successful completion of a mesh peering, mesh STAs may transmit other frames, such as Mesh Action frames, to maintain the integrity of the mesh BSS.

Depending on the setting of dot11MeshSecurityActiviated, one of the following protocols shall be invoked to establish a mesh peering with a candidate peer mesh STA:

· When dot11MeshSecurityActivated is false, the Mesh Peering Management (MPM) protocol is used to establish and manage the mesh peering with the candidate peer mesh STAs. See 11C.4 (Mesh Peering Management) for MPM protocol details.

· When dot11MeshSecurityActivated is true, the peers must establish an authenticated mesh peering using the Authenticated Mesh Peering Exchange (AMPE) protocol. The AMPE protocol requires an existing Mesh PMKSA. If a Mesh PMKSA with the candidate peer mesh STA exists it shall be used directly with AMPE. If no Mesh PMKSA exists the peers must first authenticate to establish a Mesh PMKSA, see 11C.5 (Authenticated Mesh Peering Exchange).

The Authenticated Mesh Peering Exchange includes the Mesh Peering Management protocol but differs in that it has additional requirements on creation and processing of frames. The successful completion of AMPE establishes the mesh peering and Mesh TKSA with the peer mesh STA, and the mesh TK and MGTKs are installed. Upon failure of AMPE, the mesh STA shall terminate the mesh peering establishment procedure with the current candidate peer mesh STA.


Figure 11C-1 (Logical flowchart of protocol interaction in Mesh Peering Management framework) shows the logical flow of protocol interactions in the peering management framework.

Replace figure 11C-1 with the figure below:
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Figure 11C-1 Logical flowchart of protocol interaction in Mesh Peering Management
framework
Create new section 11.3.2 and increment the remaining sections, and their subsections, under 11.3
11C.3.2 Mesh Authentication

In order to create a secure peering, mesh STAs must first authenticate each other and create a Mesh PMKSA. This can be done using either SAE or 802.1X. Mesh STAs shall support SAE authentication (see 8.2a (Authentication using a password)) using a pre-shared secret with the candidate peer mesh STA. Optionally, mesh STAs may support 802.1X authentication.

When dot11MeshActiveAuthenticationProtocol is SAE the scanning mesh STA shall initiate SAE to the candidate mesh STA. If SAE terminates unsuccessfully, the scanning mesh STA shall terminate the peering establishment procedure. Otherwise, the PMK that results from successful SAE authentication shall be used to create a Mesh PMKSA.
When dot11MeshActiveAuthenticationProtocol is 802.1X, then the scanning mesh STA shall initiate the Mesh Peering Management protocol to establish a peering. If the Mesh Peering Management protocol fails then the scanning mesh STA shall terminate the peering establishment procedure. Otherwise, 802.1X authentication shall be performed between the two peers according to the following:

1) If only one mesh STA has the Connected to AS field set to 1, that STA shall act as the 802.1X authenticator and the other STA shall act as the 802.1X supplicant; 
2) If both mesh STAs have the Connected to AS field set to 1, then the mesh STA with the higher MAC address shall act as the 802.1X authenticator  and the other mesh STA will act as the 802.1X supplicant.
If 802.1X authentication fails the peering establishment procedure shall be terminated and the peering established above shall be closed. Otherwise, the peering established above shall be closed and a Mesh PMKSA shall be created using the PMK that resulted from successful 802.1X authentication.
Modify section 11C.3.2.1 as indicated:
· Functions

The mesh peering instance controller may provide useful information to the mesh STA discovery procedure depending on the outcome ofauthentication, MPM, and AMPE to make candidate peer mesh STA discovery more effective.

· If authenticationexecution fails, depending on the reason of failure , the mesh STA may or may not discover the same candidate peer mesh again through the candidate peer mesh STA discovery procedure.

In annex D, modify the following:
dot11MeshActiveAuthenticationProtocol OBJECT-TYPE



SYNTAX INTEGER { Null (0), SAE (1), 802.1X (2), VendorSpecific (255) }



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

Changes take effect for the next MLME-START.request.

This attribute shall specify the active authentication protocol."



DEFVAL { Null }
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This document proposes changes to 802.11s to resolve CID 2290 arising from the second recirculation Sponsor Ballot for 802.11s (Draft 9.0).
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