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Minutes of JTC1 Ad Hoc Meeting Tuesday, 18 Jan 11
· Meeting Document (11/130)
· The Chair reviewed the patent policy slides and the general agenda slides, minutes approval slides.

· The chair reviewed the detailed meeting agenda items contained on slides 9- 10.

· The agenda was approved as presented.

· Dorothy, David: passed by UC

· The chair reviewed the minutes from the Dallas JTC1 adhoc meetings.

· The Minutes were approved.

· Dorothy, IAN: passed by UC

· Slide 13:

· The Chair reviewed the Dallas 802 ExCom adhoc meeting relating to the ISO activities that may be relevant to 802.

· The chair noted that as a result of this adhoc, the scope of the 802.11 adhoc has been expanded to include all of 802 topics, not just 802.11 specific topics.

· Slide 14:

· The Chair reviewed the documents liaised to SC6 since the last meeting and showed the history of the document submission to SC6.

· Slide 15:

· The Chair reviewed the two documents that 802 liaised to SC6 as a result of the November meeting, and reviewed the status of the responses from SC6 national bodies.

· Bruce Kraemer reviewed an issue that came up at the IEEE Board of Governor’s meeting and the International AdHoc that resulted in a requirement that any communications between the IEEE and other bodies that have a relation to China to be approved by the BoG.

· With regards to the specific liaison documents that were approved at the November meeting, the second liaison document (written to be sent from the 802 chair) was delayed in part by this new process.

· Slide 16 and 17:

· The Chair reviewed the liaison statement responses relating to the conflicting Information Elements in the WAPI draft.

· One by the Swiss NB and one by the China NB. (provided as attachments in the slides)

· Slide 18:

· The Chair reviewed a list of potential concerns with the paths suggested by the Swiss and China NB and the precedent that this sets and the potential for future mis-use of the process.

· The group discussed the practical implications of trying to re-assign 11k numbers event if that was the decided path.

· Slide 19:

· The Chair discussed the possible paths forward as far as what the response from 802.11 regarding the recommendations of the two submissions. 

· Option 1: Do nothing additional? 1 participant agreed

· Option 2: Accept the recommendations of the two proposals from the two NBs?  6 participants agreed

· Option 3: A hard-line principled approach and refuse the recommendations? 7 participants agreed

· Note: 15 participants in the room.

· The group discussed the process and timeline for deciding between the two dominant responses.

· Best to target final response prepared at the end of the March 2011 Plenary.

· The general consensus of the adhoc is to accept the proposal for adding PC text in 20011 draft and recommend to SC6 that 20011 also reserve NEW IEs, using the ANA process, going forward to transition to a non-overlapping set of IEs....however there will be no changes to the current ANA database or exception (dual use) notes added.

· The group later discussed the option to just pre-assign new IEs for use by SC6 20011 that don't conflict with 802.11 use without having to follow the documented ANA process.

· 8 participants agreed

· 1 participant disagreed

· Final adhoc consensus was roughly:

· 1. Endorse the addition of PC text in the ISO 20011 draft to account for the  IE collision between WAPI and 802.11k.

· 2. Assign NEW IEs out of the ANA registry and forward them to SC6 and encourage them to transition to these new IEs going forward while using the PC text recommendation in the transition. (this does not require a request from SC6 to the 802.11 ANA)
· Slide 20-21
· The Chair reviewed the status of the ISO periodic review of standards that includes 8802-11 2005.

· The consensus in SC6 was to Re-affirm 8802-11.

· vote summary on the slide deck.
· The Chair reviewed a few comments received as part of the process.
· Slide 22-27
· The Chair reviewed the history and current status of the WAPI NP proposal and the status of the current draft, as well as the resulting comment resolution period for comments (and dispositions) received during the original New Project proposal ballot.

· The Chair reviewed the second liaison statement from 802 to SC6 as well as the one NB response to the comment disposition document.
· Slide 28:
· The Chair reviewed the status of the copyright issues relating to the WAPI draft and any issues relating to copyright.

· There was nothing new on this front presented at the session.
· Slide 29:
· The Chair reviewed a tangentially related topic that might be of interest to participants in the adhoc meeting relating to new/clean room designs of the internet.

· The Chair reviewed a submission by one NB that these future network topics should not be done without close liaison relationships with other SDOs.
· Tuesday meeting recessed.
Minutes of JTC1 Ad Hoc Meeting Thursday, 20 Jan 11
· Meeting called to order at 10:30 Pacific Time

· Chair welcomed attendees and reminded them to record attendance.

· Slide 30

· Expect China National Body to submit formal proposals for at least some of the items.

· The Chinese NB made proposals for an alternative to 

· 802.11 – new PHY and MAC

· 802.1X – proposal is based on TePA

· 802.1AE – proposal is TLSec

· 802.16 security – proposal is TAAA

· It was proposed that SC6 start Study Periods to examine these proposals before formal projects are started
· However, the documents were submitted too late for any formal resolutions to start Study Periods
· Slide 31 - security related proposals were based on TePa

· SC27 has approved TePA (Triple-Element Peer Authentication )
· TePA is essentially the authentication part of WAPI

· TePA is defined as an amendment to 9798-3 (Information technology -- Security techniques -- Entity authentication -- Part 3: Mechanisms using digital signature techniques)

· The security proposals (replacements of 802.1X, 802.1AE and 802.16 security) are all directly or indirectly based on TePA

· Slide 32 

· Two members of the 802.1 Security Task Group reviewed, during the Nov 10 plenary, the contribution to ISO/IEC JTC1 SC6 promoting a replacement to 802.1X/AE

· They concluded the contribution was misleading and inaccurate

· … comments on IEEE Std 802.1AE-2006/IEEE Std 802.1X-2010  are either inaccurate or could be misleading in a number of major respects particularly when presented those who are not familiar with the current state of the art of both bridging and security technology
· Discussion:

· Acknowledgement of need for CNB to collaborate with  802.1

· Premise is that SC6 will seriously consider existing international standards and how they compare with new projects being proposed. Concerned with duplicating effort with the industry.

· Need to determine if there is a flaw in 802.1X that warrants a wholesale replacement. 

· The complexity of the technology is high. People in SC6 don’t have the context. Need to present material so that folks will understand it.

· Broad assertions that something is broken. No detail. Need more detail. 

· Where there are articles in the press, personal experiences, will have weight. 

· 2 audiences – CNB experts, and SC6 representatives.

· Slide 33 – Criticism – "IEEE 802.1X-2010 doesn’t give a specific authentication mechanism."
· IEEE 802.1X fits within the EAP (Extensible Authentication Protocol) framework, thus allowing:

· The widest possible deployment both in existing networks that have made particular choices

· New developments in the field (pursued by large numbers of well informed engineers) to be taken advantage of as they occur - very important in security. 

· While it would indeed be possible to make one definite choice today from that which EAP provides, in an attempt to force all networks (whatever their needs and existing deployment) to choose between existing high quality offerings it is likely such a choice would be an arbitrary commercial decision and not improve use

· The EAP Framework and EAP Methods (for authentication) have been extensively documented in IETF RFCs.
· 2 factor authentication, use of SIM credentials, diversity of application sin the marketplace, need to retain and enable that diversity going forward. .1X is a good national platform, very flexible

· Isn’t a standard supposed to encourage interoperability and a limited set is better? What is the perfect method? Don’t know? Market and customers decide and innovate. In initial 802.11i work, considered using Kerberos as a single method, moved away from this because of market needs, desire to grow the market to encompass more application spaces. 

· Need to convert this info to understandable, actionable info to SC6 members. Get co-authors of the document from SC6 members. Have done socialization in the past – difficult process. 

· Should we put the presentation together now, have a version to review in March. Yes, plan to do this, get volunteers.

· Slide 34 –Criticism- "Authentication in 802.1x is just between client and server. The LAN switch doesn’t have an identity and is not authenticated."
· Misleading. The authentication is mutual authentication and there is no possibility of a "man in the middle attack" substituting a different switch.

· The scenario with regard to the LAN switch's authentication in this respect is just like that for an 802.11 AP.

· The authentication server, switch, and client all participate in the authentication exchange.

· Of course when a network administrator is constructing the network he/she will require that any switch added to the network also authenticate itself as a client (or some equivalent procedure) and 802.1X key management for 802.1AE works in such a way that switches can authenticate each other (neighbour to neighbour at an appropriate peer level) without loops of mutually dependency and can quickly recover an existing authentication for a link that has gone down and come up again so that the network is robust and does not impose an excessive load on a central server during times of high change.
· The authenticator can have any credential required for the EAP method. Entity terminating EAP is not the same as the entity terminating 802.1X. In deployments, need to scale. Issue seems to be raised re: implementations.
· Review .11 situation. Claim that because the AP isn’t authenticated by the client, there’s an issue. EAP is decapsulated from the 802.1X. Complaint is not about the standard, is about the deployment.
· Assumption - the client trusts that the back end was done right. 

· Could deploy in such a way that there isn’t a RADIUS shared secret, info sent in the open. The way the spec is writted, the AP could implement EAP. 

· Complaint is about the deployment optimization.

· Deployment is reasonable. Standard enables current deployments.

· Not a lot of security work ongoing now in 802.1X. Done what is seen as needed. Innovation is continuing in IETF.
· Slide 35 – "Hop-by-Hop Encryption." "It requires LAN switch decrypt each received packet with one key, encrypt with another key, and then transmit it“
· Encryption is indeed "hop-by-hop" but this neglects the fact that at one level (a customer C-VLAN level for example) one hop could in fact be across an entire network of provider bridges or provider backbone bridges.

· The alternative to "hop-by-hop" is end to end, however the desired "ends" in a layer 2 network very rarely (from real experience) correspond to the addressed stations but run the gamut from an access link to across an entire network (see above). Moving (wholly nor partially toward ) end to end in the sense of the source MAC end-station to the destination MAC end-station would mean that stations communicating with many others (or switches proxying for such stations) would require a separate cryptographic key and key schedule for each such pair-wise communication.

· Discussion: hop-by-hop does not equal link by link.

· Response is not at the same level tone as the accusation. We will need to edit the response for the audiences – matching detail, tone, etc.

· Slide 36 - "Hop-by-Hop Encryption." "It requires LAN switch decrypt each received packet with one key, encrypt with another key, and then transmit it“
· Ensuring rapid access to the amount of date required for each key for stations hat have a very large number of such peers would have a very large cost or performance impact, and would require special key sharing mechanisms for multicast throughout the entire network (not just on an access LAN). 802.1AE requires only a pair of keys per port (for non-stop operation even during times of key refresh/change as required by security policies). If end-to-end (host to host) encryption is truly desired then the use of IPSEC is strongly indicated and it is certainly undesirable to attempt to replace IPSEC with something that is just LAN specific. Note that a previous security standard, IEEE Std 802.10-1992, specified end to end encryption at the LAN link layer, found no or very little adoption, and was eventually withdrawn in 2004.
· How similar is 802.10 to what they are proposing?

· 802.10 had several parts – had encryption between LLC and MAC. Separate key management specification, used OSI framework. Within a LAN could do end-to-end. Not beyond the scope of a spanned network. 

· Slide 37 – "High Latency, High cost."
· These statements are not substantiated in any way, nor is any alternative that meets all 802.1AE requirements and goals suggested.

· The Cipher Suite specified in IEEE Std 802.1AE (GCM-AES) is the best, most efficient, known and the only practical NIST approved Cipher Suite for use at these speeds.

· Security and performance goals against which these statements could be evaluated are not provided

· No alternate Cipher Suite is suggested

· t is appreciated that a small additional delay is incurred whenever encryption/decryption occurs, but GCM-AES has the characteristic of being "on-line" in the sense used in its defining document (NIST SP 800-38D), that is to say the length of the data does not have to be known (not all the data needs to be yet available) before beginning encryption/decryption/integrity protection operations on a particular frame.

· A more accurate characterization of latency (dependent on the degree of parallelism/pipelining used in any particular implementation, and the number of switches traversed) is therefore required before describing it as "high".
· Discussion:

· GCM used to encrypt links at 10Gbps. 

· Emphasize that statements are not substantiated, are vague, need more detail.

· Claims contradict each other – hop by hop does introduce more cost.

· Do they really want answers? Motivations? 

· GCM in hardware with pipelining.

· Goal for them is a ciphersuite that they control/own

· Strong theme of national standards. If they intend to implement what is in national boundaries – we wouldn’t care. Making it international standards. International trade laws – issue is that when international standard – then mandate that use in a country.

· Have market decide, rather than govt regulators.

· Slide 38 – “Flood is more terrible”
· A simply unsubstantiated judgment statement about the hop-by-hop vs “end-to-end” issue.

· A switch that is built to be able to interoperate with arbitrary neighbouring switches and end stations (some security capable, some not) will have to be capable of encrypting/decrypting to the per-port level/granularity in any case so it is unlikely that there will be implementation cost saving in a high performance switch by avoiding encrypt/decrypt at some times.
· Slide 39 – "Flood is more terrible". "If the attacker sends a lot of frames with unknown MAC_D, it can affect performance of the switch".
· This point should not serve as a criticism of 802.1AE but to point out how important it is that a switch verify the integrity/origin of a frame on reception (i.e. per port), rather than flooding it through the network and potentially sending that frame to a large number of other switches (some of which might in turn further flood the frame).

· Reducing the encryption/decryption load on a switch by allowing it to propagate a problem to other switches in the network is not a positive step.

· If the attacker sends frames with addresses that conflict with properly used addresses, then all traffic with those addresses can be affected in a bridged network. 

· The contribution contains a proposal for a "new" protocol which appears to suffer from this very significant flaw.
· Slide 40 – The presentation goes onto to propose the "TLSec Protocol".
· This appears to be just (or substantially) 802.1AE MACsec with communication run over a VLAN instead of under all VLANs.

· In particular it appears to be arrangement of the interface stacks so that the C-VLAN tagging component is positioned underneath MACsec instead of above it. 

· In this respect it appears almost equivalent to the arrangement already described in 802.1AE clause 11.7 "MACsec in Provider Bridged Networks", but using the C-VLAN TAG (81-00) instead of the S-VLAN TAG 

· So the claimed new "TLSec Protocol" is a really just a copy of existing IEEE Standards (even down to using terms/labels from 802.1AE and 802.1Q).
· Discussion: Using an extablished option, with some modifications (like WAPI)

· Need to get some expertise here.

· Slide 41 – The presentation goes onto to propose the “TLSec Protocol”.

· No analysis is presented of the interworking/interoperability challenges that follow such an interface stack rearrangement

· In particular it is not clear whether the value of the VLAN identifier (VID) is integrity protected (in which case it cannot be changed between source and destination) or not (in which case data/origin integrity is compromised).

· No analysis is presented of the desirability of having a network with insecure switches internally at which traffic could be injected that would appear to peer with secure switches/clients (how is it possible to manage such switches, what happens to secure multicast addressed to stations attached to them, and the myriad of issues that require thorough understanding of the bridging standards etc.).

· No consideration/acknowledgment is made of the fact that 1AE Clause 11.7 effectively already provides such an arrangement (traffic secured over a provider network) in a way that either avoids a number of interoperability/interworking issues or makes it clear how they are to be addressed.
· Slide 42 – To conclude

· Though it is always possible that new interworking arrangements become desirable as technology and network arrangements change, the contribution is misleading on a number of issues and neglects issues that were extensively discussed either before work began on IEEE 802.1AE/802.1X-2010 or during development of those standards.

· To the extent that the contribution largely involves rearrangement of elements specified in IEEE 802.1AE/IEEE 802.1X/IEEE 802.1Q, the IEEE 802.1 Working Group is continually in receipt of proposals that add to/extend/rearrange those elements.

· All such proposals need to be considered from the point of view of mutual interference/interworking/interoperability.

· IEEE 802.1 has developed considerable expertise in considering such issues over a number of years and it is not helpful to have another standards organization undertake an independent rearrangement of elements specified in 802.1AE and 802.1Q.
· Next steps: 

· Need to put material together.

· Get 802.1 folks involved.

· Additionally ask for what the requirements are. 

· Next meeting is June 20, 2011.

· Need to consider International Ad-hoc (India in 2 weeks, US meeting in June), convey what we’re doing to the International Ad-hoc folks.

· Thursday meeting adjourned
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