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1. Document Control

1.1 Version Control

	Version
	Date
	Description
	Amended by

	0.1
	2/12/2010
	First Draft – extracted from HAN RFI discussion paper version 0.9
	Harry Koller
Dr Martin Gill

	0.2
	2/12/2010
	Accept edits from M. Gill
	Harry Koller


	0.3
	6/12/2010
	Finalised by the BRWG 


	Dr. Martin Gill



	0.4
	15/12/2010
	Update from NSSC meeting endorsement
	Harry Koller

	1.0
	15/12/2010
	Baseline version for release
	Harry Koller

	1.1
	20/12/2010
	Minor Amendments
	Samantha Dutka


1.2 Approval
	Authorised by
	Signature
	Date

	Program Director, NSMP
	No signature in the WORD version
	15 December 2010


1.3 References

The following documents are referred to in this document.

	Document Name
	Version

	NSMP Smart Meter Infrastructure Functionality Specification
	V1.1 (15 December 2010)


2 Introduction

2.1 Background

The National Smart Metering Steering Committee (NSSC) has issued a Smart Metering Infrastructure Minimum Functionality Specification (version 1.1). This specification details the functionality requirements for Smart Metering Infrastructure (SMI) and associated infrastructure performance levels that will apply to metered electricity customer installations where a smart metering infrastructure roll out is mandated by a Jurisdictional Minister.

The HAN minimum functionality requirements (section 7.9) in the SMI F.S. (version 1.1) are included in this Request for Information (RFI) document (see section 3 of the RFI).
All functionality requirements and infrastructure performance levels are minimum requirements only and do not limit the implementation of smart metering infrastructure that has functionality or performance levels that exceed the specification.

The NSSC is required under its terms of reference to provide advice to the Ministerial Council on Energy (MCE) and Standing Committee of Officials (SCO) on an open standard to support the provision of a Home Area Network (HAN) for customers using the SMI.

On behalf of the MCE, the NSSC is issuing this Request for Information to Standard organisations to provide information on the capabilities of their HAN standard to meet the minimum functionality requirements for a HAN.

2.2 Objectives

The objectives of the HAN RFI are to confirm that:

the HAN minimum functionality requirements are clearly understood and unambiguously stated; and 
one or more standards are capable of meeting the minimum functionality requirements for a HAN Interface.
Any organisation that does not respond is unlikely to have their standards considered for adoption.
Standard organisations should note that although it is not essential that MCE endorse a HAN Open Interface Standard prior to June 2012, it is important that NSSC prepare a recommendation to SCO/MCE on the minimum functionality requirements for a HAN Interface Standard and that NSSC confirm that these requirements can be met by one or more standards. This will allow business procedures to be developed to support the rollout of HAN services to customers in Victoria and later in other jurisdictions.
2.3 Review timetable

The NSSC has approved the following timetable for the HAN RFI review:

· 20 December 2010: Issue RFI to Standards Organisations
· 21 January 2011: Standards Organisations to register their participation via email

· 31 January 2011: Closing date for questions

· 11 February 2011: Submissions due date

· 14 to 25 February 2011: Prepare initial evaluation and first draft of review to be send to Business Requirements Working Group (BRWG)
· 8/9 March 2011: 1st BRWG workshop review 

· 29/30 March 2011: Final BRWG workshop review 

· 12 April 2011: Submission of RFI report to NSSC

· 20 April 2011: NSSC meeting
· May 2011: Issue HAN Interface Standard Report to SCO/MCE
2.4 Independent Validation of RFI Responses

Please provide a means that the NSSC can employ to independently validate your responses to this RFI.

The NSSC reserves the right to independently conduct its own reference checks of your responses.

2.5 HAN Interface Standard Evaluation Criteria

Section 3 of this RFI sets out the RFI questions from Standard organisations by evaluation criteria. The following weights will be applied to the valuation criteria by the BRWG in assessing each HAN Interface standard:

	Evaluation Criteria (from Section 3 RFI Questions)
	Weight

	3.1
Standard organisation and governance
	10%

	3.2
Minimum functionality requirements (application layer)
	40%

	3.3
Physical architecture
	5%

	3.4
Testing and certification requirements
	20%

	3.5
HAN Device commissioning and HAN security
	20%

	3.6
Other functionality requirements
	5%


2.6 Terms and Conditions

Participation in any stage of the RFI process, or in relation to any matter concerning this process, will be at the Responder's sole risk, cost and expense. The NSMP shall not be responsible in any circumstances for any costs or expenses incurred by any Responder in preparing or lodging an RFI, in taking part in this process, or in taking any action related to this process.

The data obtained from this request for information will be treated confidentially by the NSSC and AEMO. 

The public RFI evaluation report submitted to SCO/MCE will present a summary evaluation for each standard
. 

The Secretariat requests the right to seek clarification or additional information from any Responder to the RFI.

2.7 Further information and queries

Standards organisations may submit questions in writing to the Secretariat regarding the RFI by 31 January 2011 to our email address of HANRFI@aemo.com.au. 

All queries and responses will be provided to all organisations.
2.8 Lodgement details

Standards organisations are requested to register their participation by 21 January 2011 to our email address: HANRFI@aemo.com.au
Standards Organisations as requested to provide electronic submissions, filling in the tables in this document, by close of business 11 February 2011.
Vendors may provide other information in support of their submission.
The email address for lodging submissions is: HANRFI@aemo.com.au
3 HAN Interface Standard Questions

3.1 Standard organisation and governance

	Questions
	Response

	1. Please describe the association/alliance.

2. Please describe the governance structure of the association/alliance

3. Describe relationships with other alliance bodies

4. Who is eligible for membership of the association/alliance and how much does it cost to be a member?

5. Please list major members of the alliance? 

6. Please describe the standard.

7. Which layers of the OSI stack does the standard cover?

8. Describe the change control process, specifically how is the standard managed? Please include who can initiate changes and how they initiate changes to the standard? 

9. How does a developer obtain a copy of the standard and how much does it cost? 
10. What tools are provided for developers and the cost of these tools?
11. What is the licensing structure and detail any licence fees? 

12. Describe the maturity of the standard in terms of history of releases.

	The Institute of Electrical and Electronic Engineers is commonly known as the IEEE.  The IEEE currently has 400,000 international members. Within the IEEE are a number of topic focused Societies and Communities with one such branch known as the Standards Association which is an accredited, international standards development organization (SDO). Within the Standards Association there are 500 project groups that create a wide variety of standards. One of the larger groups within SA is 802 which address networking standards. Within IEEE 802, the 802.11 Working Group is responsible for Wireless Local Area networks and currently is comprised of 379 individual voting members.

 The IEEE Standards Association is governed by a Board (SASB) composed of both elected and appointed members.  The SASB administers the rules for the process used to initiate new projects, conduct meetings, and publish completed work.

The IEEE 802.11 Working Group maintains a number of liaisons with other SDO and trade associations including, ETSI, ITU-R, 3GPP, Bluetooth SIG, TIA and the Wi-Fi Alliance.  
There are no fees required to join 802.11 other than on-site meeting registration. Anyone is welcome to attend an 802.11 meeting or teleconference. The 802.11 Working recognizes voting rights after an applicant has attended 3 meetings. Voting rights are then maintained based upon both ongoing attendance and voting on standards amendments under development.

Membership in 802.11 is individual. Members are asked to identify their employer and affiliation during meeting events. There are currently 379 individual voting members.
IEEE 802.11 is a set of standards providing wireless local area network (WLAN) computer communication in the unlicensed 2.4, 3.6, and 5 GHz frequency bands. Additional work is underway to utilize spectrum below 1GHz and also around 60GHz. The 802.11 family includes a variety of wireless modulation options that all use the same Media access control (MAC) protocol. The 802.11 standards cover layers 1 and 2 of the OSI stack. 

The 802.11 standards cover layers 1 and 2 of the OSI stack, in particular the MAC (Medium Access Control) and PHY (Physical) levels.  
The Wi-Fi core certifications are based on the IEEE 802.11 WLAN standards.  IEEE 802.11 provides for wireless communication at typical distances up to 200 meters and at data rates ranging from below 1 megabit to hundreds of megabits per second.

 IEEE 802.11 specifications that have been published for 6 months or more are available for free at http://standards.ieee.org/about/get/802/802.11.html. Amendments under development are also available for a fee that averages $100US each.
The 802.11 standards do not require or provide special development tools. 
802.11 is an open standard. There are no fees required to use the standard. Contributors to the standard may assert intellectual property rights.

IEEE 802.11 began development in 1990. The original IEEE 802.11 specification was published in 1997 and would be referred to as 802.11-1997.  As amendments are completed they are included in the base standard. For example, extended rate PHYs amendments such as 802.11a and 802.11b and 802.11g were completed in 1999 through 2003. In addition, amendments to improve to security, Quality of Service were also completed. All of these amendments were integrated into the 802.11-2007 revision. Further amendments for mesh networking, rate improvement, QoS, network management, security, etc are either complete or under development. The next major revision including those completed amendments is expected to be published in early 2012.



3.2 Minimum Functionality Requirements (Application layer)

	Questions
	Please indicate: C – complies, PC – partially compliance (describe), NC – does not comply

	7.9.1.1
HAN Device Management
a) The meter shall be capable of performing as the ESI for the utility HAN.

b) The SMI shall support a means of securely registering HAN Devices to the ESI. Only registered HAN Devices shall be allowed to share information with the ESI and other HAN Devices on the utility HAN.

c) The SMI shall support the registration of 16 individual HAN Devices on the utility HAN.
d) The ESI shall be able to register more than one meter on the utility HAN 

e) The ESI shall be able to register other utility meter types on the utility HAN.
f) The SMI shall be able to individually communicate with each registered HAN Device on the utility HAN.

g) The SMI shall be able to upgrade the software in a registered HAN Device
 on the utility HAN including the ESI
h) The ESI shall be able to determine received signal strength at a registered HAN Device on the utility HAN (for diagnostic purposes). 

i) The SMI shall support the setting of a commencement date. This shall be used by:

(i) meters to ensure that HAN Devices cannot access data stored before the specified commencement date (this ensures HAN Devices cannot access historical data stored in meters before the specified date)

(ii) The ESI to ensure that HAN Devices cannot access information received before the specified commencement date. (this ensures HAN Devices cannot access messages or tariffs, sent before the specified date)

j) The SMI shall support a means of removing HAN Devices from the utility HAN to ensure that they can no longer share information with the ESI or other HAN Devices on the utility HAN
k) The SMI shall support turning off HAN transmissions from the ESI. 

l) The ESI shall be able to identify the HAN Device type, services, functionality and capability supported by each HAN Device on the utility HAN. The SMI can read this information from the ESI. 

m)  The ESI shall retain the last date and time that a registered HAN Device was seen on the utility HAN. The SMI can read this information from the ESI using Remote Service Check. 


	Please refer to the responses supplied by the WI-Fi Alliance for Systems and devices utilizing the SEP 2.0 protocol.  

  A combination of SEP 2.0 and the communications technology provided by 802.11 will provide a solution that is compliant with all the requirements relating to Home Area Networking. 

A vendor applying a Wi-Fi solution for HAN would likely be capable of performing the requirements described here. This is highly dependent on the implementation of the vendor, however the pending Wi-Fi Alliance SEP 2.0 Certification program will ensure compliance with said requirements.

Assuming a combination of Application Layer functionality provided by SEP 2.0 and communications functionality provided by Wi-Fi, the following compliance indications are made.

a) C - complies 

b) C - complies 

c) C - complies 

d) C - complies 

e) C - complies 

f) C - complies 

g) C - complies 

h) C - complies 

i) C - complies 

j) C - complies 

k) C - complies 

l) C - complies 

m) C - complies 



	7.9.1.2
HAN Local Time
a) Provision of time to the ESI
(i) The meter shall make the current meter time and date available to the ESI. 

(ii) The SMI shall use AEST for all transactions with the ESI, including load schedules, tariffs and effective dates

b) Provision of time to HAN devices
(i) The ESI shall use a common time base (for example UTC) when communicating to HAN devices. 

(ii) The SMI shall support setting a local time offset in the ESI including setting a future setting with an effective date and time. The local time offset is included to support different time zones from AEST and any adjustments for daylight savings time.

(iii) The ESI shall make available a local time offset to enable HAN devices to convert any time received from the ESI from the common time base to local time.

	Please refer to the responses supplied by the WI-Fi Alliance for Systems and devices utilizing the SEP 2.0 protocol.  

A combination of SEP 2.0 and the communications technology provided by 802.11 will provide a solution that is compliant with all the requirements relating to Home Area Networking and the following compliance indications are made.

a) C - complies 

b) C - complies 



	7.9.1.3
Load Control
a) The SMI shall support load control of registered HAN Devices. This shall include:

(i) Management of HAN load control schedules in the ESI
(ii) Ability to communicate Supply Capacity Control limits to HAN Devices via the ESI

(iii) Ability to send priority override commands to HAN Devices

(iv) Ability for customers to override Load Control Schedules associated with HAN Devices

(v) Ability to determine the status of HAN Devices

Management of Load Control Schedules in the ESI
b) The ESI shall store 16 HAN load control schedules.  Each load control schedule shall support:

(i) Storing for each Day of the week a programmable setting specifying which of two Default Load Schedules referred to as ‘Day Type 1 Default Load Control Schedule’ and ‘Day Type 2 Default Load Control Schedule’ applies; OR

(ii) Storing a programmable list of up to twelve dates on which a Special Day Load Control Schedule is to be used in place of a Default Day Load Control Schedule

(iii) The two Default Day Load Control Schedules (Day Type 1 or Day Typ2) and the Special Day Load Control Schedule shall store ten programmable entries which specify the HAN Device instruction and meter time at which the HAN Device instruction will occur. The HAN Device instruction can specify: 

(a) turn on, turn off, demand adjustment, set temperature set point, set maximum demand, load control modes specified in AS4755, etc.   

(b) a Flag to specify if the Load Control Schedule can be overridden by Customer Override (see section 7.9.1 f) to h) below)

(iv) The device or devices that the schedule applies to as either

(a) A single uniquely defined HAN Device
(b) A HAN Device type (all registered HAN devices of this type shall use this schedule)

(v) In order to avoid synchronised switching of loads in a distribution network, the Load Control Schedule shall support the generation of a random delay before a HAN device instruction is acted on by HAN devices associated with that Load Control Schedule. 

(vi) Registered HAN Devices on the utility HAN can request load control schedules from the ESI at any time. 

(vii) The ESI shall be able to notify registered HAN Devices when a new schedule is available for HAN load control devices. 

(viii) The ESI shall support storage for 16 future load control schedules with each specifying an effective date and time.

Communication of Supply Capacity Control Limits

c) To support predicting if the customer is going to exceed applicable limits, the ESI shall support notification of Supply Capacity Control limits stored in meters.
(i) The meter shall make available to the ESI those supply capacity limits which are currently active in the meter.

(ii) The meter shall make available to the ESI the imported/exported kWh and time elapsed in the measurement period.

(iii) The ESI shall make available the current supply capacity control limits and measurement period to all registered HAN Devices
Priority Override Commands to HAN Devices

d) The SMI shall be able to send priority override commands to HAN Devices via the ESI. The priority override command shall specify either:

(i) Start Priority Override of a load control schedule

a. The start time and date of the override (including start after a random delay and start immediately)

b. The duration of the override 

c. The state of the HAN Device during the override

d. The load control schedule that is being overridden.

e. a flag to specify if the Priority Override can be overridden by Customer Override

(ii) End Priority Override of a load control schedule

a. The End Priority Override Command shall specify:

1. The load control schedule that is no longer being overridden

2. Either End after a random delay or End immediately

b. Operation of the End Priority Override Command. For the specified load control schedule 

1.  If the End Priority Override Command is received before the specified start time and date: the Priority Override shall be cancelled and the HAN device will not commence Priority Override

2. If the End Priority Override Command is received during the Priority Override: the HAN device shall return to the programmed load control schedule after a random delay or end immediately

3. If the End Priority Override Command is received when no Priority Override is programmed: the HAN device shall continue to use the load control schedule.

e) When the ESI receives a priority override for a HAN Device, for which priority override has been enabled, the ESI shall create an entry in the meter’s quality of supply event log when the addressed HAN Device acknowledges receipt of the command. The entry shall store the unique HAN identifier and sufficient information to identify which priority override command has been acknowledged.

Customer Override of Load Control Schedules 

f) For HAN Devices supporting Customer Override, the ESI shall support:

(i) Initiation of Customer Override of a Load Control Schedule associated with a HAN Device (how this is achieved is out of scope of this specification)

(ii) Customer cancellation of the Customer Override (how this is achieved is out of scope of this specification)

g) When a Load Control Schedule is overridden by Customer Override the ESI shall write an entry into the meter’s quality of supply event log at the start of the override and another at the end of the override. The entry shall store the unique HAN identifier.

h) When using Customer Override, the SMI shall communicate to the ESI a setting of a duration for which Customer Override of the HAN Device shall remain in operation. The ESI shall be capable of communicating these times to a HAN Device.


	Please refer to the responses supplied by the WI-Fi Alliance for Systems and devices utilizing SEP 2.0 protocol.  

  A combination of SEP 2.0 and the communications technology provided by 802.11 will provide a solution that is compliant with all the requirements relating to Home Area Networking. 

A vendor applying a Wi-Fi solution for HAN would likely be capable of performing the requirements described here. This is highly dependent on the implementation of the vendor, however the pending Wi-Fi Alliance SEP 2.0 Certification program will ensure compliance with said requirements.

Assuming a combination of Application Layer functionality provided by SEP 2.0 and communications functionality provided by Wi-Fi, the following compliance indications are made.

a) C - complies 

b) C - complies 

c) C - complies 

d) C - complies 

e) C - complies 

f) C - complies 

g) C - complies 

h) C - complies 



	7.9.1.4
Consumption/Generation Information
a) The ESI shall support the transmission of information from all meters connected to the utility HAN to registered HAN Devices. As a minimum the ESI shall support:

(i) All measurements made by the meter as detailed in Section 7.1 (of the SMI F.S) including the 5 second update rate

(ii) All items listed in Section 7.4 (of the SMI F.S.) Visible Display and Indicators 

(iii) All items described in Section 7.12 (of the SMI F.S.) Remote Service Checking 

(iv) All data available for remote Acquisition, including gas and water data and data acquired daily as detailed in Section 7.2 (of the SMI F.S.), but excluding access to meter event logs


	Please refer to the responses supplied by the WI-Fi Alliance for Systems and devices utilizing the SEP 2.0 protocol.  

A combination of SEP 2.0 and the communications technology provided by Wi-Fi will provide a solution that is compliant with all the requirements relating to Home Area Networking. 

A vendor applying a Wi-Fi solution for HAN would likely be capable of performing the requirements described here. This is highly dependent on the implementation of the vendor, however the pending Wi-Fi Alliance SEP 2.0 Certification program will ensure compliance with said requirements.

Assuming a combination of Application Layer functionality provided by SEP 2.0 and communications functionality provided by Wi-Fi, the following compliance indications are made.

a) C - complies 



	7.9.1.5
Customer Messaging
a) The SMI shall provide the capability of sending messages to HAN Devices via the ESI. 

(i) Shall be capable of handling messages of 256 bytes 

(ii) Each message shall contain a unique message identifier 

(iii) Messages will be sent to all registered HAN Devices on the utility HAN that are capable of receiving messages. 

(iv) The message shall support a Customer Acknowledgement Request flag. When enabled it indicates to the ESI that an event should be stored in the meter quality of supply event log when the customer (first) indicates HAN Device receipt of the message.

(v) The message shall support a HAN Device Acknowledgement Request flag. When enabled it indicates to the ESI that an event should be stored in the meter quality of supply event log when the HAN Device (first) indicates receipt of the message from the ESI.

(vi) The message shall support the message priority specified in Section 7.20 of the SMI F.S. The ESI shall send out messages in priority order

(vii) Shall support an effective date/time (the message will not be sent from the ESI to the HAN Device until this date/time)

(viii) Shall support an expiry date/time (the message will not be sent from the ESI to the HAN Device after this date/time)

b) The SMI shall support communicating an estimate of the greenhouse gases being generated by the customer’s consumption/generation activity.

c) The ESI shall store 32 messages sent from the SMI. Once the ESI contains 32 messages a new message will overwrite :

(i) the oldest message which has been acknowledged by the addressed HAN Device or customer 

(ii) any message for which the expiry date has past
(iii) the oldest entry

	Please refer to the responses supplied by the WI-Fi Alliance for Systems and devices utilizing the SEP 2.0 protocol.  

A combination of SEP 2.0 and the communications technology provided by 802.11 will provide a solution that is compliant with all the requirements relating to Home Area Networking. 

A vendor applying a Wi-Fi solution for HAN would likely be capable of performing the requirements described here. This is highly dependent on the implementation of the vendor, however the pending Wi-Fi Alliance SEP 2.0 Certification program will ensure compliance with said requirements.

Assuming a combination of Application Layer functionality provided by SEP 2.0 and communications functionality provided by Wi-Fi, the following compliance indications are made.

a) C - complies 



	7.9.1.6
Retail Tariffs
a) The ESI shall store sufficient retail tariff information to enable a HAN Device to convert kW and kWh readings into an estimated current cost of consumption
. The estimated current cost of consumption will assist customer understanding of the consequences of changes to their behaviour. 

b) The SMI shall support the capability of communicating tariff information to HAN devices via the ESI.
c) The HAN should support different tariff structures (for example rates throughout the day and different days of the week including weekdays, weekends and special days)).
d) The ESI shall support half hour pricing corresponding to: 

(i) metered load #1 active energy import, 

(ii) metered load #1 active energy export, 

(iii) metered load #2 active energy import

(iv) metered load #2 active energy export 

e) The ESI shall support the storage of future tariffs. Each future tariff shall support an effective date and time. 

f) Registered HAN Devices shall be able to request a copy of the tariff information stored in the ESI.

g) The SMI shall support Critical Peak Pricing (CPP) with a start time, duration and randomisation of device responses. When the ESI receives a CPP tariff it shall store an event in the meter’s quality of supply event log for each registered HAN Device acknowledging receipt of the CPP message. 


	Please refer to the responses supplied by the WI-Fi Alliance for systems and devices utilizing the SEP 2.0 protocol.  

  A combination of SEP 2.0 and the communications technology provided by 802.11 will provide a solution that is compliant with all the requirements relating to Home Area Networking. 

A vendor applying a Wi-Fi solution for HAN would likely be capable of performing the requirements described here. This is highly dependent on the implementation of the vendor, however the pending Wi-Fi Alliance SEP 2.0 Certification program will ensure compliance with said requirements.

Assuming a combination of Application Layer functionality provided by SEP 2.0 and communications functionality provided by Wi-Fi, the following compliance indications are made.

a) C - complies 

b) C - complies 

c) C - complies 

d) C - complies 

e) C - complies 

f) C - complies 

g) C - complies 



	7.9.1.7
Other Requirements
a) The ESI in the meter shall support the transmission of information over both power-line and Radio Frequency (RF) physical media. 

b) The SMI shall support the secure two-way transmission of alternative protocols over the HAN (for example Wireless M-Bus to gas meters, future protocols to support electric vehicles and meter protocols including ANSI C12 and/or DLMS/COSEM).

c) The SMI shall store the most recent state of the ESI (including registered HAN devices, load control schedules, etc). Customer should not be aware of the meter change.


	Please refer to the responses supplied by the WI-Fi Alliance for Systems and devices utilizing SEP 2.0 protocol. A combination of SEP 2.0 and the communications technology provided by 802.11 will provide a solution that is compliant with all the requirements relating to Home Area Networking.  

Please refer to the responses supplied by the WI-Fi Alliance for Systems and devices utilizing SEP 2.0 protocol. A combination of SEP 2.0 and the communications technology provided by 802.11 will provide a solution that is compliant with all the requirements relating to Home Area Networking.  

Please refer to the responses supplied by the WI-Fi Alliance for Systems and devices utilizing SEP 2.0 protocol. A combination of SEP 2.0 and the communications technology provided by 802.11 will provide a solution that is compliant with all the requirements relating to Home Area Networking.  

	7.9.1.8
Multi-utility including Gas/Water
a) The ESI shall support data mirroring for one gas meter and one water meter.

b) The data mirroring shall support one week of half hourly consumption data and an accumulation total measured by both devices.

c) The SMI shall be able to remotely acquire the multi-utility consumption data.


	Please refer to the responses supplied by the WI-Fi Alliance for Systems and devices utilizing SEP 2.0 protocol.  

A combination of SEP 2.0 and the communications technology provided by 802.11 will provide a solution that is compliant with all the requirements relating to Home Area Networking. 

A vendor applying a Wi-Fi solution for HAN would likely be capable of performing the requirements described here. This is highly dependent on the implementation of the vendor, however the pending Wi-Fi Alliance SEP 2.0 Certification program will ensure compliance with said requirements.

Assuming a combination of Application Layer functionality provided by SEP 2.0 and communications functionality provided by Wi-Fi, the following compliance indications are made.

a) C - complies 

b) C - complies 

c) C - complies




Additional Questions on supported functionality 
	Questions
	Response

	1. Please detail the different tariff structures supported by the standard (for example TOU, Block, CPP etc.) Tariffs need to support half hour pricing

2. Please provide details of how the standard could be used to support customers setting a maximum price per kWh that they are prepared to pay. What happens when the price exceeds the setting?

3. Please describe the options for load control currently supported in the standard.
4. How does the standard support customer options for opt-in/opt-out of load control programs?

5. Detail how the standard addresses concerns about synchronized switching of customer load? 
6. How does the standard support the provision of consumption/generation information with Current Transformer connected meters?

	Please refer to the responses supplied by the WI-Fi Alliance for Systems and devices utilizing SEP 2.0 protocol.  

A combination of SEP 2.0 and the communications technology provided by 802.11 will provide a solution that is compliant with all the requirements relating to Home Area Networking. 

A vendor applying a Wi-Fi solution for HAN would likely be capable of performing the requirements described here. This is highly dependent on the implementation of the vendor, however the pending Wi-Fi Alliance SEP 2.0 Certification program will ensure compliance with said requirements.

Assuming a combination of Application Layer functionality provided by SEP 2.0 and communications functionality provided by Wi-Fi, the following compliance indications are made.

1) C - complies 

2) C - complies 

3) C – complies

4) C – complies

5) C – complies

6) C - complies




3.3 Physical Architecture

	Questions
	Response

	1. The NSSC feels that there is a need to support both RF and power-line communications. Please describe physical transmission media supported by the standard. For each please outline the typical range and throughput that can be expected. What are the typical constraints that may limit the expected range?
2. The Australian Communications and Media Authority assign the frequency range available for use by different devices. For the physical communications media described above please detail the specific frequency range used by the standard. 

3. Please describe what limits the number of devices that can be supported on a home area network.

4. Please describe the home area network topology and architecture. For example how the network is formed, this should cover the types of devices, the need for a network coordinator, ability for nodes to work as repeaters and access control.

5. How does the standard ensure that collocated networks are isolated from each other (cannot share information) and do not interfere with each other?

6. What measures have been taken to avoid interference from other devices?

7. What measures have been taken to avoid interfering with other devices?

8. What is the practical data speed of communications between HAN devices?


	1. 802.11 is a Wireless LAN technology, operating in unlicensed bands including the 2.4 GHz, 3.6 GHz and 5 GHz bands.  There are a wide variety of modulation, rate and coding options offered. The simplest option is BPSK which provides a robust 1 Mbps data rate. More complex options utilize multi-stream OFDM that extend data rates of up to 600 Mbps. 
Additional amendments are underway that will add support in other spectral regions. One project  (AH)  will add support for unlicensed bands below 1GHz  [868-868.6 MHz (Europe), 950 MHz -958 MHz (Japan),  314-316 MHz, 430-434 MHz, 470-510 MHz, and 779-787 MHz (China), 917 – 923.5 MHz (Korea) and 902-928 MHz ] to provide data rates between 100 kbps and 6 Mbps at an extended range capability  that will support up to 2.5km link distances outdoors. Another project (AF) is addressing the spectrum provided by the Digital Dividend” in the 700 MHz region. Yet another project (AD) will use a radio operating in the 60GHz band and provide data rates upwards of 7 Gbps. Range for radio systems is reduced when signals pass through solids such as walls and floors.  
2. The 802.11 system has proven to be very flexible and extensible and as indicated above, operates in a wide variety of assigned spectrum. Should the Australian Communications and Media Authority decide to allocate a specified frequency range differing from what has already been developed a new project would begin to address that requirement. 
3. There is a practical limit of 2000 devices that can be supported on a single 802.11 access point.  

4. 802.11 networks can operate in different topologies. The most common is a star topology as depicted in the following figure.


[image: image1]
When using device to device and message relay options there are additional topologies supported such as the following mesh example.


[image: image2]
When operating in infrastructure mode the “Access Point” (AP) is usually connected to the internet and may also incorporate routing functionality.  In this mode, devices communicate with each other via the AP.

Additional device to device communication modes are supported. For example the IEEE 802.11z amendment also accommodates direct device-to-device communication in this topology.  

[image: image3]
5. 802.11 provides a variety of privacy and security modes. Most commonly used today is the AES 128-bit encryption and authentication.

6.  Interference is minimized through the use of “carrier sense collision avoidance” (CSMA) medium access. This method listens for energy on the channel and then decides if it should defer transmission or change channels. A particular diagnostic tool built into 802.11, “Interference Reporting”, enables a device to obtain information on interference due to nearby radios. The device can use that information to schedule its transmissions to minimize the effects of the interference.
7. As mentioned above, the benefits of CSMA are symmetric. 802.11 devices sense the presence of other transmitting signals before transmitting themselves.  Such carrier sensing improves the probability of a free channel during transmission, thereby minimizing interference from other devices.  In addition, the modulation and coding schemes have been designed to provide robust signal links when interference is present. The radio link continuously monitors link quality as measured by received signal strength and packet error rates and automatically adjusts modulation and coding to maintain the best combination for the environment encountered.

8. An 802.11 device will typically contain several selectable modes of operation. Most common today are devices that provide data rates from 1 Mbps up to 150 Mbps. A much wider range of speed options, both lower and higher will be provided by the amendments now in process. 


3.4 Testing and Certification Requirements

	Questions
	Response

	1. Please describe the certification process used to validate that all devices comply with the standard?

2. Are different HAN functions (load control, IHD) certified separately?

3. Please detail which parts of the standard are validated during the testing. Is there an option to certify more functionality?

4. Please describe how the certification process includes tests for interoperability.

5. At December 2010 how many products (by make and model) have been certified to the standard? 
6. Please list the manufacturers who have already certified products.
7. Does the standard body provide a means to allow utilities to check details of certified devices (e.g. an audit website)?

8. How many certification test sites are currently available? Where are these certification sites located?

9. What are the requirements to establish a (local) testing authority?

10. Please provide an indicative cost to undertake the testing.


	1. IEEE 802.11 does not produce a test specification nor does it test devices. The responsibility for writing and executing interoperability test scripts has been delegated to the Wi-Fi Alliance.

The Wi-Fi Alliance is recognized worldwide as the certification authority for products based on the IEEE 802.11 family of standards.  The Wi-Fi Alliance’s certification programs have been ensuring interoperability among Wi-Fi products for over 10 years.  

2. Please refer to the response supplied by the Wi-Fi Alliance.

3. Please refer to the response supplied by the Wi-Fi Alliance.

4. Please refer to the response supplied by the Wi-Fi Alliance.

5. Please refer to the response supplied by the Wi-Fi Alliance.

6. Please refer to the response supplied by the Wi-Fi Alliance.

7. Please refer to the response supplied by the Wi-Fi Alliance.

8. Please refer to the response supplied by the Wi-Fi Alliance.

9. Please refer to the response supplied by the Wi-Fi Alliance.

10. Please refer to the response supplied by the Wi-Fi Alliance.


3.5 HAN Device Commissioning and HAN Security

	Questions
	Response

	1. Please describe the process for a customer to register and de-register devices on the Home Area Network?

2. How does the standard ensure that only approved devices are allowed to join the HAN?

3. Please detail how the standard supports remote authentication of all devices on the HAN.

4. How does the standard support the secure transmission of metrology data?

5. Does the standard support utility control of devices (both with and without customer over-ride)?

6. Does the standard provide a means of remotely clearing information from HAN devices? 

7. Does the standard provide a means of limiting access to historical information? Please describe how this is achieved.

8. Please describe the other security measures available throughout the standard including security diagnostics.

	1. Please refer to the response supplied by the Wi-Fi Alliance.

2. Please refer to the response supplied by the Wi-Fi Alliance.

3. Please refer to the response supplied by the Wi-Fi Alliance.

4. Please refer to the response supplied by the Wi-Fi Alliance.

5. Please refer to the response supplied by the Wi-Fi Alliance.

6. Please refer to the response supplied by the Wi-Fi Alliance.

7. Please refer to the response supplied by the Wi-Fi Alliance.
8. Please refer to the response supplied by the Wi-Fi Alliance.



3.6 Other requirements

	Questions
	Response

	1. Please describe the special features to support low power (e.g. battery-powered) devices 

2. How does the standard support:

a. Distributed Generation

b. Energy Storage

c. Electric Vehicle Charging and Discharging (any challenges with mobility)

3. Does the standard provide device software upgrade in the field? Does the standard support device software upgrade remotely from the Smart Meter Network Management System?

4. How does the standard support vendor specific functionality extensions?

5. Please describe the planned future enhancement roadmap.

6. Please discuss how the standard ensures backwards compatibility and interoperability of future releases with the current version.

7. What are the main benefits offered by using your solution over competing HAN standards?
8. Are there any other key functionality supported by the standard that you would like to describe?

	1. The IEEE 802.11 base standard incorporates power save features that allow a client device to operate in deep power save states in which the receiver may be powered down for significant periods of time while maintaining connectivity.  This functionality is further enhanced via the recently published P802.11V amendment which offers further refinements to reduce data traffic at the client and also to further extend sleep times. 
2. Please refer to the response supplied by the Wi-Fi Alliance.

3. Please refer to the response supplied by the Wi-Fi Alliance.

4. The IEEE 802.11 standard supports such extensions through the use of vendor-specific Information Elements. 
5. The 802.11 Wireless LAN standards continue to evolve. There are currently 11 active amendment projects underway (see diagram below). The current set of projects will collectively address operation in new spectrum, lower data rates, higher data rates, security enhancements, further refine Quality of Service, reduce network association time, enhance MESH networking and improve dynamic network sharing thus leading to greater interference tolerance and reduced interference  to existing systems. 
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6. Backward compatibility is a design goal written into proposals for new 802.11 amendments. Verification of backward compatibility and interoperability results from testing that is performed by the Wi-Fi Alliance. Please refer to their submission for further details.

7. The 802.11 standard has been used in deployed equipment for more than 14 years. It has been field tested and refined through those years of use. Ongoing maintenance and enhancement of the standard is overseen by more than 350 engineers working within an open, well understood standards process.

8. The market has recognized the technical excellence of the standard. 802.11 WLAN products are currently shipping into the market at a rate of more than 1 million units per day.  Both prior acceptance and future success are based, in part, on the design philosophy of a single media access control layer that services a wide variety of over-the-air radio options.  The ongoing contributions of nearly 400 engineers ensure that the dynamic needs of the market will result in further valuable additions to the IEEE 802.11 standards family. Maintaining interoperability between the first unit shipped and the billionth unit shipped is part of the 802.11 standards development culture. 
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3.7 Reference sites and costing

Note that reference sites and costing information will be taken into account in the evaluation of Section 3.1 Standard Organisation and Governance.
	Questions
	Response

	1. Please detail some major field deployments of the technology (please highlight any deployments in the Australian market) Do these deployments include load control of consumer appliances via the HAN?

2. Please provide details of existing products deployed in the field (including In Home Displays, devices supporting load control, smart thermostats, Internet Gateways, PC USB dongles, AS4755 DRED, etc)

3. Please describe network diagnostics supported by HAN devices documented in the standard. Are these diagnostics available locally and remotely?

4. Please provide Indicative cost per point on the major field deployments referred in question 1:

a. What is the preferred architecture for implementation using your standard?

b. What is the cost to incorporate the HAN interface to typical devices?


	1. Please refer to the response supplied by the Wi-Fi Alliance.

2. Please refer to the response supplied by the Wi-Fi Alliance.

3. The IEEE 802.11 standard incorporates standard representations of management information that has been used for network diagnostics in many products. The IEEE 802.11 MIB provides an SNMP interface for station management of Access Points and connected devices. Additional provisions for network operation and troubleshooting are standardized in approved amendments IEEE 802.11k-2008 and IEEE 802.11v-2011.  The 650 pages of text in these two amendments describe a wide range of new capabilities.
For example, Interference Reporting enables a device to obtain information on interference due to nearby radios. The device can use that information to schedule its transmissions to minimize the effects of the interference. Furthermore, Diagnostic Requests enable a device to request that other devices in the network to report on information that may be helpful in diagnosing and resolving problems with the WLAN network. Diagnostic reports include information on hardware status, configuration options, and device capabilities.
4. Please refer to the response supplied by the Wi-Fi Alliance.



	
	


Appendix A – Glossary
The following acronyms are in the NSMP Glossary.

	ACOSS
	Australian Council of Social Services

	AEMC
	Australian Energy Market Commission

	AEMO
	Australian Energy Market Operator

	AER
	Australian Energy Regulator

	AMI
	Advanced Metering Infrastructure (Victorian smart metering program)

	AS
	Australian Standard

	B2B
	Business to Business

	BPRG
	B2B Procedures Reference Group (established under the IEC)

	BPPWG
	Business Processes and Procedures Working Group (established under the NSSC)

	BRDRG
	Business Requirements Definition Reference Group (established under the AMI program)

	BRWG
	Business Requirements Working Group (established under the NSSC)

	CATS
	Consumer Administration and Transfer Solution

	COAG
	Council of Australian Governments

	DNSP
	Distribution Network Service Provider

	DRET
	Commonwealth Department of Resources, Energy and Tourism (also referred to as RET)

	EEEC
	Equipment Energy Efficiency (E3) Committee

	ENA
	Energy Networks Association

	ERAA
	Energy Retailers Association of Australia

	ESC
	Essential Services Commission

	FRC
	Full Retail Contestability

	FRMP
	Financially Responsible Market Participant

	HAN
	Home Area Network

	IEC
	Information Exchange Committee (established under section 7.2A.2 of the Rules)

	IHD
	In-home Display

	LNSP
	Local Network Service Provider

	MCE
	Ministerial Council on Energy (established under the COAG)

	MDA
	Metering Data Agent

	MDF
	Metering Data File

	MDFF
	Metering Data File Format

	MOU
	Memorandum of Understanding

	MRG
	Metrology Reference Group (established under the RMEC)

	MSATS
	Market Settlement and Transfer Solution

	MTWG
	Metering Technology Working Group (established under the AMI program)

	NCRE
	National Consumer Roundtable on Energy

	NECF
	National Energy Consumer Framework

	NEL
	National Electricity Law

	NEM
	National Electricity Market which excludes Western Australia and Northern Territory

	NEMMCO
	National Electricity Market Management Company

	NEO
	National Electricity Objective (as set out in section 7 of the NEL)

	NER
	National Electricity Rules

	NSMP
	National Smart Metering Program

	NSSC
	National Stakeholder Steering Committee (National Smart Metering Program)

	NT
	Northern Territory

	OMRV
	Operating Model Requirements Version (Victorian AMI Program)

	PDRG
	Business Process & Data Reference Group (established under the RMEC)

	PwC
	PricewaterhouseCoopers

	PTWG
	Pilots and Trials Working Group (established under the NSSC)

	RET
	Commonwealth Department of Resources, Energy and Tourism

	RIS
	Regulatory Impact Statement

	RFP
	Request for Proposal

	RMEC
	Retail Market Executive Committee (an advisory committee to AEMO)

	RP
	Responsible Person

	RPWG
	Retail Policy Working Group (established under the MCE)

	RWG
	Regulation Working Group (established under the NSSC)

	SCO
	Standing Council of Officials (as established under the MCE)

	SM
	Smart Metering

	SMCN
	Smart Metering Communication Network

	SME
	Subject Matter Expert

	SMI
	Smart Metering Infrastructure

	SMMS
	Smart Metering Management System

	SMWG
	Smart Metering Working Group (established under the SCO)

	SWIS
	South Western Interconnected System in Western Australia

	TFWG
	Testing Framework Reference Group

	TOR
	Terms of Reference

	TRWG
	Technical and Regulatory Working Group (established under the AMI Program)

	WA
	Western Australia

	WAIMO
	Western Australian Independent Market Operator

	WEM
	Wholesale Electricity Market (Western Australia) 

	WIGS
	Wholesale Inter-connector Generator and Sample

	WG
	Working Group


AP
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� For example as presented in Energy Retail Association (UK) SRSM and Beyond Local Communications Development v1.0 9th December 2008


� This assumes that the registered HAN device has been certified to under the standard to accept software upgrades


� HAN devices are not required to operate as billing engine or to include functionality consistent with a pre-paid meter. The HAN device is only using this information to provide an estimate of the current cost of consumption.
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