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· Information elements

· General

Insert the following rows (ignoring the header row and footer note) in Table 7-26 (Element IDs) in the correct position to preserve ordering by the “Element ID” column and update the “Reserved” range of codes appropriately.

	· Element IDs 

	Element
	Element ID
	Total length of element in octets including the Type and Length octets
	Extensible

	Mesh Configuration (see 7.3.2.96)
	113
	10
	Yes

	Mesh ID (see 7.3.2.97)
	114
	2 to 34
	

	Mesh Link Metric Report (see 7.3.2.98)
	115
	3 to 257
	

	Congestion Notification (see 7.3.2.99) 
	116
	10
	Yes

	Mesh Peering Management (see 7.3.2.100)
	117
	4, 6, 8, 20, 22, or 24
	Yes

	Mesh Channel Switch Parameters (see 7.3.2.101)
	118
	8
	Yes

	Mesh Awake Window (see 7.3.2.102)
	119
	4
	Yes

	Beacon Timing (see 7.3.2.103)
	120
	3 to 253
	

	MCCAOP Setup Request (see 7.3.2.104)
	121
	8
	Yes

	MCCAOP Setup Reply (see 7.3.2.105)
	122
	4 or 9
	

	MCCAOP Advertisements (see 7.3.2.106)
	123
	6 to 257
	Yes

	MCCAOP Teardown (see 7.3.2.107)
	124
	3 or 9
	

	Gate Announcement (GANN) (see 7.3.2.108)
	125
	17
	Yes

	Root Announcement (RANN) (see 7.3.2.109) 
	126
	23
	Yes

	Path Request (PREQ) (see 7.3.2.110)
	130
	39 to 254
	

	Path Reply (PREP) (see 7.3.2.111)
	131
	33 or 39
	

	Path Error (PERR) (see 7.3.2.112)
	132
	17 to 251
	

	Proxy Update (PXU) (see 7.3.2.113)
	137
	17 to 257
	

	Proxy Update Confirmation (PXUC) (see 7.3.2.114)
	138
	9
	Yes

	Authenticated Mesh Peering Exchange (see 7.3.2.115)
	139
	86 to 257
	

	MIC (see 7.3.2.116)
	140
	18
	


· MCCAOP Setup Request element

· General

The MCCAOP Setup Request element is used to make an MCCAOP reservation. This element is transmitted in individually addressed MCCA Setup Request frames or in group addressed MCCA Setup Request frames. The mesh STA transmitting the MCCA Setup Request element is the MCCAOP owner of the MCCAOPs that will be scheduled with this reservation setup request. The receivers of the MCCAOP Setup Request are the MCCAOP responders. The format of the element is as shown in Figure s7-95o143 (MCCAOP Setup Request element).

	Element ID
	Length
	MCCAOP 
Reservation ID
	MCCAOP 
Reservation

	Octets: 1
	1
	1
	5

	· MCCAOP Setup Request element


The Element ID is set to the value given in Table 7-26 (Element IDs) for this element. 

The Length field is set to 6 octets.

The MCCAOP Reservation ID field is an eight bit unsigned integer that represents the ID for the MCCAOP reservation. It is determined by the MCCAOP owner. When used in combination with the MAC address of the MCCAOP owner, the MCCAOP Reservation ID uniquely identifies the MCCAOP reservation.

If this MCCAOP Setup Request is for an individually addressed transmission, the MCCAOP Reservation ID is between 0 and 127 and the MCCAOP Setup Request element is transmitted in an individually addressed frame to the intended responder. If this MCCAOP Setup Request is for a group addressed transmission, the MCCAOP Reservation ID is between 128 and 254 and the MCCAOP Setup Request element is transmitted in a group addressed frame. The value 255 is not used to identify a single MCCAOP reservation.

The MCCAOP Reservation field is described in7.3.2.104.2 (MCCAOP Reservation field).

· MCCAOP Reservation field

The MCCAOP Reservation field is a 5 octet field specifying a schedule for frame transmissions called MCCAOPs. The MCCAOP Reservation field consists of 3 subfields and its format is illustrated in Figure s7-95o144 (MCCAOP Reservation field).

	MCCAOP 
Duration
	MCCAOP 
Periodicity
	MCCAOP Offset

	Octets: 1
	1
	3

	· MCCAOP Reservation field


The MCCAOP Duration field is one octet in length and contains an unsigned integer. It specifies the duration of the MCCAOPs in multiples of 32 µs.

The MCCAOP Periodicity field is one octet in length and contains a positive integer. It specifies the number of MCCAOPs scheduled in each DTIM interval. 

The MCCAOP Offset field is three octets in length and contains an unsigned integer. It specifies the beginning of the first MCCAOP in each DTIM interval. The value is specified in multiples of 32 µs. The sum of MCCAOP Offset plus MCCAOP Duration is constrained to be smaller than the duration of the DTIM interval divided by MCCAOP Periodicity.

· MCCAOP Setup Reply element

The MCCAOP Setup Reply element is used to reply to an MCCAOP Setup Request. This element is transmitted in individually addressed MCCA Setup Reply frames. The mesh STA transmitting the MCCA Setup Reply element is the MCCAOP responder of the MCCAOPs scheduled in this reservation setup. The receiver of the MCCAOP Setup Reply is the MCCAOP owner. The format of the element is as shown in Figure s7-95o145 (MCCAOP Setup Reply element). 

	Element ID
	Length
	MCCAOP 
Reservation ID
	MCCA Reply Code
	MCCAOP 
Reservation

	Octets: 1
	1
	1
	1
	0 or 5

	· MCCAOP Setup Reply element


The Element ID is set to the value given in Table 7-26 (Element IDs) for this element.

The Length field is set to 2 or 7 octets.

The MCCAOP Reservation ID field is an eight bit unsigned integer that represents the ID for the requested series of MCCAOPs. It is determined by the MCCAOP owner and copied from the MCCAOP Setup Request element. When used in combination with the MAC address of the MCCAOP owner, the MCCAOP Reservation ID uniquely identifies the MCCAOP reservation. If this MCCAOP Setup Request is for an individually addressed transmission, the MCCAOP Reservation ID is between 0 and 127. If this MCCAOP Setup Request is for a group addressed transmission, the MCCAOP Reservation ID is between 128 to 254. The value 255 is not used to identify a single MCCAOP reservation.

The MCCA Reply Code field is a one octet field that contains the reply code used in an MCCAOP Setup Reply element. The reply codes are defined in Table s7-43bx (MCCA Reply codes)
	· MCCA Reply codes 

	MCCA Reply code
	Meaning

	0
	Accept

	1
	Reject: MCCAOP reservation conflict

	2
	Reject: MAF limit exceeded

	3
	Reject: MCCA track limit (dot11MCCAMaxTrackStates) exceeded

	Other
	Reserved


.

The MCCAOP Reservation field includes an alternative to the MCCAOP reservation specified in the MCCAOP Setup Request message. Its format is described in 7.3.2.104.2 (MCCAOP Reservation field). When the MCCA Reply Code is 1, the MCCAOP Reservation field may be present. When the MCCA Reply Code is set to other values, the MCCAOP Reservation field is not present.

· MCCAOP Advertisements element

· General

The MCCAOP Advertisements element is used by a mesh STA to advertise MCCAOP reservations to its neighbors. This element can be carried in selected Beacon frames with a chosen frequency. This element is also transmitted in an MCCAOP Advertisements frame. The format of the element is as shown in             Figure s7-95o146 (MCCAOP Advertisements element).

	Element ID
	Length


	MCCA

Information
	TX-RX Times Report
	Broadcast Times Report
	Interfering Times Report 

	Octets: 1
	1
	3
	variable
	variable
	variable

	· MCCAOP Advertisements element


The Element ID is set to the value given in Table 7-26 (Element IDs) for this element. The Length field is set to 3 to 255 octets.

The MCCA Information field is 3 octets in length. It is described in 7.3.2.106.2 (MCCA Information field). 

The TX-RX Times Report field is a variable length field that contains an MCCAOP Reservation Report field as described in 7.3.2.106.3 (MCCAOP Reservation Report field). This field is only present when the TX-RX Report Present subfield of the MCCAOP Information field is equal to 1. Through the TX-RX Times Report field, a mesh STA advertises the MCCAOPs in which it is involved as an MCCAOP owner or an MCCAOP responder and in which individually addressed frames are transmitted. This report optionally includes transmission times and reception times of a STA collocated with the mesh STA, for example Beacon and HCCA times.

The Broadcast Times Report field is a variable length field that contains an MCCAOP Reservation Report field as described in 7.3.2.106.3 (MCCAOP Reservation Report field). This field is only present when the Broadcast Report Present subfield of the MCCAOP Information field is equal to 1. Through the Broadcast Times Report field, a mesh STA advertises the MCCAOPs in which it is involved as an MCCAOP owner or an MCCAOP responder and in which group addressed frames are transmitted.

The Interfering Times Report field is a variable length field that contains an MCCAOP Reservation Report field as described in 7.3.2.106.3 (MCCAOP Reservation Report field). This field is only present when the Interfering Report Present subfield of the MCCAOP Information field is equal to 1. Through the Interfering Times Report field, a mesh STA reports the TX-RX and broadcast times of its peer mesh STAs and optionally its neighboring non-peer mesh STAs, excluding its own TX-RX and Broadcast times.

· MCCA Information field

The MCCA Information field is 3 octets in length and is used to provide information on the MCCAOP reservations. The field consists of eight subfields and its format is illustrated in Figure s7-95o147 (MCCA Information field).

	B0
 B7
	B8
 B15
	B16
	B17
	B18
	B19
	B20
	B21
B23

	MCCA Access 

Fraction
	MCCA Access 

Fraction Limit
	Accept Reservations
	TX-RX Report 

Present
	Broadcast Report 

Present
	Interfering Report 

Present
	Last Advertisement
	Advertisement Identifier

	Bits: 8
	8
	1
	1
	1
	1
	1
	3

	· MCCA Information field


The MCCA Access Fraction subfield is an eight bit unsigned integer.The MCCA Access Fraction subfield is set to the current value of MCCA Access Fraction at the mesh STA rounded down (floor) to the nearest multiple of (1/255).

The MCCA Access Fraction Limit subfield is an eight bit unsigned integer. The MCCA Access Fraction Limit subfield is set to the maximum MCCA access fraction allowed at the mesh STA rounded down (floor) to the nearest multiple of (1/255).

The Accept Reservations subfield is 1 bit in length. It is set to 1 if the mesh STA can accept and track additional reservations.

The TX-RX Report Present subfield is 1 bit in length. It is set to 1 if a TX-RX Report field is present in the MCCAOP Advertisement element and set to 0 if no TX-RX Report field is present.

The Broadcast Report Present subfield is 1 bit in length. It is set to 1 if a Broadcast Report field is present in the MCCAOP Advertisement element and set to 0 if no Broadcast Report field is present.

The Interfering Report Present subfield is 1 bit in length. It is set to 1 if an Interfering Times Report field is present in the MCCAOP Advertisement element and set to 0 if no Interfering Times Report field is present.

The Last Advertisement subfield is 1 bit in length. It is set to 0 if the MCCAOP Advertisements element is the last one of a series of MCCAOP Advertisements elements and it is set to 1 if the MCCAOP Advertisements element is not the last one of a series of MCCAOP Advertisements elements.

The Advertisement Identifier subfield is a 3-bit unsigned integer. It identifies the MCCAOP Advertisements element, except when the Advertisement Identifier subfield equals 7 and the Last Advertisement subfield equals 1.
· MCCAOP Reservation Report field

The MCCAOP Reservation Report field is of variable length and is used to report a number of MCCAOP reservations. The field consists of a variable number of subfields and its format is illustrated in Figure s7-95o148 (MCCAOP Reservation Report field). 


	Number of Reported MCCAOP 
Reservations
	MCCAOP 
Reservation 1
	...
	MCCAOP 
Reservation n

	Octets: 1
	5
	
	5

	· MCCAOP Reservation Report field


The Number of Reported MCCAOP reservations is a field of one octet with an unsigned integer that specifies the number, n, of MCCAOP Reservations reported in this field. 

The MCCAOP Reservation 1 through MCCAOP Reservation n fields specify the MCCAOP reservations reported. Each field is of length 5octets and contains an MCCAOP Reservation field, whose format is shown in Figure s7-95o144 (MCCAOP Reservation field) in 7.3.2.104.2 (MCCAOP Reservation field).

· MCCAOP Teardown element

The MCCAOP Teardown element is used to announce the teardown of an MCCAOP reservation. The MCCAOP Teardown element is transmitted in individually addressed MCCA Teardown frames or in group addressed MCCA Teardown frames. Its format is shown in Figure s7-95o149 (MCCAOP Teardown element). 

	Element ID
	Length
	MCCAOP 
Reservation ID
	MCCAOP Owner

	Octets: 1
	1
	1
	0 or 6

	· MCCAOP Teardown element


The Element ID is set to the value given in Table 7-26 (Element IDs) for this element.

The Length is variable and set to 1 or 7 octets.

An MCCAOP Teardown element is transmitted by either the MCCAOP owner or the MCCAOP responder of a MCCAOP reservation to tear down the MCCAOP reservation.

The MCCAOP Reservation ID field is an eight bit unsigned integer that represents the ID for the MCCAOP reservation.

The MCCAOP Owner field is an optional field. It is 6 octets long and indicates the 48-bit MAC address of the MCCAOP owner. This field is only included if the element is transmitted by the MCCAOP responder. 

· MCCAOP Advertisements frame format

The MCCAOP Advertisements frame is transmitted by a mesh STA with dot11MCCAActivated equal to true to one or more neighbor peer mesh STAs with dot11MCCAActivated equal to true. This frame is transmitted using group addresses or individual addresses. The format of the MCCAOP Advertisements frame Action field is shown in Table 7-57v38 (MCCAOP Advertisements frame Action field format).

	· MCCAOP Advertisements frame Action field format 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Mesh Action
	

	· 
	MCCA Advertisements elements
	One or more MCCAOP Advertisements elements


The Category field is set to the value in Table 7-24 (Category values) for category Mesh Action.

The Mesh Action field is set to the value in Table 7-57v30 (Mesh Action field values) representing MCCAOP Advertisements.

The MCCAOP Advertisements element is described in 7.3.2.106 (MCCAOP Advertisements element).

· HCF

· HCF contention-based channel access (EDCA)

· EDCA TXOPs

Change the sixth paragraph in 9.9.1.2 as follows:

It should be noted, that when transmitting multiple frames in a TXOP using acknowledgment mechanisms other than Normal Ack, a protective mechanism should be used (such as RTS/CTS or the protection mechanism described in 9.13 (Protection mechanisms)). A QoS AP may send group addressed frames without using any protection mechanism. In a QoS IBSSs or in MBSSs, group addressed frames shall be sent one at a time, and backoff shall be performed after the transmission of each of the group addressed frames.

Insert the following new subclause after 9.9 (HCF):

· MCF

· General

Under MCF, the basic unit of allocation of the right to transmit onto the WM is the TXOP. Each TXOP is defined by a starting time and a defined maximum length.

Under MCF, there are two types of TXOPs: EDCA TXOPs and MCCA TXOPs. The EDCA TXOP is obtained by a mesh STA winning an instance of EDCA contention (see 9.9.1 (HCF contention-based channel access (EDCA))). The MCCA TXOP is obtained by a mesh STA gaining control of the WM during an MCCAOP. The MCCAOP is an advance reservation of a time interval for its transmission by means of an MCCA Opportunity Reservation (see 9.9a.3 (MCF coordinated channel access (MCCA))). Neither EDCA TXOPs nor MCCA TXOPs shall exceed dot11MaxDwellTime (if using an FH PHY).
EDCA TXOPs of a mesh STA that has dot11MCCAActivated true shall not extend across any of its tracked MCCA reservations.
· MCF contention-based channel access

In an MBSS, EDCA implements the contention-based channel access. 9.9.1 (HCF contention-based channel access (EDCA)) defines EDCA.

· MCF coordinated channel access (MCCA)

· General

MCF coordinated channel access (MCCA) is an optional access method that allows mesh STAs that implement MCCA to access the WM at selected times with lower contention than would otherwise be possible. This standard does not require all mesh STAs to use MCCA. MCCA can be used by a subset of mesh STAs in an MBSS. However, MCCAOP reservations can only be set up among mesh STAs that have dot11MCCAActivated true and operate on the same channel. The performance of MCCA may be impacted by devices that do not respect MCCAOP reservations.

MCCA enabled mesh STAs use management frames to make an advance reservation for transmissions. The mesh STA transmitting an MCCAOP Setup Request frame to initiate an advance reservation is the MCCAOP owner of the MCCAOP reservation defined in this setup. The receivers of the MCCAOP setup request are the MCCAOP responders. The MCCAOP owner and the MCCAOP responders advertise this advance reservation to their neighbors via MCCAOP Advertisements. The MCCA enabled neighbor mesh STAs that could cause interference to transmissions during these reserved time periods, or that would experience interference from them, shall not initiate a transmission during these reserved time periods. During its MCCAOP, the MCCAOP owner obtains a TXOP by winning an instance of EDCA contention. Because of its advance reservation, the MCCAOP owner experiences no competition from other MCCA enabled neighbor mesh STAs. At the start of an MCCAOP, the EDCAF of the MCCAOP owner replaces the AIFSN, CWmin, and CWmax value of its dot11EDCATable with MCCA access parameters.

In order to use MCCA, a mesh STA maintains synchronization with its neighboring mesh STAs. Mesh STAs that use MCCA shall use a DTIM interval with a duration of 2n  100 TU with n being a non-negative integer less than or equal to 18. Additionally, a mesh STA shall track the reservations of its neighboring mesh STAs.

NOTE 1—The DTIM interval of the form 2n  100 TU has been chosen to ensure that the starting times of the reservations do not change relative to each other between consecutive DTIM intervals.. The restriction that n be less than or equal to 18 has been chosen to be compatible with the maximum DTIM interval and so that the range of the MCCAOP Offset in the reservation, see 7.3.2.104.2 (MCCAOP Reservation field), is compatible with the maximal DTIM interval length.

NOTE 2—In 9.9a.3 (MCF coordinated channel access (MCCA)), a frame with the RA field set to an individual address is referred to as an individually addressed frame. Similarly, frames with the RA field set to a group address are referred to as group addressed frames.(CID247)
· MCCA operation process

As a consequence of an MLME-ACTIVATEMCCA.request a mesh STA shall set the MCCA Enabled subfield of the Mesh Capability field in the Mesh Configuration element to 1 in Beacon and Probe Response frames it transmits. It shall not initiate or accept MCCAOP Setup Requests for dot11MCCAScanDuration TUs after the receipt of the MLME-ACTIVATEMCCA.request. 

During this period, the mesh STA learns its neighborhood MCCAOP times by receiving Beacon, Probe Response, or MCCAOP Advertisements frames from neighboring mesh STAs with dot11MCCAActivated equal to  true. 

After this period the mesh STA may initiate and accept MCCAOP Setup Requests as per 9.9a.3.7 (MCCAOP setup procedure).

· MCCAOP reservations

An MCCAOP reservation specifies a schedule for frame transmissions. The time periods scheduled for frame transmissions in the reservation are called MCCAOPs. The schedule is set up between an MCCAOP owner and one (for individually addressed frames) or more (for group addressed frames) MCCAOP responders. MCCAOPs are setup by means of the procedure defined in 9.9a.3.7 (MCCAOP setup procedure). Once an MCCAOP reservation is set up

· Access to the channel by MCCA enabled mesh STAs is governed by the procedures in 9.9a.3.11 (Access during MCCAOPs).

· The MCCAOP reservation is advertised according to the procedures in 9.9a.3.8 (MCCAOP advertisements).

The schedule is defined by means of the MCCAOP Reservation field defined in 7.3.2.104.2 (MCCAOP Reservation field). An MCCAOP reservation schedules a series of MCCAOPs with a common duration given in the MCCAOP Duration subfield of the MCCAOP Reservation field. This series is started after the first DTIM Beacon following the successful completion of the MCCAOP setup procedure and terminated when the MCCAOP reservation is torn down.

The reservation defines a regular schedule of MCCAOPs in the DTIM interval of the MCCAOP owner. The number of MCCAOPs in the DTIM interval is given by the value of the MCCAOP Periodicity subfield of the MCCAOP Reservation field. The MCCAOP Offset subfield specifies the offset of the first scheduled MCCAOP of the transmission schedule relative to the beginning of the DTIM interval of the MCCAOP owner. The following MCCAOPs are separated by a time interval with a duration equal to the length of the DTIM period divided by the value in the MCCAOP Periodicity subfield. This schedule is repeated in all DTIM intervals until the reservation is torn down.

An example of an MCCAOP reservation schedule is shown in Figure s9-20a (Example MCCAOP reservation with MCCAOP Periodicity equal to 2). In this particular example, the MCCAOP Periodicity equals two, so that there are two MCCAOPs in each DTIM interval. As further illustrated in the figure, the MCCAOP Offset value indicates the beginning of the first MCCAOP in each DTIM interval. 

	[image: image1.wmf]

	· Example MCCAOP reservation with MCCAOP Periodicity equal to 2


If a mesh STA adjusts its TBTT, e.g., in response to a TBTT Adjustment Request, it shall adjust the MCCAOP reservations accordingly by modifying the MCCAOP Offset of each MCCAOP reservation.

NOTE: By modifying the offsets of the reservations accordingly, the starting times of its MCCAOPs  do not change as a consequence of the TBTT adjustment.
The set of MCCAOP reservations in which a mesh STA is involved as an MCCAOP owner or an MCCAOP responder and that are used for individually addressed transmissions are referred to as the TX-RX times of this mesh STA. The set of MCCAOP reservations in which a mesh STA is involved as an MCCAOP owner or an MCCAOP responder and that are used for group addressed transmissions are referred to as the broadcast times of this mesh STA.

An MCCAOP reservation is identified by an MCCAOP Reservation ID. The MCCAOP owner shall select an MCCAOP Reservation ID that is unique among all of its MCCAOP reservations. The MCCAOP Reservation ID and MCCAOP owner’s MAC address uniquely identify the MCCAOP reservation in the mesh BSS. The MCCAOP Reservation ID is an 8-bit unsigned integer. If this MCCAOP Setup Request is for an individually addressed transmission, the MCCAOP Reservation ID is between 0 and 127. If this MCCAOP Setup Request is for a group addressed transmission, the MCCAOP Reservation ID is between 128 and 254. The value 255 is not used to identify a specific MCCAOP reservation but is reserved for usage in MCCAOP Teardown elements as described in 9.9a.3.10 (MCCAOP teardown).

· Neighborhood MCCAOP times at a mesh STA

The MCCAOP reservations of a mesh STA and its neighbors define a set of MCCAOPs that are already being used in the mesh neighborhood of a mesh STA. These times are referred to as neighborhood MCCAOP times for the mesh STA. Thus, neighborhood MCCAOP times at a mesh STA include all MCCAOPs for which the mesh STA or one of its neighbors, including neighbors from other MBSSs, is either transmitter or receiver.

A mesh STA with dot11MCCAActivated equal to true shall be able to track at least dot11MCCAMinTrackStates MCCAOP reservations, including its own reservations. If the number of reservations in its neighborhood MCCAOP times is less than dot11MCCAMaxTrackStates, the mesh STA can track and accept additional reservations. In this case, the mesh STA shall set the Accept Reservations subfield in the MCCAOP Information field to 1 in the MCCAOP Advertisements elements it transmits. 

If the number of reservations in the neighborhood MCCAOP times of the mesh STA is equal to or greater than dot11MCCAMaxTrackStates, the mesh STA cannot track and accept additional reservations. In this case, the mesh STA shall set the Accept Reservations subfield in the MCCAOP Information field to 0 in the MCCAOP Advertisements elements it transmits. Moreover, it shall reply to MCCA Setup Request frames with an MCCA Setup Reply frame with the MCCA Reply Code field in the MCCAOP Setup Reply element equal to 3: Reject: MCCAOP track limit exceeded.

The tracked MCCAOP reservations are advertised as described in 9.9a.3.8 (MCCAOP advertisements). How to access the medium during the tracked neighborhood MCCAOP times is specified in 9.9a.3.11 (Access during MCCAOPs).

· Interfering times for a mesh STA

Through the Interfering Times Report in its MCCAOP advertisements, a mesh STA reports MCCAOP reservations that its neighbors have advertised in their TX-RX Times Reports and in their Broadcast Times Reports and in which the mesh STA is not involved itself. These times shall not be used for a new MCCAOP with the reporting mesh STA as they may experience interference from the transmissions scheduled to take place during the reported MCCAOPs or may cause interference to them.

The interfering times are directly derived from the TX-RX Times Reports and Broadcast Times Reports of the neighbor mesh STAs. The Interfering Times Report reflects the latest TX-RX Times Reports and Broadcast Times Reports received from the neighbor mesh STAs.

· MCCA Access Fraction (MAF)

The MCCA Access Fraction at a mesh STA is the ratio of the time reserved for MCCAOPs in the DTIM interval of this mesh STA to the duration of the DTIM interval. This parameter is reported in the MCCA Information field in the MCCAOP Advertisements element. The maximum value for the MAF that is allowed at a mesh STA is specified by dot11MAFlimit. The dot11MAFlimit is copied into the MCCA Access Fraction Limit subfield of the MCCA Information field in the MCCAOP Advertisements element as described in 7.3.2.106 (MCCAOP Advertisements element).

The MAF and the MAF Limit may be used to limit the use of MCCA in the mesh neighborhood of a mesh STA, as specified in 9.9a.3.7 (MCCAOP setup procedure). Before attempting to set up an MCCAOP reservation with a neighbor peer mesh STA, a mesh STA is required to ensure that the new MCCAOP reservation does not cause its MAF to exceed its MAF Limit and that the new MCCAOP reservation does not cause the MAF of any of its neighbor peer mesh STAs to exceed their MAF Limit.(CID177) An MCCAOP Setup Request shall be refused by the intended MCCAOP responder if the MAF limit of one of its neighbors is exceeded due to the new setup.

· MCCAOP setup procedure

The setup of an MCCAOP reservation is initiated by the MCCAOP owner, and is accepted or rejected by the MCCAOP responder. The setup procedure for an MCCAOP reservation is as follows:

· The MCCAOP owner builds a map of the neighborhood MCCAOP times in the DTIM interval after hearing advertisements from all of its neighbor mesh STAs with the MCCA Enabled subfield of the Mesh Capability field in the Mesh Configuration element equal to 1. If no advertisement was heard from a neighbor mesh STA in the last dot11MCCAAdvertPeriodMax DTIM intervals or if the Last Advertisement field was not equal to 0 or if the Advertisement Identifier field was not equal to 0 in the MCCA Information field of the most recent advertisement, the mesh STA may request an MCCAOP advertisement from the neighbor mesh STA.

· The MCCAOP owner determines the MCCAOP reservation. The MCCAOP parameters shall be chosen in such a way that they satisfy the following conditions:

· The reservation does not overlap with the neighborhood MCCAOP times of the MCCAOP owner. 

· The reservation does not overlap with the interfering times of the intended MCCAOP responder or responders.

· The reservation does not overlap with Beacon transmission times of itself or one of its neighbor mesh STAs.

· The reservation does not overlap with known HCCA times of neighbor APs. How the mesh STA obtains knowledge about HCCA times of neighbor APs is beyond the scope of this standard.
· The reservation does not cause the MAF limit to be exceeded for either itself or its neighbor mesh STAs.

· The Accept Reservations subfield of the MCCAOP Information field equals 1 in the most recent MCCAOP Advertisements element received from all intended MCCAOP responders.

· If the conditions in item b) are satisfied, the MCCAOP owner transmits an MCCAOP Setup Request element to the intended MCCAOP responder with the chosen MCCAOP parameters.

· The MCCAOP responder verifies the following conditions:

· The reservation does not overlap with its neighborhood MCCAOP times excluding those owned by the intended MCCAOP owner.

· The reservation does not overlap with Beacon transmission times of itself or one of its neighbor mesh STAs.

· The reservation does not overlap with known HCCA times of neighbor APs. How the mesh STA obtains knowledge about HCCA times of neighbor APs is beyond the scope of this standard.
· The reservation does not cause the MAF limit to be exceeded for itself or its neighbor mesh STAs.

· The number of reservations in its neighborhood MCCAOP times does not exceed dot11MCCAMaxTrackStates.

· If the conditions in item d) are satisfied, the responder shall send an MCCAOP Setup Reply frame to the MCCAOP owner with the MCCA Reply Code field in the MCCAOP Setup Reply element equal to 0: Accept, as defined in Table s7-43bx (MCCA Reply codes).

· If the conditions in item d)(Ed) are satisfied and the MCCAOP request is intended for group addressed transmissions, the responder shall include the reservation into its MCCAOP advertisements only after the MCCAOP advertisements from the MCCAOP owner is received.

· If not all of the conditions in item d)(Ed) are satisfied and the MCCAOP request is intended for individually addressed transmissions, the responder shall send an MCCA Setup Reply frame to the MCCAOP owner which is constructed as follows:

· If one of the conditions in item d)1) through item d)3) is not satisfied and both conditions in item d)4) and item d)5) are satisfied, the responder may calculate an alternative MCCAOP reservation and include it in the MCCAOP Reservation field of the MCCAOP Setup Reply element. It sets the MCCA Reply Code field of the MCCAOP Setup Reply element to 1: Reject: MCCAOP reservation conflict, as defined in Table s7-43bx (MCCA Reply codes).

· If the condition in item d)4) is not satisfied, it sets the MCCA Reply Code field of the MCCAOP Setup Reply element to 2: Reject: MAF limit exceeded, as defined in Table s7-43bx (MCCA Reply codes).

· If the condition in item d)4) is satisfied and the condition in item d)5) is not satisfied, it sets the MCCA Reply Code field of the MCCAOP Setup Reply element to 3: Reject: MCCAOP track limit exceeded, as defined in Table s7-43bx (MCCA Reply codes).

· If not all of the conditions in item d) are satisfied and the MCCAOP request is intended for group addressed transmissions, the responder sends an MCCA Setup Reply frame to the MCCAOP owner with the MCCA Reply Code field in the MCCAOP Setup Reply element equal to 1: Reject: MCCAOP reservation conflict.

· If the MCCAOP owner receives an MCCA Setup Reply frame with MCCA Reply Code equal to Accept, the MCCAOP reservation is established. Otherwise, the mesh STA may repeat the MCCAOP setup procedure using a modified MCCAOP Setup Request. If an alternative MCCAOP reservation is included in the MCCAOP Setup Reply, the mesh STA may consider this alternative in its modified MCCAOP Setup Request.

· MCCAOP advertisements

A mesh STA with dot11MCCAActivated equal to true uses MCCAOP advertisements to advertise its tracked MCCAOP reservations to its neighbor mesh STAs. The MCCAOP reservations are advertised by sending one or more MCCAOP Advertisements elements (see 7.3.2.106 (MCCAOP Advertisements element)) to neighbor (peer) mesh STAs. The MCCAOP advertisements shall be transmitted in Beacon frames, Probe Response frames, or MCCAOP Advertisements frames.

A mesh STA with dot11MCCAActivated equal to true shall track up to dot11MCCAMaxTrackStates reservations including its own reservations. If the number of reservations in its neighborhood MCCAOP times is less than dot11MCCAMaxTrackStates, the mesh STA can track and accept additional reservations. In this case, it shall set the Accept Reservations field in the MCCAOP Information field to 1 in the MCCAOP Advertisements element it transmits. If the number of reservations in its neighborhood MCCAOP times equals dot11MCCAMaxTrackStates, the mesh STA cannot track and accept additional reservations. In this case, it shall set the Accept Reservations field in the MCCAOP information field to 0 in the MCCAOP Advertisements element it transmits. The mesh STA shall advertise the tracked reservations in the TX-RX Report field, Broadcast Report field, and Interfering Times Report field of the MCCAOP Advertisements element.

If a mesh STA reports all tracked reservations in one MCCAOP Advertisements element, it(CID167) shall set the Last Advertisement subfield of the MCCA Information field in the MCCAOP Advertisements element to 0 and the Advertisement Identifier subfield of the MCCA Information field in the MCCAOP Advertisements element to 0. 
If the mesh STA reports the tracked reservations in multiple MCCAOP Advertisements elements, it shall act as follows:

· If the number of MCCAOP Advertisement elements exceeds 8, it shall set the Last Advertisement subfield of the MCCA Information field in the MCCAOP Advertisements element to 1 and the Advertisement Identifier subfield of the MCCA Information field in the MCCAOP Advertisements element to 7. 

· If the number of MCCAOP Advertisements elements used is between 1 and 8, it shall number these MCCAOP Advertisements elements consecutively, and set the Last Advertisement subfield to 0 for the MCCAOP Advertisements element with the highest value for the Advertisement Identifier subfield, and set the Last Advertisement subfield to 1 for the other MCCAOP Advertisements elements.

A mesh STA shall advertise at least one MCCAOP Advertisements element in every dot11MCCAAdvertPeriodMax DTIM intervals. It shall advertise an MCCAOP Advertisements element that has changed since it was last advertised at least within dot11MCCAAdvertPeriodMax DTIM intervals. If a mesh STA receives an MCCAOP Advertisement Request frame it shall advertise all tracked MCCAOP reservations.

An MCCAOP advertisement may contain the following three different kinds of MCCA reservation reports:

· TX-RX Times Report:

· All MCCAOP times for individually addressed frames for which the mesh STA is the MCCAOP owner or the MCCAOP responder.

· Broadcast Times Report:

· All MCCAOP times for group addressed frames for which the mesh STA is the MCCAOP owner or the MCCAOP responder.

· Optionally, known Target Beacon Transmission Times for which the mesh STA is either the transmitter or the receiver.

· Optionally, other transmission or reception times of a STA that is collocated with the reporting mesh STA, for example, Beacon or HCCA times of a collocated AP.

· Interfering Times Report:

· TX-RX and broadcast times reported by neighbor peer mesh STAs of the mesh STA excluding those times for which the mesh STA is either the MCCAOP owner or the MCCAOP responder.

· Optionally, TX-RX and broadcast times reported by neighbor non-peer mesh STAs of the mesh STA.

Each of the reports shall consist of a number of reported MCCAOP reservations, as described in 7.3.2.106 (MCCAOP Advertisements element).
Note to the editor: move clause 9.9a.3.9 after Clause 9.9a.3.10, and renumber accordingly.
· Interaction with time synchronization

If a mesh STA adjusts its TBTT, e.g., in response to a TBTT Adjustment Request, it shall adjust the reservations accordingly by modifying the MCCAOP Offset of each of the tracked MCCAOP reservations. If a mesh STA adjusts its timing offset value with respect to a neighbor mesh STA, as specified in 11C.12.2.2 (Neighbor Offset Protocol), it shall adjust the reservations  accordingly by modifying the MCCAOP Offset of each of the tracked MCCAOP reservations for which this neighbor mesh STA is the owner. In either case, a mesh STA’s MCCAOP Advertisements shall always contain the most recent MCCAOP Offsets."


· MCCAOP teardown

· Conditions that trigger an MCCAOP teardown

The MCCAOP owner and the MCCAOP responder may initiate a teardown of an MCCAOP reservation, e.g., when the reservation is no longer needed. A mesh STA shall act as follows to resolve conflicts between MCCAOP reservations in its neighborhood MCCAOP times. If the conflict is caused by overlapping reservations from its TX-RX times and broadcast times, it shall select one of these reservations and initiate a teardown for it. If the conflict is caused by an overlap between a reservation from its TX-RX times or broadcast times, and another reservation from its interfering times, it shall act as follows. It creates a first unsigned integer by inverting the bit order of its MAC address and a second unsigned integer by inverting the bit order of the lowest of the known MAC addresses of the owner and responder(s) of the reservation in the interfering times. If the first unsigned integer is smaller than the second unsigned integer, it shall initiate a teardown of the reservation in its TX-RX or broadcast times. Otherwise, it may initiate a teardown of the reservation in its TX-RX or broadcast times.

There are also other conditions that trigger the MCCAOP owner and responder to delete a reservation, without an explicit tear down. An MCCAOP owner shall delete a reservation for an individually addressed transmission when it has not received an acknowledgement for any frame transmission in the MCCAOPs corresponding to the reservation for greater than dot11MCCAOPtimeout time. An MCCAOP responder shall delete a reservation for individually addressed transmission or group addressed transmissions when it has not received a frame transmission in any of the MCCAOPs corresponding to the reservation for greater than dot11MCCAOPtimeout time.
· MCCAOP teardown procedure

The teardown is initiated by transmitting an MCCA Teardown frame. The MCCAOP Reservation ID field in the MCCAOP Teardown element is set to the MCCAOP Reservation ID of the reservation that is to be torn down. In case the tear down is initiated by an MCCAOP responder, the MCCAOP Owner field of the MCCAOP Teardown element is set to the MAC address of the MCCAOP owner.

The transmitter of the MCCA Teardown frame deletes the reservation after the MCCA Teardown frame has been successfully transmitted. The receiver of the MCCA Teardown acts as follows. In case the MCCAOP Reservation ID field corresponds to a reservation for individually addressed transmissions, it deletes the reservation. If the reservation is for group addressed transmissions for which it is the MCCAOP owner, it deletes the reservation if there are no other MCCAOP responders for this reservation.

The MCCAOP owner acts as follows when deleting a reservation:

· It stops executing the access procedure described in 9.9a.3.11.1 (Access by MCCAOP owners) at the start of the MCCAOPs corresponding to the reservation that was deleted.

· In case the reservation was for individually addressed frames, it stops advertising the MCCAOP reservation in its TX-RX Times Report.

· In case the reservation was for group addressed frames, it stops advertising the MCCAOP reservation in its Broadcast Times Report.

The MCCAOP responder acts as follows when deleting a reservation:

· It stops executing the procedure described in 9.9a.3.11.2 (Access during an MCCAOP by mesh STAs that are not the MCCAOP owner) during the MCCAOPs corresponding to the reservation that was deleted.

· In case the reservation was for individually addressed frames, it stops advertising the MCCAOP reservation in its TX-RX Times Report.

· In case the reservation was for group addressed frames, it stops advertising the MCCAOP reservation in its Broadcast Times Report.

· Access during MCCAOPs

· Access by MCCAOP owners

At the start of the MCCAOP, the EDCAF of the MCCAOP owner shall set AIFSN[AC] equal to dot11MCCAAIFSN, CWmax[AC] equal to dot11MCCACWmax, CW[AC] equal to dot11MCCACWmin, QSRC[AC] to 0, and QLRC[AC] to 0 for all ACs. The TXOP limit shall specify a duration value no larger than the MCCAOP Duration.

During the MCCAOP, the EDCAFs of the ACs operates as specified in 9.9.1 (HCF contention-based channel access (EDCA)), with the following modifications.

· During the MCCAOP, the EDCAF of each AC shall consider only those frame whose RA matches the MAC address of the MCCA responder.

· In cases where the access to the medium is delayed, the TXOPlimit value shall specify a duration to end no later than the MCCAOP start time plus the MCCAOP Duration.

· As specified in 9.9a.3.11.2 (Access during an MCCAOP by mesh STAs that are not the MCCAOP owner), neighboring STAs shall not access the WM during an MCCAOP, until they receive a frame from either the MCCAOP owner or the MCCAOP responder. With the exception of truncation of an MCCA TXOP by means of a CF-End, standard EDCA TXOP rules apply for the remainder of the MCCAOP. For HT mesh STAs, these include the reverse direction protocol as specified in 9.15.

· At the end of the MCCAOP, the parameters used by the EDCAF of the MCCAOP owner shall be set to the MIB attribute table dot11EDCATable, and QSRC[AC] and QLRC[AC] shall be set to 0 for all ACs. 

The MCCAOP owner may adjust the duration of an MCCAOP by setting the Duration/ID field in the frames it transmits. In particular, if an MCCAOP owner has no data to transmit in an MCCAOP corresponding to an MCCAOP reservation that is intended for individually addressed frames, it may transmit an individually addressed QoS Null frame during the MCCAOP to end the MCCAOP.

NOTE—It is recommended to send a QoS Null frame to end the MCCAOP although there may be situations in which the transmission of a QoS Null is not needed or undesirable.

If an MCCAOP owner has no data to transmit in an MCCAOP reservation that is intended for group ad-dressed frames, it may transmit a group addressed QoS Null frame during the MCCAOP to end the MCCAOP.

· Access during an MCCAOP by mesh STAs that are not the MCCAOP owner

The MAC of a mesh STA with dot11MCCAActivated is true shall provide a Reservation Allocation Vector (RAV) mechanism to indicate a busy medium from the start of an MCCAOP corresponding to a reservation in its interfering times until the receipt of a frame transmitted by either the MCCAOP owner or the MCCAOP responder. The RAV mechanism is provided in addition to the PHY and virtual CS mechanisms described in 9.2.1. It is different from the virtual CS mechanism in two aspects. Firstly, a mesh STA can be neighbor to multiple ongoing MCCAOPs corresponding to different reservations and the regular NAV setting and updating rules do not suffice to prevent interference during these reservations. Secondly, the virtual CS mechanism is set immediately upon receipt of a frame, whereas the RAV mechanism is based on reservation frames received at some earlier time instant. When either the CS function provided by the PHY, the virtual CS function provided by the MAC via the NAV, or the RAV mechanism indicate a busy medium during an MCCAOP for which the mesh STA is neither the MCCAOP owner nor the MCCAOP responder, the medium shall be considered busy; otherwise, it shall be considered idle.

The RAV mechanism maintains an index of future MCCAOPs based on the reservation information that is available in the interfering times of a mesh STA. At the start of each MCCAOP corresponding to a reservation in the interfering times, a RAV is set to indicate a busy medium for the duration of the MCCAOP given in the MCCAOP Duration field of the MCCAOP reservation. At the start of each MCCAOP corresponding to a reservation in the TX-RX or broadcast times for which the mesh STA is an MCCAOP responder, a RAV is set to indicate a busy medium for the duration of the MCCAOP given in the MCCAOP Duration field of the MCCAOP reservation. The RAV may be thought of as a counter, corresponding to an MCCAOP corresponding to a reservation in the interfering times. The RAV counts down to zero at a uniform rate. When the counter is zero, the RAV indication is that the medium is idle; when nonzero, the indication is busy. 

The mesh STA clears the RAV timer, i.e., sets it to 0, upon receipt of a frame from either the MCCAOP owner or responder. If a mesh STA receives a RTS frame during an MCCAOP for which it is a MCCAOP responder, with the RA address matching its MAC address and with the MAC address in the TA field in the RTS frame matching the MAC address of the MCCAOP owner, then the STA shall send the CTS frame after SIFS, without regard for the NAV and the RAV, and without resetting its NAV. The RAV for an MCCAOP is not cleared upon receipt of a frame originating from stations that are not the MCCAOP owner or responder. Since the NAV is set upon receipt of frames with a Duration/ID field, the MCCAOP owner and responder adjust the reservation period of an MCCAOP to their actual traffic needs by the Duration/ID field in the transmitted frame and obtain protection of the frame transmission via the NAV setting.

The RAV mechanism can be represented by a number of counters, where each counter corresponds to one MCCAOP. The number of counters needed at any instant is equal to the number of MCCAOPs at this instant corresponding to reservations in the interfering times of the mesh STA.

· MLME SAP interface

· MCCA management interface

· Introduction

The following primitives describe how a mesh entity manages its MCCA operation.

· MLME-ACTIVATEMCCA.request

· Function

This primitive requests that the MAC entity activates MCCA.

· Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-ACTIVATEMCCA.request(





MCCAScanDuration, 





MAFLimit,





MCCAAdvertPeriodMax,





MCCAMaxTrackStates,





MCCACWmin,





MCCACWmax,





MCCAAIFSN





)

	Name
	Type
	Valid Range
	Description

	MCCAScanDuration
	Integer
	0–65535
	Specifies the duration in TUs that the mesh STA shall not initiate or accept MCCAOP Setup 
Requests.

	MAFLimit
	Integer
	0–255
	Specifies the maximum MCCA access fraction allowed at the mesh STA. This number is always a multiple of (1/255) of the DTIM Interval.

	MCCAAdvertPeriodMax
	Integer
	0–255
	Specifies the maximum interval that a mesh STA with dot11MCCAActivated equal to true waits for an MCCAOP Advertisements update. It is expressed in number of DTIM intervals.

	MCCAMaxTrackStates
	Integer
	dot11MCCAMinTrackStates - 65535
	Specifies the total number of MCCAOP reservations that the MAC entity must be able to track.

	MCCACWmin
	Integer
	0–15
	Specifies the value of the minimum size of the contention window(CID189) that the MAC entity uses for channel access during an MCCAOP.

	MCCACWmax
	Integer
	0–63
	Specifies the value of the maximum size of the contention that the MAC entity uses for channel access during an MCCAOP.

	MCCAAIFSN
	Integer
	0–15
	Specifies the value of the AIFSN that the MAC entity uses for channel access during an MCCAOP.


· When Generated

This primitive is generated by the SME to start the use of MCCA.

· Effect of receipt

This primitive sets dot11MCCAEnabled to true and initializes the MCCA parameters. The MLME subsequently issues an MLME-ACTIVATEMCCA.confirm primitive that reflects the results.

· MLME-ACTIVATEMCCA.confirm

· Function

This primitive reports the result of an MLME-MCCAACTIVATE.request.

· Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-ACTIVATEMCCA.confirm(





ResultCode





) 
	Name
	Type
	Valid Range
	Description

	ResultCode
	Enumeration
	SUCCESS, 
INVALID_PARAMETERS, MCCA_NOT_IMPLEMENTED,
INVALID_MAF_LIMIT,
INVALID_MCCAAdvertPeriodMax, INVALID_MAXTRACKSTATES,
INVALID_MCCACWMIN,
INVALID_MCCACWMAX, INVALID_MCCAAIFSN
	Indicates the result of the MLME-ACTIVATEMCCA.request.


· When Generated

This primitive is generated as a result of an MLME-ACTIVATEMCCA.request.

· Effect of Receipt

The SME is notified of the results of the request to start the use of MCCA.

· MLME-MCCASETUP.request

· Function

This primitive requests that the MAC entity sets up an MCCA reservation.

· Semantics of the service primitive

The primitive parameters are as follows:

MLME-MCCASETUP.request(





MCCAOP Duration, 





MCCAOP Periodicity,





MCCAOP Responder,





VendorSpecificInfo





) 

	Name
	Type
	Valid range
	Description

	MCCAOP Duration
	Integer
	0–65535
	Specifies the MCCAOP Duration of the needed MCCAOPs in multiples of 32 μs.

	MCCAOP Periodicity
	Integer
	0–255
	Specifies the MCCAOP Periodicity of the needed MCCAOPs.

	MCCAOP Responder
	MAC address
	Any valid individual MAC address
	Specifies the MAC address of the intended MCCAOP responder.

	VendorSpecificInfo
	A set of 
elements
	As defined in 7.3.2.26
	Zero or more elements.


· When generated

This primitive is generated by the SME to start an MCCA setup procedure.

· Effect of receipt

This primitive causes the selection of an appropriate offset and the transmission of the MCCA Setup Request provided that the conditions for the transmission are met. The MLME subsequently issues an MLME-MCCASETUP.confirm primitive that reflects the results.

· MLME-MCCASETUP.confirm

· Function

This primitive is generated by the MLME as a result of an MLME-MCCASETUP.request primitive to establish an MCCAOP reservation with a specified peer MAC entity.

· Semantics of the service primitive

The primitive parameters are as follows:

MLME-MCCASETUP.confirm(





MCCAOP Parameters,





MCCAOPID,





MCCAOP responder,





ResultCode,





VendorSpecificInfo





)

	Name
	Type
	Valid range
	Description

	MCCAOP Parameters
	MCCAOP Reservation
	See 7.3.2.104.2 (MCCAOP Reservation field)
	The MCCAOP reservation 
parameters

	MCCAOPID
	Integer
	0–255
	MCCAOPID of MCCA reservation

	MCCAOP Responder
	MAC address
	Any valid individual MAC address
	Specifies the MAC address of the intended MCCAOP responder.

	Result Code
	Enumeration
	SUCCESS, INVALID_PARAMETERS, MCCAOP_RESERVATION_CONFLICT, 
MAF_LIMIT_EXCEEDED, MCCA_TRACK_LIMIT_EXCEEDED,
MCCA_SETUP_TIMEOUT
	Indicates the result of the MLME-MCCASETUP.request.

	VendorSpecificInfo
	A set of 
elements
	As defined in 7.3.2.26
	Zero or more elements.


· When generated

This primitive is generated by the MLME as a result of an MLME-MCCASETUP.request to establish an MCCAOP reservation with a peer mesh STA.

· Effect of receipt

The SME is notified of the results of the MCCA setup procedure.

· MLME-MCCASETUP.indication

· Function

This primitive reports the establishment of an MCCAOP reservation with a specified peer MAC entity.

· Semantics of the service primitive

The primitive parameters are as follows:

MLME-MCCASETUP.indication(





MCCAOP Parameters,

 



MCCAOPID,





MCCAOP owner,





VendorSpecificInfo





)

	Name
	Type
	Valid range
	Description

	MCCAOP Parameters
	MCCAOP Reservation
	See 7.3.2.104.2 (MCCAOP Reservation field)
	The MCCAOP reservation parameters.

	MCCAOPID
	Integer
	0–255
	MCCAOPID of MCCA reservation.

	MCCAOP owner
	MAC address
	Any valid individual MAC address
	Specifies the MAC address of the MCCAOP owner.

	VendorSpecificInfo
	A set of 
elements
	As defined in 7.3.2.26
	Zero or more elements.


· When generated

This primitive is generated by the MLME as result of the establishment of an MCCAOP reservation with a specific peer MAC entity that resulted from an MCCA setup procedure that was initiated by that specific peer MAC entity.

· Effect of receipt

The SME is notified of the results of the request to start an MCCA setup procedure.

· MLME-MCCASETUP.response

· Function

This primitive is used to send a response to a specific peer MAC entity that requested that the MAC entity sets up an MCCA reservation.

· Semantics of the service primitive

The primitive parameters are as follows:

MLME-MCCASETUP.response(





MCCAOP Parameters,





MCCAOPID,





MCCAOP responder,





ResultCode,





VendorSpecificInfo





)

	Name
	Type
	Valid range
	Description

	MCCAOP 
Parameters
	MCCAOP Reservation
	See 7.3.2.104.2 (MCCAOP Reservation field)
	The MCCAOP reservation 
parameters.

	MCCAOPID
	Integer
	0–255
	MCCAOPID of MCCA reservation.

	MCCAOP Responder
	MAC address
	Any valid individual MAC address
	Specifies the MAC address of the intended MCCAOP responder.

	Result Code
	Enumeration
	SUCCESS, INVALID_PARAMETERS, MCCAOP_RESERVATION_CONFLICT, 
MAF_LIMIT_EXCEEDED, MCCA_TRACK_LIMIT_EXCEEDED
	Indicates the result of the MLME-MCCASETUP.request.

	VendorSpecificInfo
	A set of 
elements
	As defined in 7.3.2.26
	Zero or more elements.


· When generated

This primitive is generated by the SME of a SRA as a response to an MLME-MCCASETUP.indication procedure.

· Effect of receipt

This primitive initiates transmission of a response to the specific peer MAC entity that requested the set up of an MCCAOP reservation.

· MLME-MCCAADVERTISEMENT.request

· Function

This primitive requests that the MAC entity sends out an MCCAOP Advertisements Request frame to the peer MAC entity.
· Semantics of the service primitive

The primitive parameters are as follows:

MLME-MCCAADVERTISEMENT.request(





PeerMAC,





VendorSpecificInfo





) 

	Name
	Type
	Valid range
	Description

	PeerMAC
	MAC address
	Any valid individual MAC address
	Specifies the MAC address of the peer MAC that will send the Advertisement.

	VendorSpecificInfo
	A set of 
elements
	As defined in 7.3.2.26
	Zero or more elements.


· When generated

This primitive is generated by the SME request an Advertisement from a specified peer MAC entity.

· Effect of receipt

This primitive causes the transmission of an MCCA Advertisement Request frame to the specified peer MAC entity. The MLME subsequently issues an MLME-MCCAADVERTISEMENT.confirm primitive that reflects the results.

· MLME-MCCAADVERTISEMENT.confirm

· Function

This primitive reports the result of an MLME-MCCAADVERTISEMENT.request.

· Semantics of the service primitive

The primitive parameters are as follows:

MLME-MCCAADVERTISEMENT.confirm(





MCCAOP Advertisements,





PeerMAC,





ResultCode,





VendorSpecificInfo





)

	Name
	Type
	Valid range
	Description

	MCCAOP Advertisements
	MCCAOP Advertisements
	See 7.3.2.106 (MCCAOP Advertisements element)
	One or more MCCAOP Advertisements elements.

	PeerMAC
	MAC address
	Any valid individual MAC address
	Specifies the MAC address of the transmitter of the MCCAOP Advertisements.

	Result Code
	Enumeration
	SUCCESS, INVALID_ADVERTISEMENT, ADVERTISEMENT_TIMEOUT
	Indicates the result of the MLME-MCCAADVERTISEMENT.request.

	VendorSpecificInfo
	A set of 
elements
	As defined in 7.3.2.26
	Zero or more elements.


· When generated

This primitive is generated by the MLME as a result of an MLME-MCCAADVERTISEMENT.request.

· Effect of receipt

The SME is notified of the results of the MCCA Advertisement Request frame.

· MLME-MCCAADVERTISEMENT.indication

· Function

This primitive reports that an Advertisement Request has been received from a specified peer MAC entity.

· Semantics of the service primitive

The primitive parameters are as follows:

MLME-MCCAADVERTISEMENT.indication(





PeerMAC,





VendorSpecificInfo





)

	Name
	Type
	Valid range
	Description

	PeerMAC
	MAC address
	Any valid individual MAC address
	Specifies the MAC address of the transmitter of the MCCAOP Request.

	VendorSpecificInfo
	A set of 
elements
	As defined in 7.3.2.26
	Zero or more elements.


· When generated

This primitive is generated by the MLME upon receipt of an MCCA Advertisement Request frame from the specified peer MAC entity.

· Effect of receipt

The SME is notified of the results of the request to advertise the MCCAOP reservations.

· MLME-MCCAADVERTISEMENT.response

· Function

This primitive is used to cause the transmission of an MCCAOP Advertisement frame to the specified peer MAC.

· Semantics of the service primitive

The primitive parameters are as follows:

MLME-MCCAADVERTISEMENT.response(





MCCAOP Advertisements,





PeerMAC,





ResultCode,





VendorSpecificInfo





)

	Name
	Type
	Valid range
	Description

	MCCAOP Advertisements
	MCCAOP Advertisement
	See 7.3.2.106 (MCCAOP Advertisements element)
	One or more MCCAOP Advertisements elements

	PeerMAC
	MAC address
	Any valid individual MAC address
	Specifies the MAC address of the transmitter of the MCCAOP Advertisement.

	Result Code
	Enumeration
	SUCCESS, REFUSED
	Indicates the result of the MLME-MCCAADVERTISEMENT.response.

	VendorSpecificInfo
	A set of 
elements
	As defined in 7.3.2.26
	Zero or more elements.


· When generated

This primitive is generated by the SME of a STA as a response to an MLME-MCCAADVERTISEMENT.indication procedure.

· Effect of receipt

This primitive initiates transmission of a response to the specified peer MAC entity that requested advertisement of the MCCAOP reservations.

· MLME-MCCATEARDOWN.request

· Function

This primitive requests that the MAC entity tears down an MCCA reservation.

· Semantics of the service primitive

The primitive parameters are as follows:

MLME-MCCATEARDOWN.request(





MCCAOPID,





PeerMAC





) 

	Name
	Type
	Valid range
	Description

	MCCAOPID
	Integer
	0–255
	Specifies the MCCAOPID of the reservation to be torn down.

	PeerMAC
	MAC address
	Any valid individual MAC address
	Specifies the MAC address of the peer MAC for the MCCA reservation.


· When generated

This primitive is generated by the SME to start an MCCA TEARDOWN procedure.

· Effect of receipt

This primitive causes the teardown MCCAOP reservation indicated by means of the MCCAOPID. The MLME subsequently issues an MLME-MCCASETUP.confirm primitive that reflects the results.

· MLME-MCCATEARDOWN.confirm

· Function

This primitive reports the result of an MLME-MCCATEARDOWN.request.

· Semantics of the service primitive

The primitive parameters are as follows:

MLME-MCCATEARDOWN.confirm(





MCCAOPID,





PeerMAC





)

	Name
	Type
	Valid range
	Description

	MCCAOPID
	Integer
	0–255
	MCCAOPID of MCCA reservation to be torn down.

	PeerMAC
	MAC address
	Any valid individual MAC address
	Specifies the MAC address of the peer MAC for the MCCA 
reservation.

	Result Code
	Enumeration
	SUCCESS, INVALID_PARAMETERS, INVALID_PEER_MAC, INVALID_MCCAOPID
	Indicates the result of the MLME-MCCATEARDOWN.request.


· When generated

This primitive is generated by the MLME as a result of an MLME-MCCATEARDOWN.request.

· Effect of receipt

The SME is notified of the results of the request to start an MCCA TEARDOWN procedure.

· MLME-MCCATEARDOWN.indication

· Function

This primitive reports that an MCCAOP reservation with a specified peer MAC entity has been torn down.

· Semantics of the service primitive

The primitive parameters are as follows:

MLME-MCCATEARDOWN.indication(





MCCAOPID,





PeerMAC





) 

	Name
	Type
	Valid range
	Description

	MCCAOPID
	Integer
	0–255
	MCCAOPID of MCCA reservation to be torn down.

	MCCAOP owner
	MAC address
	Any valid individual MAC address
	Specifies the MAC address of the peer MAC for the MCCA reservation.


· When generated

This primitive is generated by the MLME as result of the tear down of an MCCAOP reservation with a specific peer MAC entity that resulted from an MCCA TEARDOWN procedure that was initiated by that specific peer MAC entity.

· Effect of receipt

The SME is notified of the results of the request to start an MCCA TEARDOWN procedure.

· MBSS Congestion Control

ASN.1 encoding of the MAC and PHY MIB

· MIB Detail

Change the “Station Management (SMT) Attributes” of “Major sections” in D.3 as follows:

-- **********************************************************************

-- * Major sections

-- **********************************************************************

-- Station ManagemenT (SMT) Attributes

   -- DEFINED AS "The SMT object class provides the necessary support

   -- at the station to manage the processes in the station such that

   -- the station may work cooperatively as a part of an IEEE 802.11

   -- network."

dot11smt OBJECT IDENTIFIER ::= { ieee802dot11 1 }

   -- dot11smt GROUPS

   -- dot11StationConfigTable








::= { dot11smt 1 }

   -- dot11AuthenticationAlgorithmsTable








::= { dot11smt 2 }

   -- dot11WEPDefaultKeysTable








::= { dot11smt 3 }

   -- dot11WEPKeyMappingsTable








::= { dot11smt 4 }

   -- dot11PrivacyTable








::= { dot11smt 5 }

   -- dot11SMTnotification








::= { dot11smt 6 }

   -- dot11MultiDomainCapabilityTable








::= { dot11smt 7 }

   -- dot11SpectrumManagementTable








::= { dot11smt 8 }

   -- dot11RSNAConfigTable








::= { dot11smt 9 }

   -- dot11RSNAConfigPairwiseCiphersTable








::= { dot11smt 10 }

   -- dot11RSNAConfigAuthenticationSuitesTable








::= { dot11smt 11 }

   -- dot11RSNAStatsTable








::= { dot11smt 12 }

   -- dot11OperatingClassesTable








::= { dot11smt 13 }

   -- dot11RadioResourceMeasurement








::= { dot11smt 14 }

   -- dot11FastBSSTransitionConfigTable








::= { dot11smt 15 }

   -- dot11LCIDSETable








::= { dot11smt 16 }

   -- dot11HTStationConfigTable








::= { dot11smt 17 }

   -- dot11MeshStationConfigTable








::= { dot11smt 18 }

   -- dot11MeshHWMPConfigTable








::= { dot11smt 19 }

   -- dot11RSNAConfigPasswordValueTable








::= { dot11smt 20}

   -- dot11RSNAConfigDLCGroupTable








::= { dot11smt 21}

Change the “Dot11StationConfigEntry” of the “dot11StationConfigTable” as follows:

Dot11StationConfigEntry ::=


SEQUENCE {



dot11StationID 







MacAddress,



dot11MediumOccupancyLimit 







Unsigned32,



dot11CFPollable 







TruthValue,



dot11CFPeriod







Unsigned32,



dot11CFPMaxDuration 







Unsigned32,



dot11AuthenticationResponseTimeOut 







Unsigned32,



dot11PrivacyOptionImplemented 







TruthValue,



dot11PowerManagementMode 







INTEGER,



dot11DesiredSSID







OCTET STRING,



dot11DesiredBSSType 







INTEGER,



dot11OperationalRateSet 







OCTET STRING,



dot11BeaconPeriod 







Unsigned32,



dot11DTIMPeriod 







Unsigned32,



dot11AssociationResponseTimeOut 







Unsigned32,



dot11DisassociateReason 







Unsigned32,



dot11DisassociateStation 







MacAddress,



dot11DeauthenticateReason 







Unsigned32,



dot11DeauthenticateStation 







MacAddress,



dot11AuthenticateFailStatus 







Unsigned32,



dot11AuthenticateFailStation 







MacAddress,



dot11MultiDomainCapabilityImplemented 







TruthValue,



dot11MultiDomainCapabilityActivated







TruthValue,



dot11CountryString 







OCTET STRING,



dot11SpectrumManagementImplemented 







TruthValue,



dot11SpectrumManagementRequired 







TruthValue,



dot11RSNAOptionImplemented 







TruthValue,



dot11RSNAPreauthenticationImplemented 







TruthValue,



dot11OperatingClassesImplemented
 






TruthValue,



dot11OperatingClassesRequired 







TruthValue,



dot11QosOptionImplemented 







TruthValue,



dot11ImmediateBlockAckOptionImplemented 







TruthValue,



dot11DelayedBlockAckOptionImplemented 







TruthValue,



dot11DirectOptionImplemented 







TruthValue,



dot11APSDOptionImplemented 







TruthValue,



dot11QAckOptionImplemented 







TruthValue,



dot11QBSSLoadOptionImplemented 







TruthValue,



dot11QueueRequestOptionImplemented 







TruthValue,



dot11TXOPRequestOptionImplemented 







TruthValue,



dot11MoreDataAckOptionImplemented 







TruthValue,



dot11AssociateInNQBSS 







TruthValue,



dot11DLSAllowdInQBSS 







TruthValue,



dot11DLSAllowed 







TruthValue,



dot11AssociateStation 







MacAddress,



dot11AssociateID 







Unsigned32,



dot11AssociateFailStation 







MacAddress,



dot11AssociateFailStatus 







Unsigned32,



dot11ReassociateStation 







MacAddress,



dot11ReassociateID 







Unsigned32,



dot11ReassociateFailStation 







MacAddress,



dot11ReassociateFailStatus 







Unsigned32,



dot11RadioMeasurementImplemented







TruthValue,



dot11RadioMeasurementActivated 







TruthValue,



dot11RRMMeasurementProbeDelay 







Unsigned32,



dot11RRMMeasurementPilotPeriod 







Unsigned32,



dot11RRMLinkMeasurementActivated







TruthValue,



dot11RRMNeighborReportActivated 







TruthValue,



dot11RRMParallelMeasurementsActivated







TruthValue,



dot11RRMRepeatedMeasurementsActivated







TruthValue,



dot11RRMBeaconPassiveMeasurementActivated







TruthValue,



dot11RRMBeaconActiveMeasurementActivated







TruthValue,



dot11RRMBeaconTableMeasurementActivated 







TruthValue,



dot11RRMBeaconMeasurementReportingConditionsActivated







TruthValue,



dot11RRMFrameMeasurementActivated 







TruthValue,



dot11RRMChannelLoadMeasurementActivated 







TruthValue,



dot11RRMNoiseHistogramMeasurementActivated 







TruthValue



dot11RRMStatisticsMeasaurementActivated 







TruthValue,



dot11RRMLCIMeasurementActivated 







TruthValue,



dot11RRMLCIAzimuthActivated 







TruthValue,



dot11RRMTransmitStreamCategoryMeasurementActivated







TruthValue,



dot11RRMTriggeredTransmitStreamCategoryMeasurementActivated











TruthValue,



dot11RRMAPChannelReportActivated 







TruthValue,



dot11RRMMIBActivated 







TruthValue,



dot11RRMMaxMeasurementDuration 







Unsigned32,



dot11RRMNonOperatingChannelMaxMeasurementDuration







Unsigned32,



dot11RRMMeasurementPilotTransmissionInformationActivated











TruthValue,



dot11RRMMeasurementPilotActivated 







Unsigned32,



dot11RRMNeighborReportTSFOffsetActivated 







TruthValue,



dot11RRMRCPIMeasurementActivated 







TruthValue,



dot11RRMRSNIMeasurementActivated 







TruthValue,



dot11RRMBSSAverageAccessDelayActivated 







TruthValue,



dot11RRMBSSAvailableAdmissionCapacityActivated 







TruthValue,



dot11RRMAntennaInformationActivated 







TruthValue,



dot11FastBSSTransitionImplemented 







TruthValue,



dot11LCIDSEImplemented 







TruthValue,



dot11LCIDSERequired 







TruthValue,



dot11DSERequired 







TruthValue,



dot11ExtendedChannelSwitchActivated 







TruthValue,



dot11RSNAProtectedManagementFramesActivated 







TruthValue,



dot11RSNAUnprotectedManagementFramesAllowed 







TruthValue,



dot11AssociationSAQueryMaximumTimeout 







Unsigned32,



dot11AssociationSAQueryRetryTimeout 







Unsigned32,



dot11HighThroughputOptionImplemented 







TruthValue,



dot11RSNAPBACRequired 







TruthValue,



dot11PSMPOptionImplemented







TruthValue,



dot11RejectUnadmittedTraffic







TruthValue,



dot11BSSBroadcastNullCount







Unsigned32,



dot11MeshActivated







TruthValue













}

Insert “dot11MeshActivated” to the end of “dot11StationConfigTable” as follows:

dot11MeshActivated OBJECT-TYPE


SYNTAX TruthValue


MAX-ACCESS read-write


STATUS current


DESCRIPTION

"This is a control variable.

It is written by an external management entity.

Changes take effect as soon as practical in the implementation.

This attribute shall specify whether or not mesh services are supported by a station."


::= { dot11StationConfigEntry 97 }

Change the “dot11AuthenticationAlgorithmsTable” as follows:

dot11AuthenticationAlgorithmsTable OBJECT-TYPE


SYNTAX SEQUENCE of Dot11AuthenticationAlgorithmsEntry


MAC-ACCESS not-accessible


STATUS current


DESCRIPTION



"This (conceptual) table of attributes is a set of all the



authentication algorithms supported by stations. The fol-



lowing are the default values and the associated algorithm:




Value = 1: Open System




Value = 2: Shared Key




Value = 3: Fast BSS Transition (FT)




Value = 4: Simultaneous Authentication of Equals (SAE)"

REFERENCE "IEEE Std 802.11-<year>, 7.3.1.1 (Authentication Algorithm Number field)"

::= { dot11smt 2 }

dot11AuthenticationAlgorithm OBJECT-TYPE


SYNTAX INTEGER  { 



openSystem(1), 



sharedKey(2), 



fastBSSTransition(3),



simultaneousAuthEquals(4) }


MAX-ACCESS read-only


STATUS current


DESCRIPTION



"This is a control variable.



It is written by an external management entity.



Changes take effect as soon as practical in the implementation.



This attribute is the authentication algorithm described by this



entry in the table. The following values can be used here




Value = 1: Open System




Value = 2: Shared Key




Value = 3: Fast BSS Transition (FT)




Value = 4: Simultaneous Authentication of Equals (SAE)"


::= { dot11AuthenticationAlgorithmsEntry 2 }

Change the “Dot11RSNAConfigEntry” as follows:

Dot11RSNAConfigEntry ::=


SEQUENCE {


dot11RSNAConfigVersion 








Unsigned32,


dot11RSNAConfigPairwiseKeysImplemented 








Unsigned32,


dot11RSNAConfigGroupCipher 








OCTET STRING,


dot11RSNAConfigGroupRekeyMethod 








INTEGER,


dot11RSNAConfigGroupRekeyTime 








Unsigned32,


dot11RSNAConfigGroupRekeyPackets 








Unsigned32,


dot11RSNAConfigGroupRekeyStrict 








TruthValue,


dot11RSNAConfigPSKValue 








OCTET STRING,


dot11RSNAConfigPSKPassPhrase 








DisplayString,


dot11RSNAConfigGroupUpdateCount 








Unsigned32,


dot11RSNAConfigPairwiseUpdateCount 








Unsigned32,


dot11RSNAConfigGroupCipherSize 








Unsigned32,


dot11RSNAConfigPMKLifetime 








Unsigned32,


dot11RSNAConfigPMKReauthThreshold 








Unsigned32,


dot11RSNAConfigNumberOfPTKSAReplayCountersImplemented 








Unsigned32,


dot11RSNAConfigSATimeout 








Unsigned32,


dot11RSNAAuthenticationSuiteSelected 








OCTET STRING,


dot11RSNAPairwiseCipherSelected 








OCTET STRING,


dot11RSNAGroupCipherSelected 








OCTET STRING,


dot11RSNAPMKIDUsed 








OCTET STRING,


dot11RSNAAuthenticationSuiteRequested 








OCTET STRING,


dot11RSNAPairwiseCipherRequested 








OCTET STRING,


dot11RSNAGroupCipherRequested 








OCTET STRING,


dot11RSNATKIPCounterMeasuresInvoked 








Unsigned32,


dot11RSNA4WayHandshakeFailures 








Unsigned32,


dot11RSNAConfigNumberOfGTKSAReplayCountersImplemented 








Unsigned32,


dot11RSNAConfigSTKKeysImplemented 








Unsigned32,


dot11RSNAConfigSTKCipher 








OCTET STRING,


dot11RSNAConfigSTKRekeyTime 








Unsigned32,


dot11RSNAConfigSMKUpdateCount 








Unsigned32,


dot11RSNAConfigSTKCipherSize 








Unsigned32,


dot11RSNAConfigSMKLifetime 








Unsigned32,


dot11RSNAConfigSMKReauthThreshold 








Unsigned32,


dot11RSNAConfigNumberOfSTKSAReplayCountersImplemented








Unsigned32,


dot11RSNAPairwiseSTKSelected 








OCTET STRING,


dot11RSNASMKHandshakeFailures 








Unsigned32,


dot11RSNASAERetransPeriod








Unsigned32,


dot11RSNASAEAntiCloggingThreshold








Unsigned32,


dot11RSNASAESync








Unsigned32 }

Change the “dot11RSNAConfigNumberOfPTKSAReplayCountersImplemented” as follows:

dot11RSNAConfigNumberOfPTKSAReplayCountersImplemented OBJECT-TYPE



SYNTAX Unsigned32



MAX-ACCESS read-only



STATUS current



DESCRIPTION

"This is a capability variable.

Its value is determined by device capabilities.

Specifies the number of PTKSA replay counters per association:



0 –> 1 replay counters,



1 -> 2 replay counters,



2 –> 4 replay counters,



3 –> 16 replay counters"



DEFVAL { 3 }


::= { dot11RSNAConfigEntry 18 }

Change the “dot11RSNAConfigNumberOfGTKSAReplayCountersImplemented” as follows:

dot11RSNAConfigNumberOfGTKSAReplayCountersImplemented OBJECT-TYPE



SYNTAX Unsigned32



MAX-ACCESS read-only



STATUS current



DESCRIPTION

"This is a capability variable.

Its value is determined by device capabilities.

Specifies the number of GTKSA replay counters per association:



0 –> 1 replay counter,



1 –> 2 replay counters,



2 –> 4 replay counters,



3 –> 16 replay counters"



DEFVAL { 3 }


::= { dot11RSNAConfigEntry 29 }

Change the “dot11RSNAConfigNumberOfSTKSAReplayCountersImplemented” as follows:

dot11RSNAConfigNumberOfSTKSAReplayCountersImplemented OBJECT-TYPE



SYNTAX Unsigned32



MAX-ACCESS read-only



STATUS current



DESCRIPTION

"This is a capability variable.

Its value is determined by device capabilities.

Specifies the number of STKSA replay counters per association:



0 -> 1 replay counter,



1 -> 2 replay counters,



2 -> 4 replay counters,



3 -> 16 replay counters"



DEFVAL { 3 }


::= { dot11RSNAConfigEntry 37 } 

Insert the following three components to the end of the “dot11RSNAConfig TABLE”:

dot11RSNASAERetransPeriod OBJECT-TYPE



SYNTAX Unsigned32



MAX-ACCESS read-only



STATUS current



DESCRIPTION

"This is a status variable.

It is written by the SME when establishing or becoming a member of a BSS.

This object specifies the initial retry timeout, in millisecond units, used by the SAE authentication and key establishment protocol."



DEFVAL { 40 }


::= { dot11RSNAConfigEntry 40 }

dot11RSNASAEAntiCloggingThreshold OBJECT-TYPE



SYNTAX Unsigned32



MAX-ACCESS read-only



STATUS current



DESCRIPTION

"This is a capability variable.

Its value is determined by device capabilities.

This object specifies the maximum number of SAE protocol instances allowed to simultaneously be in either Commit or Confirmed state."



DEFVAL { 5 }


::= { dot11RSNAConfigEntry 41 }

dot11RSNASAESync OBJECT-TYPE



SYNTAX Unsigned32



MAX-ACCESS read-only



STATUS current



DESCRIPTION

"This is a capability variable.

Its value is determined by device capabilities.

This object specifies the maximum number of synchronization errors that are allowed to happen prior to disassociation of the offending SAE peer."



DEFVAL { 5 }


::= { dot11RSNAConfigEntry 42 }

Insert the following “dot11MeshSTAConfig TABLE,” “dot11MeshHWMPConfig TABLE,” “dot11RSNAConfigPasswordValue TABLE,” and “dot11RSNAConfigDLCGroup TABLE” after “dot11HTStationConfig TABLE” and prior to “MAC Attribute Templates”:

-- **********************************************************************

-- * dot11MeshSTAConfig TABLE

-- **********************************************************************

dot11MeshStationConfigTable OBJECT-TYPE



SYNTAX SEQUENCE OF Dot11MeshStationConfigEntry



MAX-ACCESS not-accessible



STATUS current



DESCRIPTION

"Mesh Station Configuration attributes. In tabular form to allow for multiple instances on an agent."


::= { dot11smt 18 }

dot11MeshStationConfigEntry  OBJECT-TYPE



SYNTAX Dot11MeshStationConfigEntry



MAX-ACCESS not-accessible



STATUS current



DESCRIPTION

"An entry in the dot11MeshStationConfigTable. It is possible for there to be multiple IEEE 802.11 interfaces on one agent, each with its unique MAC address. The relationship between an IEEE 802.11 interface and an interface in the context of the Internet-standard MIB is one-to-one. As such, the value of an ifIndex object instance can be directly used to identify corresponding instances of the objects defined herein. 

ifIndex - Each IEEE 802.11 interface is represented by an ifEntry. Interface tables in this MIB module are indexed by ifIndex."



INDEX { ifIndex }


::= { dot11MeshStationConfigTable 1 }

Dot11MeshStationConfigEntry ::=


SEQUENCE {



dot11MeshID






OCTET STRING,



dot11MeshNumberOfPeerings






Unsigned32, 



dot11MeshAcceptingAdditionalPeerings






TruthValue, 



dot11MeshConnectedToMeshGate






TruthValue, 



dot11MeshSecurityActivated






TruthValue, 



dot11MeshActiveAuthenticationProtocol






INTEGER, 



dot11MeshActivePeeringProtocol






INTEGER, 



dot11MeshConfigGroupUpdateCount






Unsigned32, 



dot11MeshActivePathSelectionProtocol






INTEGER, 



dot11MeshActivePathSelectionMetric






INTEGER, 



dot11MeshForwarding






TruthValue,



dot11MeshMaxRetries






Unsigned32,



dot11MeshRetryTimeout






Unsigned32,



dot11MeshTTL






Unsigned32,



dot11MeshGateAnnouncementProtocol 






TruthValue,



dot11MeshGateAnnouncementInterval






Unsigned32,



dot11MeshConfirmTimeout






Unsigned32,



dot11MeshHoldingTimeout






Unsigned32,



dot11MeshActiveCongestionControlMode






INTEGER, 



dot11MeshActiveSynchronizationProtocol






INTEGER,



dot11MeshNbrOffsetMaxNeighbor






Unsigned32,



dot11MBCAActivated






TruthValue,



dot11MeshBeaconTimingReportInterval






Unsigned32,



dot11MeshBeaconTimingReportMaxNum






Unsigned32,



dot11MeshDelayedBeaconTxInterval






Unsigned32,



dot11MeshDelayedBeaconTxMaxDelay






Unsigned32,



dot11MeshDelayedBeaconTxMinDelay






Unsigned32,



dot11MeshAverageBeaconFrameDuration






Unsigned32,



dot11MeshSTAMissingAckRetryLimit






Unsigned32,



dot11MCCAImplemented 






TruthValue,



dot11MCCAActivated 






TruthValue,



dot11MAFlimit 






Unsigned32,



dot11MCCAScanDuration






Unsigned32,



dot11MCCAAdvertPeriodMax






Unsigned32,



dot11MCCAMinTrackStates






Unsigned32,



dot11MCCAMaxTrackStates






Unsigned32,



dot11MCCAOPtimeout






Unsigned32,



dot11MCCACWmin






Unsigned32,



dot11MCCACWmax






Unsigned32,



dot11MCCAAIFSN






Unsigned32












} 

dot11MeshID OBJECT-TYPE



SYNTAX OCTET STRING (SIZE(0..32))



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

Changes take effect for the next MLME-START.request.

This attribute reflects the Mesh ID configured in this entity."

dot11MeshNumberOfPeerings OBJECT-TYPE



SYNTAX Unsigned32 (0..255)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

Changes take effect as soon as practical in the implementation.

This object shall indicate the number of mesh peering currently maintained by the STA. This value is reflected in the Number of Peerings subfield in the Mesh Formation Info field in the Mesh Configuration element."

dot11MeshAcceptingAdditionalPeerings OBJECT-TYPE



SYNTAX TruthValue



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

Changes take effect as soon as practical in the implementation.

This object shall specify whether or not the station is willing to accept additional peerings. This value is reflected in the Accepting Additional Mesh Peerings subfield in the Mesh Capability field in the Mesh Configuration element."

dot11MeshConnectedToMeshGate OBJECT-TYPE



SYNTAX TruthValue



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

Changes take effect as soon as practical in the implementation.

This object shall specify whether or not the station has a mesh path to a mesh gate. This value is reflected in the Connected to Mesh Gate subfield in the Mesh Formation Info field in the Mesh Configuration element."

dot11MeshSecurityActivated OBJECT-TYPE



SYNTAX TruthValue



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute shall specify whether or not the station is security enabled."

dot11MeshActiveAuthenticationProtocol OBJECT-TYPE



SYNTAX INTEGER { Null (0), SAE (1), VendorSpecific (255) }



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

Changes take effect for the next MLME-START.request.

This attribute shall specify the active authentication protocol."



DEFVAL { Null }

dot11MeshActivePeeringProtocol OBJECT-TYPE



SYNTAX INTEGER { MPM (0), AMPE (1), VendorSpecific (255) }



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

Changes take effect for the next MLME-START.request.

This attribute shall specify the active mesh peering protocol."



DEFVAL { MPM }

dot11MeshConfigGroupUpdateCount OBJECT-TYPE



SYNTAX Unsigned32 (1..4294967295)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

The number of times Mesh Group Key Inform frame in Mesh Group Key Handshake will be retried per Mesh Group Key Handshake attempt."



DEFVAL { 3 }

dot11MeshActivePathSelectionProtocol OBJECT-TYPE



SYNTAX INTEGER { HWMP (0), VendorSpecific (255) }



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

Changes take effect for the next MLME-START.request.

This attribute shall specify the active path selection protocol."



DEFVAL { HWMP }

dot11MeshActivePathSelectionMetric OBJECT-TYPE



SYNTAX INTEGER { AirtimeLinkMetric (0), VendorSpecific (255) }



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

Changes take effect for the next MLME-START.request.

This attribute shall specify the active path selection metric."



DEFVAL { AirtimeLinkMetric }

dot11MeshForwarding OBJECT-TYPE



SYNTAX TruthValue



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute shall specify the ability of a mesh STA to forward MSDUs."



DEFVAL { true }

dot11MeshMaxRetries OBJECT-TYPE



SYNTAX Unsigned32 (0..16)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute specifies the maximum number of Mesh Peering Open retries that can be sent to establish a new mesh peering instance in a mesh BSS."



DEFVAL { 2 }

dot11MeshRetryTimeout OBJECT-TYPE



SYNTAX Unsigned32 (1..255)



MAX-ACCESS read-write



STATUS current



DESCRIPTION 

"This is a control variable.

It is written by an external management entity.

This attribute specifies the initial retry timeout, in millisecond units, used by the Mesh Peering Open message."



DEFVAL { 40 }

dot11MeshTTL OBJECT-TYPE



SYNTAX Unsigned32 (0..255)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute shall specify the value of Mesh TTL field set at a source mesh STA."



DEFVAL { 31 }

dot11MeshGateAnnouncementProtocol OBJECT-TYPE



SYNTAX TruthValue



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute shall specify whether or not the mesh STA, which is collocated with a mesh gate, is using the Gate Announcement protocol."



DEFVAL { false }

dot11MeshGateAnnouncementInterval OBJECT-TYPE



SYNTAX Unsigned32 (1..65535)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

The Gate Announcement Interval is the number of seconds between the transmission of two Gate Announcements."



DEFVAL { 10 }

dot11MeshConfirmTimeout OBJECT-TYPE



SYNTAX Unsigned32 (1..255)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute specifies the initial retry timeout, in millisecond units, used by the Mesh Peering Open message."



DEFVAL { 40 }

dot11MeshHoldingTimeout OBJECT-TYPE



SYNTAX Unsigned32 (1..255)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute specifies the confirm timeout, in millisecond units, used by the Mesh Peering Management to close a mesh peering."



DEFVAL { 40 }

dot11MeshActiveCongestionControlMode OBJECT-TYPE



SYNTAX INTEGER {




Null (0), 




CongestionControlSignaling (1), 




VendorSpecific (255) }



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

Changes take effect for the next MLME-START.request.

This attribute shall specify the active congestion control protocol."



DEFVAL { Null }

dot11MeshActiveSynchronizationProtocol OBJECT-TYPE



SYNTAX INTEGER { NeighborOffsetProtocol (0), VendorSpecific (255) }



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

Changes take effect for the next MLME-START.request.

This attribute shall specify the active synchronization protocol."



DEFVAL { NeighborOffsetProtocol }

dot11MeshNbrOffsetMaxNeighbor OBJECT-TYPE



SYNTAX Unsigned32 (1..255)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a capability variable.

Its value is determined by device capabilities.

This attribute shall specify the maximum number of neighbor STAs with which the mesh STA maintains synchronization using the Neighbor Offset Protocol."



DEFVAL { 16 }

dot11MBCAActivated OBJECT-TYPE



SYNTAX TruthValue



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

Changes take effect for the next MLME-START.request.

This attribute shall specify whether or not the station activates Mesh Beacon Collision Avoidance mechanisms."



DEFVAL { false }

dot11MeshBeaconTimingReportInterval OBJECT-TYPE



SYNTAX Unsigned32 (1..255)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute shall specify when the Beacon Timing element is present in Beacon frames. Beacon Timing element is present when the DTIM Count value in the Beacon frame is zero or equal to an integer multiple of the set value."



DEFVAL { 4 }

dot11MeshBeaconTimingReportMaxNum OBJECT-TYPE



SYNTAX Unsigned32 (0..50)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute shall specify the maximum number of Beacon Timing Information field contained in a Beacon Timing element in the transmitting Beacon frames."



DEFVAL { 16 }

dot11MeshDelayedBeaconTxInterval OBJECT-TYPE



SYNTAX Unsigned32 (0..255)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute shall specify the interval of the delayed beacon transmission, for MBCA purpose. The value 0 indicates that the delayed beacon transmission is disabled."



DEFVAL { 0 }

dot11MeshDelayedBeaconTxMaxDelay OBJECT-TYPE



SYNTAX Unsigned32 (0..65535(CID277))



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute shall specify the maximum delay time from a TBTT for the delayed beacon transmission, for MBCA purpose. The value is expressed in units of microseconds."



DEFVAL { 2048(CID277) }

dot11MeshDelayedBeaconTxMinDelay OBJECT-TYPE



SYNTAX Unsigned32 (0..4023)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute shall specify the minimum delay time from a TBTT for the delayed beacon transmission, for MBCA purpose. The value is expressed in units of microseconds."



DEFVAL { 0 }

dot11MeshAverageBeaconFrameDuration OBJECT-TYPE



SYNTAX Unsigned32 (0..16383(CID277))



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute shall specify the expected averaged duration of last 16 Beacon frames received by the neighboring mesh STAs. The value is expressed in units of microseconds."

dot11MeshSTAMissingAckRetryLimit OBJECT-TYPE



SYNTAX Unsigned32 (0..100)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute indicates the number of times the mesh STA may retry a frame for which it does not receive an ACK for a STA in power-save mode after the mesh STA does not receive an ACK to a directed MPDU sent with the EOSP set to 1."

dot11MCCAImplemented OBJECT-TYPE



SYNTAX TruthValue



MAX-ACCESS read-only



STATUS current



DESCRIPTION

"This is a capability variable.

Its value is determined by device capabilities.

This attribute shall specify whether or not the MCCA is implemented in this station."

dot11MCCAActivated OBJECT-TYPE



SYNTAX TruthValue 



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute shall specify whether or not the station is MCCA enabled."



DEFVAL { false }

dot11MAFlimit OBJECT-TYPE



SYNTAX Unsigned32 (0..255)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute shall specify the maximum MCCA Access Fraction allowed at the mesh STA. This number expresses a multiple of (1/255)."



DEFVAL { 128 }

dot11MCCAScanDuration OBJECT-TYPE



SYNTAX Unsigned32 (1..65535)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

Specifies the duration in TUs after the activation of MCCA that the mesh STA shall not initiate or accept MCCAOP Setup Requests."



DEFVAL { 2^5 * 100 }

dot11MCCAAdvertPeriodMax OBJECT-TYPE



SYNTAX Unsigned32 (0..255)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute shall specify the maximum interval that a mesh STA with dot11MCCAActivated equal to true waits for an MCCAOP Advertisements update. It is expressed in number of DTIM intervals."



DEFVAL { 1 }

dot11MCCAMinTrackStates OBJECT-TYPE



SYNTAX Unsigned32 (83..65535)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a capability variable.

It is written by an external management entity.

This attribute specifies the smallest number of MCCAOP reservations that the MAC entity must be able to track."



DEFVAL { 83 }

dot11MCCAMaxTrackStates OBJECT-TYPE



SYNTAX Unsigned32 (dot11MCCAMinTrackStates..65535)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute specifies the maximum number of MCCAOP reservations that the MAC entity is able to track."



DEFVAL { 83 }

dot11MCCAOPtimeout OBJECT-TYPE



SYNTAX Unsigned32



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute specifies the timeout value for an MCCAOP teardown. It is expressed in TU."



DEFVAL { 10000 }

dot11MCCACWmin OBJECT-TYPE



SYNTAX Unsigned32 (0..aCWmin)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute shall specify the value of the minimum size of the window that shall be used by the mesh STA during the MCCAOP for which it is the MCCAOP owner for generating a random number for the backoff."



DEFVAL { 0 }

dot11MCCACWmax OBJECT-TYPE



SYNTAX Unsigned32 (0..aCWmax)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute shall specify the value of the maximum size of the window that shall be used by the mesh STA during the MCCAOP for which it is the MCCAOP owner for generating a random number for the backoff. The value of this attribute shall be such that it could always be expressed in the form of 2X - 1, where X is an integer."



DEFVAL { 31 }

dot11MCCAAIFSN OBJECT-TYPE



SYNTAX Unsigned32 (0..15)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute shall specify the number of slots, after a SIFS duration, that the mesh STA shall sense the medium idle either before transmitting or executing a backoff during an MCCAOP for which it is the MCCAOP owner."



DEFVAL { 1 }

-- **********************************************************************

-- * End of dot11MeshSTAConfig TABLE

-- **********************************************************************

-- **********************************************************************

-- * dot11MeshHWMPConfig TABLE

-- **********************************************************************

dot11MeshHWMPConfigTable OBJECT-TYPE



SYNTAX SEQUENCE OF Dot11MeshHWMPConfigEntry



MAX-ACCESS not-accessible



STATUS current



DESCRIPTION

"Mesh Station HWMP Configuration attributes. In tabular form to allow for multiple instances on an agent."


::= { dot11smt 19 }

dot11MeshHWMPConfigEntry  OBJECT-TYPE



SYNTAX Dot11MeshHWMPConfigEntry



MAX-ACCESS not-accessible



STATUS current



DESCRIPTION

"An entry in the dot11MeshHWMPConfigTable. It is possible for there to be multiple IEEE 802.11 interfaces on one agent, each with its unique MAC address. The relationship between an IEEE 802.11 interface and an interface in the context of the Internet-standard MIB is one-to-one. As such, the value of an ifIndex object instance can be directly used to identify corresponding instances of the objects defined herein.

ifIndex - Each IEEE 802.11 interface is represented by an ifEntry. Interface tables in this MIB module are indexed by ifIndex."



INDEX { ifIndex }


::= { dot11MeshStationConfigTable 1 }

Dot11MeshHWMPConfigEntry ::=


SEQUENCE {



dot11MeshHWMPmaxPREQretries






Unsigned32,



dot11MeshHWMPnetDiameter






Unsigned32,



dot11MeshHWMPnetDiameterTraversalTime






Unsigned32,



dot11MeshHWMPpreqMinInterval






Unsigned32,



dot11MeshHWMPperrMinInterval






Unsigned32,



dot11MeshHWMPactivePathToRootTimeout






Unsigned32,



dot11MeshHWMPactivePathTimeout






Unsigned32,



dot11MeshHWMProotMode






INTEGER,



dot11MeshHWMProotInterval






Unsigned32,



dot11MeshHWMPrannInterval






Unsigned32,



dot11MeshHWMPtargetOnly






INTEGER,



dot11MeshHWMPmaintenanceInterval






Unsigned32,



dot11MeshHWMPconfirmationInterval






Unsigned32












}

dot11MeshHWMPmaxPREQretries OBJECT-TYPE



SYNTAX Unsigned32 (0..255)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute shall specify the number of Action frames containing a PREQ that an originator mesh STA can send to a particular path target for a specific path discovery."



DEFVAL { 3 }


 ::= { dot11MeshHWMPConfigEntry 1}

dot11MeshHWMPnetDiameter OBJECT-TYPE



SYNTAX Unsigned32 (1..255)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute shall specify the estimate of the maximum number of hops that it takes for an HWMP element to propagate across the mesh BSS."



DEFVAL { 31 }


 ::= { dot11MeshHWMPConfigEntry 2}

dot11MeshHWMPnetDiameterTraversalTime OBJECT-TYPE



SYNTAX Unsigned32 (1..65535)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute shall specify the estimate of the interval of time (in TUs) that it takes for an HWMP element to propagate across the mesh BSS."



DEFVAL { 500 }


 ::= { dot11MeshHWMPConfigEntry 3}

dot11MeshHWMPpreqMinInterval OBJECT-TYPE



SYNTAX Unsigned32 (1..65535)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute shall specify the minimum interval of time (in TUs) during which a mesh STA can send only one Action frame containing a PREQ element."



DEFVAL { 100 }


 ::= { dot11MeshHWMPConfigEntry 4}

dot11MeshHWMPperrMinInterval OBJECT-TYPE



SYNTAX Unsigned32 (1..65535)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute shall specify the minimum interval of time (in TUs) during which a mesh STA can send only one Action frame containing a PERR element."



DEFVAL { 100 }


 ::= { dot11MeshHWMPConfigEntry 5}

dot11MeshHWMPactivePathToRootTimeout OBJECT-TYPE



SYNTAX Unsigned32 (1..65535)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This object shall specify the time (in TUs) for which mesh STAs receiving a proactive PREQ shall consider the forwarding information to the root mesh STA to be valid; it must be greater than dot11MeshHWMProotInterval."



DEFVAL { 5000 }


 ::= { dot11MeshHWMPConfigEntry 6}

dot11MeshHWMPactivePathTimeout OBJECT-TYPE



SYNTAX Unsigned32 (1..65535)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute shall specify the time (in TUs) for which mesh STAs receiving a PREQ to individual target(s) shall consider the forwarding information to be valid."



DEFVAL { 5000 }


 ::= { dot11MeshHWMPConfigEntry 7}

dot11MeshHWMProotMode OBJECT-TYPE



SYNTAX INTEGER { 




noRoot(0), 




proactivePREQnoPREP(2), 




proactivePREQwithPREP(3), 




rann(4) }



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute controls the configuration of a mesh STA as root mesh STA. A mesh STA is configured as a root mesh STA if dot11MeshHWMProotMode is set to 2, 3 or 4. Different values correspond to different modes of the root mesh STA. The mesh STA is not a root mesh STA when the attribute is set to 0."



DEFVAL { noRoot }


 ::= { dot11MeshHWMPConfigEntry 8}

dot11MeshHWMProotInterval OBJECT-TYPE



SYNTAX Unsigned32 (1..65535)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute shall specify the minimum interval of time (in TUs) during which a root mesh STA can send only one Action frame containing a proactive PREQ element."



DEFVAL { 2000 }


 ::= { dot11MeshHWMPConfigEntry 9}

dot11MeshHWMPrannInterval OBJECT-TYPE



SYNTAX Unsigned32 (1..65535)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute shall specify the minimum interval of time (in TUs) during which a mesh STA can send only one Action frame containing a RANN element."



DEFVAL { 2000 }


 ::= { dot11MeshHWMPConfigEntry 10}

dot11MeshHWMPtargetOnly OBJECT-TYPE



SYNTAX INTEGER { intermediateMSTA(0), targetOnly(1) }



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute, when set to intermediateMSTA (0), shall allow intermediate mesh STAs to respond with a PREP to a PREQ if they have valid forwarding information to the requested target. When set to targetOnly (1), only the target MSTA is allowed to respond with a PREP to a PREQ."



DEFVAL { targetOnly }


 ::= { dot11MeshHWMPConfigEntry 11}

dot11MeshHWMPmaintenanceInterval OBJECT-TYPE



SYNTAX Unsigned32 (1..65535)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute shall specify the minimum interval of time (in TUs) during which a mesh STA can send only one Action frame containing a PREQ element for path maintenance."



DEFVAL { 2000 }


 ::= { dot11MeshHWMPConfigEntry 12}

dot11MeshHWMPconfirmationInterval OBJECT-TYPE



SYNTAX Unsigned32 (1..65535)



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This is a control variable.

It is written by an external management entity.

This attribute shall specify the minimum interval of time (in TUs) during which a mesh STA can send only one Action frame containing a PREQ element for root path confirmation."



DEFVAL { 2000 }


 ::= { dot11MeshHWMPConfigEntry 13}

-- ********************************************************************

-- * End of dot11MeshHWMPConfig TABLE

-- ********************************************************************

-- *******************************************************************

-- * dot11RSNAConfigPasswordValue TABLE

-- *******************************************************************

dot11RSNAConfigPasswordValueTable


SYNTAX SEQUENCE OF Dot11RSNAConfigPasswordValueEntry


MAC-ACCESS not-accessible


STATUS current


DESCRIPTION



“When SAE authentication is the selected AKM suite, 



this table is used to locate the binary representation



of a shared, secret, and potentially low-entropy word,



phrase, code, or key that will be used as the



authentication credential between a TA/RA pair.



This table is logically write-only. Reading this table



returns unsuccessful status or null or zero.”

    ::= {dot11smt 20 }

dot11RSNAConfigPasswordValueEntry OBJECT-TYPE


SYNTAX Dot11RSNAConfigPasswordValueEntry


MAC-ACCESS not-accessible


STATUS current


DESCRIPTION



“An entry (conceptual row) in the Password Value Table”


INDEX { dot11RSNAConfigPasswordValueIndex }

    :: = {dot11RSNAConfigPasswordValueTable 1 }

Dot11RSNAConfigPasswordValueEntry ::=


SEQUENCE {



dot11RSNAConfigPasswordValueIndex



Unsigned32,



dot11RSNAConfigPasswordCredential



OCTET-STRING,



dot11RSNAConfigPasswordPeerMac



MacAddress }

dot11RSNAConfigPasswordValueIndex OBJECT-TYPE


SYNTAX Unsigned32


MAC-ACCESS not-accessible


STATUS current


DESCRIPTION



“The auxiliary variable used to identify instances of the columnar



objects in the Password Value table.”

    ::= { dot11RSNAConfigPasswordValueEntry 1 } 

dot11RSNAConfigPasswordCredential OBJECT-TYPE


SYNTAX OCTET STRING


MAX-ACCESS read-only


DESCRIPTION



“This variable is a binary representation of a shared,



secret, and potentially low-entropy word, phrase, code



or key used as an authentication credential.



Any character-based word or phrase shall be converted 



into a canonical binary representation according to



8.2a.3 before populating the Password Credential.”

    ::= { dot11RSNAConfigPasswordValueEntry 2 }

dot11RSNAConfigPasswordPeerMac OBJECT-TYPE


SYNTAX MacAddress


MAC-ACCESS read-only


STATUS current


DESCRIPTION



“This variable represents the MAC address of the peer



that is to be authenticated. A wildcard BSSID is



permitted when passwords are shared among peers.”

    ::= { dot11RSNAConfigPasswordValueEntry 3 }

-- *******************************************************************

-- * End of dot11RSNAConfigPasswordValue TABLE

-- *******************************************************************

-- *******************************************************************

-- * dot11RSNAConfigDLCGroup TABLE

-- *******************************************************************

dot11RSNAConfigDLCGroupTable


SYNTAX SEQUENCE OF Dot11RSNAConfigDLCGroupEntry


MAC-ACCESS not-accessible


STATUS current


DESCRIPTION



“This table gives a prioritized list of domain parameter set



  Identifiers for discrete logarithm cryptography (DLC) groups.”

     ::= { dot11smt 21 }

dot11RSNAConfigDLCGroupEntry OBJECT-TYPE


SYNTAX Dot11RSNAConfigDLCGroupEntry


MAC-ACCESS not-accessible


STATUS current


DESCRIPTION 



“An entry (conceptual row) in the DLC Group Table.”


INDEX { dot11RSNAConfigDLCGroupIndex }

    ::= { dot11RSNAConfigDLCGroupTable 1 }

Dot11RSNAConfigDLCGroupEntry ::=


SEQUENCE {



dot11RSNAConfigDLCGroupIndex



Unsigned32,



dot11RSNAConfigDLCGroupIdentifier



Unsigned32 }

dot11RSNAConfigDLCGroupIndex OBJECT-TYPE


SYNTAX Unsigned32


MAX-ACCESS not-accessible


STATUS current


DESCRIPTION



“The variable used to identify instances of the columnar



objects in the DLC Group Table. Entries are sorted 



based on the Group Index according to the priority



of the Group Identifier relative to other objects.



More preferred Group Identifiers will have a lower



index in the Group Entry.”

   ::= { dot11RSNAConfigDLCGroupEntry 1 }

dot11RSNAConfigDLCGroupIdentifier OBJECT-TYPE


SYNTAX Unsigned32


MAC-ACCESS read-only


STATUS current


DESCRIPTION



“This variable uniquely identifies a domain parameter



set for a group in the IANA registry ‘Group Description’



attributes for RFC 2409 (IKE).”

   ::= { dot11RSNAConfigDLCGroupEntry 2 }

-- *********************************************************************

-- *    End of dot11RSNAConfigDLCGroup TABLE

-- *********************************************************************

Change dot11Compliance MODULE-COMPLIANCE in the “Compliance Statements” as follows:

-- **********************************************************************

-- * Compliance Statements

-- **********************************************************************

dot11Compliance MODULE-COMPLIANCE


STATUS  current


DESCRIPTION


"The compliance statement for SNMPv2 entities that implement the


IEEE 802.11 MIB."


MODULE -- this module


MANDATORY-GROUPS {


dot11SMTbase1011,


dot11MACbase3, dot11CountersGroup3,


dot11SmtAuthenticationAlgorithms,


dot11ResourceTypeID, dot11PhyOperationComplianceGroup2 }

Insert the following before OPTIONAL-GROUPS in the “Compliance Statements”:

GROUP dot11MeshComplianceGroup


DESCRIPTION



"The dot11MeshComplianceGroup group is optional."

Change OPTIONAL-GROUPS in the “Compliance Statements” as follows:

-- OPTIONAL-GROUPS { dot11SMTprivacy, dot11MACStatistics,

--    dot11PhyAntennaComplianceGroup, dot11PhyTxPowerComplianceGroup,

--    dot11PhyRegDomainsSupportGroup,

--    dot11PhyAntennasListGroup, dot11PhyRateGroup,

--    dot11MultiDomainCapabilityGroup,

--    dot11PhyFHSSComplianceGroup2, dot11RSNAadditions,

--    dot11OperatingClassesGroup, dot11Qosadditions,

--    dot11RMCompliance, dot11FTComplianceGroup

--    dot11PhyAntennaComplianceGroup2,

--    dot11HTMACadditions,

--    dot11PhyMCSGroup,

--    dot11TransmitBeamformingGroup, dot11MeshComplianceGroup }

--

::= { dot11Compliances 1 }

Change the “dot11SMTbase10” of the “Groups - units of conformance” as follows:

dot11SMTbase10 OBJECT-GROUP


OBJECTS {



dot11MediumOccupancyLimit,



dot11CFPollable,



dot11CFPPeriod,



dot11CFPMaxDuration,



dot11AuthenticationResponseTimeOut,



dot11PrivacyOptionImplemented,



dot11PowerManagementMode,



dot11DesiredSSID,



dot11DesiredBSSType,



dot11OperationalRateSet,



dot11BeaconPeriod,



dot11DTIMPeriod,



dot11AssociationResponseTimeOut,



dot11DisassociateReason,



dot11DisassociateStation,



dot11DeauthenticateReason,



dot11DeauthenticateStation,



dot11AuthenticateFailStatus,



dot11AuthenticateFailStation,



dot11MultiDomainCapabilityImplemented,



dot11MultiDomainCapabilityActivated,



dot11CountryString,



dot11RSNAOptionImplemented,



dot11OperatingClassesImplemented,



dot11OperatingClassesRequired,



dot11QosOptionImplemented,



dot11ImmediateBlockAckOptionImplemented,



dot11DelayedBlockAckOptionImplemented,



dot11DirectOptionImplemented,



dot11APSDOptionImplemented,



dot11QAckOptionImplemented,



dot11QBSSLoadOptionImplemented,



dot11QueueRequestOptionImplemented,



dot11TXOPRequestOptionImplemented,



dot11MoreDataAckOptionImplemented,



dot11AssociateInNQBSS,



dot11DLSAllowedInQBSS,



dot11DLSAllowed,



dot11AssociateStation,



dot11AssociateID,



dot11AssociateFailStation,



dot11AssociateFailStatus,



dot11ReassociateStation,



dot11ReassociateID,



dot11ReassociateFailStation,



dot11ReassociateFailStatus,



dot11RadioMeasurementImplemented,



dot11RadioMeasurementActivated,



dot11FastBSSTransitionImplemented,



dot11LCIDSEImplemented,



dot11LCIDSERequired,



dot11DSERequired,



dot11ExtendedChannelSwitchActivated,



dot11HighThroughputOptionImplemented,



dot11RSNAPBACRequired,



dot11PSMPOptionImplemented }


STATUS currentdeprecated


DESCRIPTION

"Superseded by dot11SMTbase11.

The SMTbase10 object class provides the necessary support at the STA to manage the processes in the STA such that the STA may work cooperatively as a part of an IEEE 802.11 network."

::= { dot11Groups 47 }

Insert the following to the end of the "Groups - units of conformance":

· The objects in dot11Groups may need renumbering when additional amendments, which are currently in draft stage (P802.11z, P802.11v, and P802.11u).

-- ********************************************************************

-- * Compliance Statements - Mesh

-- ********************************************************************

dot11MeshComplianceGroup MODULE-COMPLIANCE


STATUS current


DESCRIPTION

"This object class provides the objects from the IEEE 802.11

MIB required to manage Mesh functionality. Note that additional objects for managing this functionality are located in the dot11MeshStationConfigTable and dot11MeshHWMPConfigTable."


OBJECTS


{



dot11MeshActivated


}


::= { dot11Groups 54}

dot11SMTbase11 OBJECT-GROUP


OBJECTS { 



dot11MediumOccupancyLimit,



dot11CFPollable,



dot11CFPPeriod,



dot11CFPMaxDuration,



dot11AuthenticationResponseTimeOut,



dot11PrivacyOptionImplemented,



dot11PowerManagementMode,



dot11DesiredSSID,



dot11DesiredBSSType,



dot11OperationalRateSet,



dot11BeaconPeriod,



dot11DTIMPeriod,



dot11AssociationResponseTimeOut,



dot11DisassociateReason,



dot11DisassociateStation,



dot11DeauthenticateReason,



dot11DeauthenticateStation,



dot11AuthenticateFailStatus,



dot11AuthenticateFailStation,



dot11MultiDomainCapabilityImplemented,



dot11MultiDomainCapabilityActivated,



dot11CountryString,



dot11RSNAOptionImplemented,



dot11OperatingClassesImplemented,



dot11OperatingClassesRequired,



dot11QosOptionImplemented,



dot11ImmediateBlockAckOptionImplemented,



dot11DelayedBlockAckOptionImplemented,



dot11DirectOptionImplemented,



dot11APSDOptionImplemented,



dot11QAckOptionImplemented,



dot11QBSSLoadOptionImplemented,



dot11QueueRequestOptionImplemented,



dot11TXOPRequestOptionImplemented,



dot11MoreDataAckOptionImplemented,



dot11AssociateInNQBSS,



dot11DLSAllowedInQBSS,



dot11DLSAllowed,



dot11AssociateStation,



dot11AssociateID,



dot11AssociateFailStation,



dot11AssociateFailStatus,



dot11ReassociateStation,



dot11ReassociateID,



dot11ReassociateFailStation,



dot11ReassociateFailStatus,



dot11RadioMeasurementImplemented,



dot11RadioMeasurementActivated,



dot11FastBSSTransitionImplemented,



dot11LCIDSEImplemented,



dot11LCIDSERequired,



dot11DSERequired,



dot11ExtendedChannelSwitchActivated,



dot11HighThroughputOptionImplemented,



dot11RSNAPBACRequired,



dot11PSMPOptionImplemented,



dot11MeshActivated }


STATUS current


DESCRIPTION

"The SMTbase11 object class provides the necessary support at the STA to manage the processes in the STA such that the STA may work cooperatively as a part of an IEEE 802.11 network."


::= { dot11Groups 55 }

RSNA reference implementation and test vectors

Insert the following new subclause after H.9 (Management Frame Protection test vectors).

· SAE test vector

group: 19

Password:  'thisisreallysecret'

Local MAC address: 7b:88:56:20:2d:8d

Peer's MAC address: e2:47:1c:0a:5a:cb

-------------------------------------------------------------------

H(e2:47:1c:0a:5a:cb | 7b:88:56:20:2d:8d, thisisreallysecret | 1)

69f69099 83675392 d0a3a882 47ffef20 413ee972 15872942 4415e139 46ecc206

candidate x value:

a16729e0 339c38f8 b06e2b83 76d43066 85578354 ab09d848 a0f140ac 825e6a3d

no solution to the equation of the elliptic curve with counter = 1

H(e2:47:1c:0a:5a:cb | 7b:88:56:20:2d:8d, thisisreallysecret | 2)

ab4b22f1 0e7cdbb2 9d1fd2de 5823198c 3c66733f 40e3f94a da06ee05 c83dac37

candidate x value:

103a5b96 8873bab0 fafc6dd8 ff3476ff 56487e7f 072b38e4 c9705497 1ce72b7b

PWE (x,y):

103a5b96 8873bab0 fafc6dd8 ff3476ff 56487e7f 072b38e4 c9705497 1ce72b7b

31742d39 f380f247 624218e9 45543004 d39973a5 68c5b904 b0cf5d36 2d44f3bf

local private value:

c5d7019e 7612d5f4 3cf91fe5 62b40bb8 b2640c65 c577b9b1 9994bf50 6baf2859

local mask value:

19d030fe 5bb11ee4 c27c9dfc 3c06520f 8fbe9290 059b0cc5 50db0d2b 9d3ac452

local commit:

dfa7329c d1c3f4d8 ff75bde1 9eba5dc8 42229ef5 cb12c676 ea6fcc7c 08e9ecab

3008b40e 01912bc5 3b862cd9 43305e86 46ee3b3e 6f745c5b b3ae8dfc 2ebf654e

d0a4e2a2 8bb98b62 9a4b0084 9df93d22 2999d086 5c9cceed a8e90fcb 53af5ae6

peer's commit:

10c1e1f1 d008713b 41986cdd 441eb991 bc823b60 118a5fc9 f51b16aa 00342147

19475f6f 50dbc87f 1505c109 e421a7e3 6b3a2e3f 48bfe52e 01b75f2b e7e5f4bc

948fe44c 741bd97f 51654857 7c6f320d 0c349939 857e0c79 30916d6f 323739d6

k:

6761b6a9 a9421297 f54a97ee c0daf188 49e582b4 bea7f06a cc34686f bd7900b1

keyseed::

ea72c928 2e364654 5faaa2c3 fb5791d4 74885907 7f3c7b04 208aceab 2ca9dd45

KCK:

cb7636d9 9b0dad17 2bd6a3fd 40bb76f4 4ecbb874 750396bc 74fba0ea 3a11f86c

local confirm:

01004664 47ab0962 ae780bcc 7a0ac672 a39c62ec 3009cfb2 34dd1918 37c792b9 

548e

peer's confirm:

01002df5 f62c4610 5b606d76 72b89c3e 615421d2 6d9991da a8183778 811d30ac 

e3db

PMK:

f6ecb8ad e3ae30df e35d31ea ee047161 b3a00d94 45c5dfd2 2cd8d8fb af83d9c7

3. (status: experimental)

Abstract


Text changes that implement the comment resolutions from document 11-11/179r0.
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