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Comments: need to align 11.3.3 with the recent changes in 802.11 including:

· 11r (fast BSS transition)

· 11w (protected management frames)

In addition, need to align the text with the 802.11 architecture, where RSNA is transparent to the MLME. Finally, need to introduce two subclauses dealing with Reassociation behaviour, which are not yet part of the WGA spec but are present in the base 802.11 spec. 

11.3.3 DBand BSS Association, reassociation, and disassociation

Editor note: change (Figure 122 Relationship between state variables and services) with the following:
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Editor note: change item a.3 (Class 1 Data frames) as follows
a)

3) Data frames
i) Data frames within an IBSS with frame control (FC) bits “To DS” and “From DS” both false when dot11RSNAEnabled is set to FALSE.

ii) Data frames within a PBSS when dot11RSNAEnabled is set to FALSE.
iii) RSNA establishment frames within a PBSS when dot11RSNAEnabled is set to TRUE.
Editor note: change item b.3 (Class 2 Data frames) as follows
b) Class 2 frames (if and only if associated and RSNA not established; allowed from within States 2 and 3 only)
3) Data frames
i) RSNA establishment frames within a BSS when dot11RSNAEnabled is set to TRUE. 
ii) Data frames within an Infrastructure BSS when dot11RSNAEnabled is set to FALSE.

iii) Within an Infrastructure BSS, Data frames are allowed, i.e., either the “To DS” or “From DS” FC bits, but not both, may be set to true to utilize the DSS.
Editor note: change item c.1 (Class 3 Data frames) as follows
c)

1) Data frames
i) Data subtypes: Within an Infrastructure BSS, Data frames allowed, i.e., either the “To DS” or “From DS” FC bits, but not both, may be set to true to utilize the DSS. 

ii) QoS data subtypes allowed to/from non-AP STA(s) that are associated with AP(s), and among STAs within a PBSS.

iii) Data frames within a BSS with FC bits “To DS” and “From DS” both FALSE.

Editor note: replace the paragraph that starts with “When the STA is in State 1, successful reassociation with an AP/PCP enables a STA to change to …” with the following
When the STA is in State 1, successful reassociation with a PCP/AP enables a STA to change to State 3, or to State 2 if the FT Protocol is not used on the PCP/AP. Unsuccessful reassociation leaves the STA in State 1 (with respect to the STA that was sent the reassociation message). Reassociation frames are only sent if the sending STA is already associated in the same ESS.

11.3.3.2 PCP/AP STA association and RSNA receipt procedures
Editor note: insert a new item (b) in the first paragraph as indicated
b) If the STA is associated, has a valid security association, and has negotiated Management Frame Protection, the PCP/AP shall reject the Association Request with status code “Association request rejected temporarily; try again later”. The PCP/AP shall not modify any association state for the non-PCP/non-AP STA, and shall include in the Association Response a Timeout Interval element with Timeout interval type set to 3 (Association Comeback time), specifying a comeback time when the PCP/AP would be ready to accept an association with this STA. Following this, if the PCP/AP is not already engaging in an SA Query with the STA, the PCP/AP shall issue one MLME-SAQuery.request primitive to the STA every dot11AssociationSAQueryRetryTimeout TUs until a matching MLME-SAQuery.confirm primitive is received or dot11AssociationSAQueryMaximumTimeout TUs from the beginning of the SA Query procedure have passed. The PCP/AP shall insert the TransactionIdentifier field value in the SA Query Request frame, and increment the value by 1 for each subsequent SA Query Request frame, rolling over the value to 0 after the maximum allowed value is reached. The PCP/AP may interpret reception of a valid protected frame as an indication of a successfully completed SA Query. If an MLME-SAQuery.confirm primitive with an outstanding transaction identifier is not received within dot11AssociationSAQueryMaximumTimeout period, the PCP/AP shall allow the association process to be started without starting an additional SA Query procedure.
Editor note: insert a new item at the end of the first paragraph as indicated
f) The SME of an AP shall inform the DS of any changes in the association state.
Editor note: insert a new paragraph below the paragraph that starts with “The STA’s SME shall delete any PTKSA and temporal keys held for communication …”
In case of a failed SA Query procedure, if the PCP/AP receives an Association frame from the STA with which it has an existing SA, then the PCP/AP shall send a protected Disassociation frame to this STA prior to terminating the old SA, with Reason Code “Previous Authentication no longer valid”.
11.3.3.3 Non-PCP/non-AP STA Ddisassociation initiation procedures
Editor note: make the following changes to the first paragraph: 
Upon receipt of an MLME-DISASSOCIATE.request primitive, an associated STA shall disassociate from a PCP/AP using the following procedure:

a) If the STA is associated with the PCP/AP, the STA shall transmit a Disassociation frame to the PCP/AP with which that STA is associated. The TA address of the frame shall be the same that was used in the last Association Request frame sent to the PCP/AP.
b) The MLME shall include in the Disassociation frame the appropriate reason code for the PCP/AP disassociation as defined in Table 7-22 (Reason codes) of 7.3.1.7 (Reason Code field).

c) The state variable for the PCP/AP shall be set to State 1.

d) The MLME shall issue an MLME-DISASSOCIATE.confirm primitive indicating the successful completion of the operation.

11.3.3.4 Non-PCP/non-AP STA disassociation receipt procedures
Editor note: change the last two paragraphs in this subclause as follows
Upon receiving the MLME-DISASSOCIATE.indication primitive, if Management Frame Protection was not negotiated when the PTKSA(s) were created, the SME of a non-MA-STA shall delete any PTKSA and temporal keys held for communication with the PCP/AP by using the MLME-DELETEKEYS.request primitive and by invoking MLME-SETPROTECTION.request(None).
Upon receiving the MLME-DISASSOCIATE.indication primitive, if Management Frame Protection was not negotiated when the PTKSA(s) were created, the SME of a MA-STA shall delete any PTKSA and temporal keys held for communication with the indicated STA by using the MLME-DELETEKEYS.request primitive and by invoking MLME-SETPROTECTION.request(None). The SME shall proceed to any of the MAC entities for which the MAC address is included in the MMAE within the Association Response frame and owned by the MA-STA. 
11.3.3.5 PCP/AP disassociation initiation procedures

Editor note: make the following changes to the first paragraph: 
Upon receipt of an MLME-DISASSOCIATE.request, a PCP/AP shall use the following procedure when disassociating a STA:

a) If the STA is associated with the PCP/AP, the PCP/AP shall send a Disassociation frame to the STA being disassociated.

b) The PCP/AP shall indicate a specific reason for the disassociation in the Reason Code field of the Disassociation frame. If any reason code value other than the unspecified reason code from Table 7-22 of 7.3.1.7 is appropriate for indicating the reason for the disassociation, the PCP/AP shall indicate that reason code value. The use of the unspecified reason value shall indicate the STA was disassociated for a reason unrelated to all defined reason code values defined in Table 7-22.

c) The state variable for the STA shall be set to State 1.
d) The MLME shall issue an MLME-DISASSOCIATE.confirm primitive to inform the SME of the disassociation.
e) The SME of an AP shall inform the DS of the disassociation.
11.3.3.6 PCP/AP disassociation receipt procedures

Editor note: insert a new item (c) in the first paragraph as indicated

c) The SME of an AP shall inform the DS of the disassociation.

Editor note: change the last two paragraphs in this subclause as follows
Upon receiving a MLME-DISASSOCIATE.confirm primitive, if Management Frame Protection was not negotiated when the PTKSA(s) were created, the SME of a non-MA-STA shall delete any PTKSA and temporal keys held for communication with the indicated STA by using the MLME-DELETEKEYS.request primitive (see 8.4.10) and by invoking MLME-SETPROTECTION.request upon receiving a MLME-DISASSOCIATE.indication primitive.
Upon receiving the MLME-DISASSOCIATE.confirm primitive, if Management Frame Protection was not negotiated when the PTKSA(s) were created, the SME of the PCP/AP shall delete any PTKSA and temporal keys held for communication with the indicated STA by using the MLME-DELETEKEYS.request primitive and by invoking MLME-SETPROTECTION.request. The SME shall proceed to any of the MAC entities for which the MAC address is included in the MMAE within the Association Response frame and owned by the PCP/AP upon receiving a MLME-DISASSOCIATE.indication primitive.
Editor note: insert the following two subclauses
11.3.3.7 Non-PCP/non-AP STA reassociation initiation procedures

Except when the association is part of a fast BSS transition, the SME shall delete any PTKSA and temporal keys held for communication with the PCP/AP by using the MLME-DELETEKEYS.request primitive before invoking MLME-REASSOCIATE.request primitive.
Upon receipt of an MLME-REASSOCIATE.request primitive, a STA shall associate with a PCP/AP via the following procedure:
a) If the STA is not associated in the same ESS, the MLME shall inform the SME of the failure of the reassociation by issuing an MLME-REASSOCIATE.confirm primitive.
b) The STA shall transmit a Reassociation Request frame to a PCP/AP. If the MLME-REASSOCIATE.request primitive contained an RSN information element with only one pairwise cipher suite and only one authenticated key suite, this RSN information element shall be included in the Association Request frame.
c) If a Reassociation Response frame is received with a status value of “successful,” the STA is now associated with the PCP/AP. The state variable shall be set to State 3, or to State 2 if the FT Protocol is not used with respect to the new PCP/AP and, unless the old PCP/AP and new PCP/AP are the same, to State 1 with respect to the old PCP/AP, and the MLME shall issue an MLME-REASSOCIATE.confirm primitive to inform the SME of the successful completion of the reassociation.

d) If an Association Response frame is received with a status value other than “successful” or the AssociateFailureTimeout expires, the STA is not associated with the PCP/AP. The MLME shall issue an MLME-REASSOCIATE.confirm primitive indicating the failure of the operation. The status code returned in the Association Response frame indicates the cause of the failed reassociation attempt. Any misconfiguration or parameter mismatch, e.g., data rates required as basic rates that the STA did not indicate as supported in the STA’s Supported Rates information element, shall be corrected before the SME issues an MLME-REASSOCIATE.request for the same PCP/AP. If the status code indicates the reassociation failed because of a reason that is not related to configuration, e.g., the PCP/AP is unable to support additional associations, the SME shall not issue an MLME-REASSOCIATE.request for the same PCP/AP until a period of at least 2 seconds has elapsed.

11.3.3.8 PCP/AP reassociation receipt procedures

When a Reassociation Request frame is received from a STA, the PCP/AP shall reassociate with the STA using the following procedure:

a) In an RSNA, the PCP/AP shall check the values received in the RSN information element to see whether the values received match the PCP/AP’s security policy. If not, the reassociation shall not be accepted. Otherwise, the PCP/AP shall transmit a Reassociation Response frame addressed to the STA before dot11AssocRespConfirmTime expires.
b) If the STA is associated and has a valid security association, has negotiated management frame protection, and the reassociation is not a part of a Fast BSS Transition, the PCP/AP shall reject the Reassociation Request with status code “Association request rejected temporarily; Try again later”. The PCP/AP shall not modify any association state for the non-PCP/non-AP STA, and shall include in the Reassociation Response a Timeout Interval element with type set to 3 (Association Comeback time), specifying a comeback time when the PCP/AP would be ready to accept an association with this STA. Following this, if the PCP/AP is not in an ongoing SA Query with the STA, the PCP/AP shall issue one MLME-SAQuery.request primitive to the STA every dot11AssociationSAQueryRetryTimeout TUs until a matching MLME-SAQuery.confirm primitive is received or dot11AssociationSAQueryMaximumTimeout TUs from the beginning of the SA Query procedure have passed. The STA shall insert the TransactionIdentifier in SA Query Request, and increment this by 1 for each subsequent SA Query Request, and rolling over to 0 after the maximum allowed value in this field. A PCP/AP may interpret reception of a valid protected frame as an indication of a successfully completed SA Query. If an MLME-SAQuery.confirm primitive with an outstanding transaction identifier is not received within dot11AssociationSAQueryMaximumTimeout period, the PCP/AP shall allow the association process to be started without starting additional SA Query procedure.
c) Upon receipt of an MLME-Reassociate.response service primitive, the PCP/AP shall transmit a Reassociation Response with a status code as defined in 7.3.1.9 and with AID field in the range 1-254. If the status value is “successful,” the association identifier assigned to the STA shall be included in the response. 
d) When the status value of the reassociation is not successful, the PCP/AP shall indicate a specific reason for the failure to reassociate in the status code of the Reassociation Response frame. If any status code value from Table 7-23 in 7.3.1.9 is an appropriate reason for the failure to reassociate, the PCP/AP shall indicate that status code value. The use of the unspecified reason value of the status code shall indicate the reassociation failed for a reason that is unrelated to every other defined status code value in Table 7-23.
e) When the Reassociation Response frame with a status value of “successful” is acknowledged by the STA, the STA is considered to be associated with this PCP/AP. The state variable for the STA shall be set to State 3, or to State 2 if the FT Protocol is not used on the new PCP/AP.
f) The SME of an AP shall inform the DS of any changes in the association state.

Upon receiving a MLME-REASSOCIATE.indication primitive that results in a successful MLME-REASSOCIATE.response primitive, except when the association is part of a fast BSS transition, the SME shall delete any PTKSA and temporal keys held for communication with the STA by using MLME-DELETEKEYS.request primitive (see 8.4.10).

In case of a failed SA Query procedure, if the PCP/AP receives a Reassociation frame from the STA with which it has an existing SA, then the PCP/AP shall send a protected Disassociation frame to this STA prior to terminating the old SA, with Reason Code “Previous Authentication no longer valid”.
A non-PCP/non-AP MA-STA may include a MMAE in a Reassociation Request frame sent to the PCP/AP. The MMAE shall include the TA field used for transmission of the Reassociation Request frame. If the Single AID field in the MMAE control field delivered by the MA-STA to the PCP/AP is set to one, the PCP/AP may allocate a single AID for all the MAC entities of the MA-STA included in the MMAE. The PCP/AP shall not allocate a single AID for all MAC entities if the Single AID field is set to zero. 

If the PCP/AP allocates the same AID to all MAC entities of the MA-STA, it shall include the MMAE received from the MA-STA in the Reassociation Response frame sent to the MA-STA. Following the reception of a Reassociation Response with status code of success and with the Single AID field within the MMAE set to one, all the MAC entities of the MA-STA are associated with the PCP/AP. Otherwise if the Reassociation Response with status code of success does not include the MMAE with the Single AID field set to one, then only the MAC entity identified by the RA field of the Reassociation Response is associated. 

If the PCP/AP receives a Reassociation Request frame that includes an MMAE, the PCP/AP shall transmit the Reassociation Response frame with the RA field equal to the TA field of the Reassociation Request frame.
CID125

Comment: the beacon transmission is always allowed to be deferred when the BSS is established. However, this is not currently the case in (11.1.2.1b DBand Beacon generation before network initialization). So, need to harmonize the behaviour.

Instructions: 
Change the following sentence in the second paragraph of 11.1.2.1b as follows:
The DBand STA shall transmit the first DBand Beacon frame of the next BTI at the time indicated by the addition of the TSF value transmitted in the last DBand Beacon frame transmission within the last BTI and the value of the beacon interval field contained in the last DBand Beacon transmission within the last BTI, unless if the medium is determined by the CCA mechanism to be busy in which case the DBand STA may delay the transmission of the first DBand Beacon transmission.
Comment: according to item (f) in 11.1.3.2.2, the probe request frame is sent with a broadcast destination address. While this makes sense for the OBand, this is an unnecessary requirement for the DBand since the STA would need to have done BF with the peer STA beforehand. So, the MAC address of the destination is known and there is no need to mandate that the broadcast destination address be always used in the DBand.

Instructions: 
Change the description of item (f) in 11.1.3.2.2 as follows
f) c) Send a probe request to the broadcast destination address or, in the case of the DBand only, to the MAC address of the peer STA identified in step (d), with the SSID and BSSID from the MLME-SCAN.request primitive;

Comments: need to update the definition of the AID field according to 802.11mb and also include DBand in the encoding of the Duration/ID field. This also resolves CIDs 171, 159, 952 and 953 of TGad D1.0.

7.1.3.2 Duration/ID field
Editor instruction: change Table 7-3 as follows

Table 7-3—Duration/ID field encoding
	Bits 0-13
	Bit 14
	Bit 15
	Usage

	0-32 767
	0
	Duration value (in microseconds) within all frames other than PS-Poll frames transmitted during the CP, within all frames transmitted in the DBand, and under HCF for frames transmitted during the CFP

	0
	0
	1
	Fixed value under point coordination function (PCF) within frames transmitted during the CFP. Reserved in the DBand.

	1-16 383
	0
	1
	Reserved

	0
	1
	1
	Reserved

	1-2007
	1
	1
	AID in PS-Poll frames. Reserved in the DBand.

	2008-16 383
	1
	1
	Reserved


7.3.1.8 AID field
Editor instruction: change the first paragraph as follows

The AID field is a value assigned by an PCP/AP during association that represents the 16-bit ID of a STA. The length of the AID field is 2 octets. The AID field is illustrated in Figure 7-26 (AID field).
Editor instruction: change the second paragraph and insert a third paragraph as follows

In the OBand, Tthe value assigned as the AID is in the range 1–2007 and is placed in the 14 LSBs of the AID field, with the two MSBs of the AID field each set to 1 (see 7.1.3.2 (Duration/ID field)).
In the DBand, the value assigned for the AID field is in the range 1-254. The value 0 is reserved as the broadcast AID and the value 255 corresponds to the PCP/AP. The 8 MSBs of the AID field are always set to zero in the DBand.
Comments: it should be clarified in the spec that the setting of the Duration field in the A-BFT covers until the end of a ScS slot. This way, the STA does not unnecessarily set the NAV in third party STAs that overhear the ScS frame transmitted during the A-BFT.
Editor instruction: change the last paragraph in (9.25.1.2 Responder Sector Sweep) as follows
The Duration field within each transmitted ScS frame shall be set to the time remaining until the end of the RSS or the end of the current allocation (i.e., SP, TXOP or ScS slot in the case of the A-BFT), whichever comes first.
Comments: to enable a shorter and more efficient RXSS, we can allow ScS frames be sent at MCS1.
7.3a.5 Beamforming Control field
Editor note: make the following changes to this subclause

	
	Beamforming Training
	isInitiatorTXSS
	isResponderTXSS
	RXSS Length
	RXSSTxRate
	Reserved

	Bit:
	B0
	B1
	B2
	B3-B8
	B9
	B9B10-B15


The RXSSTxRate field is valid only if the RXSS Length field is valid and the value of the RXSS Length field is greater than 0. Otherwise, the RXSSTxRate field is reserved. The RXSSTxRate field is set to zero to indicate that all frames transmitted as part of the RXSS use the DBand Control modulation class (9.6.0f). The RXSSTxRate field is set to one to indicate that only the first frame transmitted as part of the RXSS use the DBand Control modulation class and the remaining frames use MCS1 of the DBand SC modulation class.
9.6.0f Usage of DBand Control modulation class

Editor note: change the first paragraph as follows
The DBand Control modulation class has only one MCS, which is DBand MCS 0 defined in Clause 21. The DBand Beacon, Sector Sweep frame, ScS-Feedback, ScS-ACK, and the first BRP packet in beam refinement shall always be transmitted using the DBand Control modulation class. In the case of an RXSS that was specified through the Beamforming Control field with the value of the RXSSTxRate subfield set to one, the first ScS frame of the RXSS shall be transmitted using the DBand Control modulation class and the remaining frames of the RXSS shall be transmitted using MCS1 of the DBand SC modulation class. In all other cases, the ScS frame shall be transmitted using the DBand Control modulation class. Other DBand beamforming training frames may be transmitted using the DBand Control modulation class or the DBand SC modulation class.
9.23.7.2 Grant Period (GP)
Editor note: insert the following paragraph after the paragraph that starts with “During an SP between a source STA and a destination STA, the source STA may transmit a Grant frame to the destination STA to relinquish the remainder of the SP to the destination STA. In the transmitted Grant frame, …”

During a TXOP between a TXOP holder and a TXOP responder, the TXOP holder may transmit a Grant frame to the TXOP responder to relinquish the remainder of the TXOP to the TXOP responder. In the transmitted Grant frame, the TXOP holder shall set source AID field to the AID of the TXOP responder, the destination AID field to the AID of the TXOP holder, the AllocationType field set to indicate CBP, and the Allocation Duration field set to the time remaining in the TXOP minus the time taken to transmit the Grant frame. The Duration field in the Grant frame shall be set to the value of the Allocation Duration field. Upon transmission of the Grant frame, for the remainder the TXOP the roles of TXOP holder and TXOP responder are swapped between the STAs.

9.25.1.1.1 Initiator TXSS
Editor Note: change the first paragraph as indicated

When the isInitiatorTXSS field for a specific SP is set to one in a received Extended Schedule element (7.3.2.95) or Grant frame (see 7.2.1.12), and the Beamforming Training field of the BF Control field for that SP in the same Extended Schedule element or Grant frame is set to one, then the SP contains an initiator TXSS and the initiator shall start an initiator TXSS at the start of the next SP as described by the received Extended Schedule element or Grant frame. During the BTI, the initiator shall always start an initiator TXSS (see also 9.25.3). During a CBP, an initiator may obtain a TXOP with an initiator TXSS or may transmit a Grant frame to the responder during the TXOP with the Beamforming Training and isInitiatorTXSS fields of the BF Control field set to one, in which case an initiator TXSS will start PIFS interval following the Grant frame transmission.

9.25.1.1.2 Initiator RXSS
Editor Note: change the second paragraph as indicated

When the isInitiatorTXSS field for a specific SP in a received Extended Schedule element or Grant frame is set to zero and the Beamforming Training field of the BF Control field for that SP in the same Extended Schedule element or Grant frame is set to one, then the SP shall contain an initiator RXSS and the initiator shall start an initiator RXSS at the start of the next SP described by the received Extended Schedule element or Grant frame. The initiator never performs an initiator RXSS during the BTI. During a CBP, an initiator shall not obtain a TXOP with an initiator RXSS. Within a TXOP, an initiator may transmit a Grant frame to the responder with the Beamforming Training field set to one and the isInitiatorTXSS field set to zero, in which case an initiator RXSS will start PIFS interval following the Grant frame transmission.




Abstract





This document proposes resolution to multiple CIDs.








Submission
page 9
Carlos Cordeiro, Intel

_1356439376.vsd
�

�

State 1


Unassociated, RSNA un-established


Class 1 frames


State 2


Associated, RSNA un-established


Class 1 & 2 frames (Infrastructure BSS and PBSS)
IEEE 802.1X Controlled Port Blocked


State 3


RSNA established


Class 1 & 3 (IBSS)
Class 1, 2 & 3 frames (Infrastructure BSS and PBSS)
IEEE 802.1X Controlled Port Unblocked


IEEE 802.1X Controlled Port Unblocked
(successful RSNA establishment)


Successful (Re)Association
(Infrastructure BSS and PBSS)


Disassociation
or Unsuccessful
(Re)Association


IEEE 802.1X Controlled
Port Unblocked
(PBSS or IBSS)
(successful RSNA
establishment)


Disassociation,
Key violation or
Unsuccessful 
(Re)Association


Fast BSS Transition



