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Resolved CIDs

CID 86:

Comment: The Reason Code (RC) subfield indicates the validity of the Reason Code field of 2 octets. If we can omit the Reason Code field when it is invalid, we might save enough space for additional unreachable destinations in the PERR element.

Proposed Change: Define the RC bit in such a way that it indicates the presence of the Reason Code field.

Resolution Status: Principle

Resolution Detail:

Always use the Reason Code field. Delete RC flag. Changes implemented in submission 11-10/14xxr0. 

CID 87:

Comment: We might not need the USN bit.
Proposed Change: Check this, and if it is not needed remove it and every related now not needed anymore mechanism.

Resolution Status: Disagree

Resolution Detail: The proposed change has the potential to break the sequence number mechanism of HWMP. This needs to be investigated before the proposed change can be applied. So long, the current mechanism is working sufficiently well.
CID 93:

Comment: Reason code "MESH-PATH-ERROR-UNSPECIFIED" is never used.

Proposed Change: remove reason code 61 "MESH-PATH-ERROR-UNSPECIFIED" from Table 7-22 and renumber accordingly.
Resolution Status: Principle

Resolution Detail: Reason code "MESH-PATH-ERROR-UNSPECIFIED" has been removed. Reason code 61 is reused for reason code “MESH-PATH-ERROR-NO-PROXY-INFORMATION” that has been introduced by the resolution to CID 86. Changes implemented in submission 11-10/14xxr0.
CID 188:

Comment: The PREQ has a "per target" field. That makes processing over complicated. Same comment for PERR.
Proposed Change: We created the Mesh Path Selection Action frame so that it could have all the elements we wanted to pack in there. This whole business of having variable length elements is a twisted attempt at saving not-precious-at-all bits during events that occur sporadically anyway. It increases the implementation complexity to a whole new dimension. Just remove variable length path selection information elements.
Resolution Status: Disagree

Resolution Detail: The proposed change has the potential to break the sequence number mechanism of HWMP. This needs to be investigated before the proposed change can be applied. So long, the current mechanism is working sufficiently well.
CID 195:

Comment: "Generation of proactive PREPs in proactive PREQ mechanism of HWMP". Do we still need this annex?

Proposed Change: It is not clear why only proactive PREQ mechanism has this informative text. Discuss if it is still needed, or if it is better to describe other proactive path discovery mechanisms in this annex.
Resolution Status: Disagree

Resolution Detail: It would be useful to describe other proactive path discovery mechanisms, which is the RANN mechanism, in this annex as well. Especially, since the RANN mechanism has its own little particularities for generating PREPs. The maintainers of the RANN mechanism are asked to provide descriptive, informative text. So long, the annex has to stay as it is right now.
CID 225
Comment: Definitions in 11C.9.2 contains some duplication with definitions in clause 3.2. i.e., destination mesh STA, next hop mesh STA, and precursor mesh STA.

Proposed Change:

Remove duplication. At least, need to assure that duplicated definitions are not conflicting each other.
Resolution Status: Principle

Resolution Detail: We hesitated to remove the duplication in previous draft version, because it has been considered advantageous to have all necessary terms in one place. Furthermore, the terms given in 11C.9.2 are specific to HWMP, but the terms in the definition clause are more general. The latter ones can be used in conjunction with any path selection protocol. Consistent definition has been checked. Changes implemented in submission 11-10/14xxr0.
Changes to Text of IEEE 802.11s Draft D7.03
Instruction to Editor: Include new definitions as given below into clause 3.1 Definitions.

forwarding information: The information maintained by a mesh STA that allows the mesh STA to perform its path selection and forwarding functions.

unreachable destination: A destination mesh STA is considered unreachable if the link to the next hop of the mesh path to this destination mesh STA is no longer usable.
Instruction to Editor: Change text of IEEE 802.11s Draft D7.03 as given by the WinWord change marks in the following clauses and paragraphs.
· Reason Code field

Insert the following rows into Table 7-22 (Reason codes) and change the last row (Reserved) as shown:

	· Reason codes  (continued)

	Reason code
	Meaning

	52
	“MESH-PEERING-CANCELLED”. SME cancels the mesh peering instance with the reason other than reaching the maximum number of peer mesh STAs

	53
	“MESH-MAX-PEERS”. The mesh STA has reached the supported maximum number of peer mesh STAs

	54
	“MESH-CONFIGURATION-POLICY-VIOLATION”. The received information violates the Mesh Configuration policy configured in the mesh STA profile

	55
	“MESH-CLOSE-RCVD”. The mesh STA has received a Mesh Peering Close message requesting to close the mesh peering.

	56
	“MESH-MAX-RETRIES”. The mesh STA has re-sent dot11MeshMaxRetries Mesh Peering Open messages, without receiving a Mesh Peering Confirm message.

	57
	“MESH-CONFIRM-TIMEOUT”. The confirmTimer for the mesh peering instance times out.

	58
	“MESH-INVALID-GTK”. The mesh STA fails to unwrap the GTK or the values in the wrapped contents do not match

	59
	“MESH-INCONSISTENT-PARAMETERS”. The mesh STA receives inconsistent information about the mesh parameters between Mesh Peering Management frames

	60
	“MESH-INVALID-SECURITY-CAPABILITY”. The mesh STA fails the Authenticated Mesh Peering Exchange because due to failure in selecting either the pairwise ciphersuite or group ciphersuite

	61
	“MESH-PATH-ERROR-NO-PROXY-INFORMATION”. The mesh STA does not have proxy information for this external destination.

	62
	“MESH-PATH-ERROR-NO-FORWARDING-INFORMATION”. The mesh STA does not have forwarding information for this destination.

	63
	“MESH-PATH-ERROR-DESTINATION-UNREACHABLE”. The mesh STA determines that the link to the next hop of an active path in its forwarding information is no longer usable.

	64
	“MAC-ADDRESS-ALREADY-EXISTS-IN-MBSS”. The Deauthentication frame was sent because the MAC address of the STA already exists in the mesh BSS. See 11.3.3 (Additional Mechanisms for an AP collocated with one or more mesh STA(s)).

	65
	“MESH-CHANNEL-SWITCH-REGULATORY-REQUIREMENTS”. The mesh STA performs channel switch to meet regulatory requirements.

	66
	“MESH-CHANNEL-SWITCH-UNSPECIFIED”. The mesh STA performs channel switch with unspecified reason.

	6752–65 535
	Reserved


· PERR element

The Path Error (PERR) element is used for announcing an unreachable destination.

The PERR element is transmitted in an HWMP Mesh Path Selection frame (see 7.4.15.4 (HWMP Mesh Path Selection frame format)).(CID84)
The format of the PERR element is shown in Figure s7-95o158 (Path Error element).

	Element
ID
	Length
	Element TTL
	Number of Destinations N
	Flags #1
	Destination Address #1
	HWMP Sequence 
Number

#1
	Destination External Address
#1
	Reason Code #1
	...

	Octets: 1
	1
	1
	1
	1
	6
	4
	6
	2
	

	· Path Error element


The Element ID is set to the value given in Table 7-26 (Element IDs) for this element. The length is variable and set to (2 + 13  Number of Destinations) or to (2 + 19  Number of Destinations) octets.

The Element TTL field is coded as an unsigned integer and indicates the remaining number of hops allowed for this element.

The Number of Destinations N field is coded as an unsigned integer and indicates the number of announced destinations in PERR (Destination Address, HWMP Sequence Number, Destination External Address, and Reason Code). The maximum value of N is 19.

The format of the Flags field is shown in Figure s7-95o159 (Flags field format).

	B0
B5
	
	
	B6
	B7

	Reserved
	
	
	AE
	Reserved

	Bits:6
	
	
	1
	1

	· Flags field format


· 
· 
· Bit 0–5: Reserved.

· Bit 6: Address Extension (AE) subfield (1 = destination external address is present, 0 = otherwise).

· Bit 7: Reserved.

The Destination Address field is represented as a 48-bit MAC address and indicates the detected unreachable destination MAC address.

The HWMP Sequence Number field is coded as an unsigned integer and indicates the HWMP sequence number for the invalidated destination, if applicable. Otherwise, the HWMP Sequence Number field is reserved depending on the reason code.

The Destination External Address field is set to the external address, on behalf of which the PERR is sent. This field is present only if Bit 6 (AE subfield) in the Flags field equals 1 and is represented as a 48-bit MAC address.

The Reason Code field specifies the reason for sending a PERR element. The Reason Code is defined in 7.3.1.7 (Reason Code field).

The detailed usage of the PERR element is described in 11C.9.11.

· Terminology

This subclause describes terminology for HWMP, especially for the process of path discovery. Terms such as Path Originator or Path Target designate very specific entities within the path discovery process. They stay with the same assigned entity for the whole path discovery process and other procedures related to this path discovery. Figure s11C-4 (Illustration of definitions) illustrates an example utilizing this terminology. 

	[image: image1.wmf]

	· Illustration of definitions


NOTE—Both the path target and path originator are a path destination for the forward path and the reverse path respectively.

The following terms are used within the context of a single PREQ/PREP pair, a so-called HWMP path discovery.

· path originator: The path originator is the mesh STA that triggers the path discovery. 

· path originator address: The MAC address of the path originator.

· path target: The path target is the entity to which the path originator attempts to establish a path. 

NOTE—When an originator mesh STA initially attempts to establish a path to a target, it does not know whether the target is a mesh STA in the mesh BSS or not. Only when the Originator receives a PREP does it learn if the target is a mesh STA in the mesh BSS or not. If the target is in the mesh BSS, it is referred to as a target mesh STA. If the target is outside the mesh BSS, the term target proxy mesh gate will refer to the mesh gate proxying for the target.

· path target address: The MAC address of the path target.

· intermediate mesh STA: The intermediate mesh STA is the mesh STA that participates in path selection and is neither path originator nor path target.

· intermediate mesh STA address: The MAC address of the intermediate mesh STA.

· forward path: The forward path is the mesh path to the path target, set up at the path originator and intermediate mesh STAs. 

· reverse path: The reverse path is the mesh path to the path originator, set up at the path target and intermediate mesh STAs.

· HWMP Sequence Number (HWMP SN): Each mesh HWMP path selection element contains an HWMP sequence number that allows recipients to distinguish newer from stale information. An HWMP sequence number is specific to a mesh STA. See also 11C.9.8.3 (HWMP sequence numbering). 

· forwarding information: The forwarding information maintained by an originator mesh STA, an intermediate mesh STA, or a target mesh STA that allows the mesh STA to perform its path selection and forwarding functions. 

The terminology used when discussing forwarding information is relative to the mesh STA (reference mesh STA, given mesh STA or local mesh STA) and a particular mesh destination of the path. The following terms are specific to a given instance of the forwarding information:

· destination mesh STA: The end station (mesh STA) of a (forward or reverse) path.

· destination mesh STA address: The MAC address of the destination mesh STA.

· destination HWMP sequence number: The HWMP sequence number of the destination mesh STA.

· next hop mesh STA: The next hop mesh STA is the next peer mesh STA on the mesh path to the destination mesh STA. 
· next hop mesh STA address: The MAC address of the next hop mesh STA.

· precursor mesh STA: A precursor mesh STA is a neighbor peer mesh STA on the mesh path that identifies a given mesh STA as the next hop mesh STA to the destination mesh STA.

· precursor mesh STA address: The MAC address of the precursor mesh STA.

· lifetime: The time during which forwarding information remains active (see 11C.9.8.4 (Forwarding information))

· unreachable destination: A destination mesh STA is considered unreachable by a source mesh STA or an intermediate mesh STA if the link to the next hop of the mesh path to this destination mesh STA, as derived from its forwarding information, is no longer usable.

· element time to live (Element TTL): An integer number that is used to limit the number of hops an HWMP element may be processed and propagated. Note that this Element TTL is different from the Mesh TTL in the Mesh Control (see 7.1.3.6.3 (Mesh Control field)). 

· root mesh STA: A root mesh STA is configured to originate pro-active PREQs or RANNs. It is the root of a path selection tree.

· Conditions for generating and sending a PERR

A mesh STA shall send out a PERR element in an HWMP Mesh Path Selection frame, as defined in 7.4.15.4 (HWMP Mesh Path Selection frame format), in the following cases:

Case A: Original transmission (next hop is unusable)

The mesh STA has not sent a PERR element less than dot11MeshHWMPperrMinInterval TUs ago and the following applies:

· The mesh STA determines that the link to the next hop of an active path in its forwarding information is no longer usable.

NOTE—The detection might be triggered by the fact that a mesh STA is unable to forward an MSDU/MMPDU to a next hop mesh STA.

The HWMP sequence number in the forwarding information of all unreachable destinations announced in this PERR is incremented by 1. The forwarding information for each unreachable destination announced in this PERR is invalidated.

The contents of a PERR element in Case A shall be as shown in Table s11C-20 (Contents of a PERR element in Case A).

	· Contents of a PERR element in Case A 

	Field
	Value

	Element ID
	Value given in Table 7-26 (Element IDs) for the PERR element

	Length
	2 + N  13

	Element TTL
	The maximum number of hops the element can be propagated before being discarded.

	Number of Destinations
	Number of announced unreachable destinations in the PERR.

	Flags #1
	

Bit 0–5: Reserved

Bit 6 (AE): 0

Bit 7: Reserved

	Destination Address #1
	MAC address of unreachable destination #1.

	HWMP Sequence Number #1
	HWMP sequence number for Destination Address #1 from the forwarding information after above increment.

	Reason Code #1
	“MESH-PATH-ERROR-DESTINATION-UNREACHABLE” (see 7.3.1.7 (Reason Code field)).

	...
	...


Case B: Original transmission (missing forwarding information)

The mesh STA has not sent a PERR element less than dot11MeshHWMPperrMinInterval TUs ago and one of the following applies:

· The mesh STA receives an individually addressed frame with a destination address not matching its own MAC address for which it has no forwarding information.

· The mesh STA receives an individually addressed frame with a destination address not matching its own MAC address and dot11MeshForwarding is false.

The HWMP sequence number in the forwarding information of all unreachable destinations announced in this PERR is incremented by 1. The forwarding information for each unreachable destination announced in this PERR is invalidated.

The contents of a PERR element in Case B shall be as shown in Table s11C-21 (Contents of a PERR element in Case B). 

	· Contents of a PERR element in Case B  (continued)

	Field
	Value

	Element ID
	Value given in Table 7-26 (Element IDs) for the PERR element.

	Length
	2 + N  13

	Element TTL
	The maximum number of hops the element can be propagated before being discarded.

	Number of Destinations
	Number of announced destinations with missing forwarding information in the PERR.

	Flags #1
	

Bit 0–5: Reserved

Bit 6 (AE): 0

Bit 7: Reserved

	Destination Address #1
	MAC address of destination with missing forwarding information #1. This is Address 3 of the received individually addressed frame.

	HWMP Sequence Number #1
	Reserved (0)

	Reason Code #1
	“MESH-PATH-ERROR-NO-FORWARDING-INFORMATION” (see 7.3.1.7 (Reason Code field)).

	...
	...


Case C: Original transmission (proxy information is unusable)

The mesh STA has not sent a PERR element less than dot11MeshHWMPperrMinInterval TUs ago and the following applies:

· The mesh STA is a proxy mesh gate and determines that an active proxy information where the mesh STA is the proxy mesh gate is no longer usable.

The contents of a PERR element in Case C shall be as shown in Table s11C-22 (Contents of a PERR element in Case C). 

	· Contents of a PERR element in Case C  (continued)

	Field
	Value

	Element ID
	Value given in Table 7-26 (Element IDs) for the PERR element.

	Length
	2 + N  19

	Element TTL
	The maximum number of hops the element can be propagated before being discarded.

	Number of Destinations
	Number of announced unreachable external destinations in the PERR.

	Flags #1
	

Bit 0–5: Reserved

Bit 6 (AE): 1

Bit 7: Reserved

	Destination Address #1
	MAC address of proxy mesh gate #1 with unusable active proxy information.

	HWMP Sequence Number #1
	Last used HWMP sequence number for Destination Address #1.

	Destination External Address #1
	External MAC address of the active proxy information that is not longer usable and for which the mesh STA is the proxy mesh gate.

	Reason Code #1
	“MESH-PATH-ERROR-NO-PROXY-INFORMATION” (see 7.3.1.7 (Reason Code field)).

	...
	...


Case D: PERR propagation

The mesh STA has not sent a PERR element less than dot11MeshHWMPperrMinInterval TUs ago and all of the following applies: 

· The mesh STA received a PERR from a neighbor peer mesh STA.

· A destination in the PERR is the same as one of the destinations in the active forwarding information of the mesh STA where the next hop is the transmitter of the received PERR, and the forwarding information or the proxy information has been invalidated according to conditions in 11C.9.11.4.3 (Effect of receipt) case b), case c), or case d).

· dot11MeshForwarding is true.

· The Element TTL field in the received PERR element is greater than 1.

The contents of a PERR element in Case D shall be as shown in Table s11C-23 (Contents of a PERR element in Case D).

	· Contents of a PERR element in Case D 

	Field
	Value

	Element ID
	Value given in Table 7-26 (Element IDs) for the PERR element

	Length
	if AE subfield = 0: 2 + N  13

if AE subfield = 1: 2 + N  19

	Element TTL
	Element TTL in received PERR element – 1

	Number of Destinations
	1  number of destinations in the PERR  received value

Received number of destinations less the number of received destinations for which the transmitter of the PERR is not the next hop

	Flags #1
	As received

	Destination Address #1
	MAC address of unreachable destination #1, as received

	HWMP Sequence Number #1
	If Reason Code #1 = “MESH-PATH-ERROR-NO-FORWARDING-INFORMATION” and received value = 0, then HWMP sequence number for Destination Address #1 from the forwarding information.

Otherwise, as received.

	Destination External Address #1
	As received

This field is only present if Bit 6 (AE subfield) of the Flags field #1 is 1.

	Reason Code #1
	As received

	...
	...


· PERR processing

· Effect of receipt

The following applies only to a PERR element that was accepted according to the acceptance criteria in 11C.9.11.4.2 (Acceptance criteria):

· The mesh STA creates a list of unreachable destinations consisting of those destinations from the received PERR for which the next hop in the local active forwarding information is the transmitter of the PERR.

· If the Reason Code is “MESH-PATH-ERROR-NO-FORWARDING-INFORMATION” and the HWMP Sequence Number is 0, the receiving mesh STA increments the HWMP sequence number in the forwarding information of the listed unreachable destination by 1 and the forwarding information.

· If b) did not apply and the received HWMP sequence number for a listed unreachable destination is higher than the current HWMP sequence number in the forwarding information for that destination, the receiving mesh STA shall consider that destination unreachable and shall set the HWMP sequence number in the forwarding information to the HWMP sequence number received in the PERR and shall invalidate the forwarding information associated with this unreachable destination.

· If the AE subfield a destination is 1, the receiving mesh STA shall consider the corresponding Destination External Address unreachable and shall invalidate the proxy information associated with this unreachable external destination (proxy mesh gate is the Destination Address of the PERR, external MAC address is the Destination External Address of the PERR).

· A PERR element is propagated according to the conditions defined in 11C.9.11.3 (Conditions for generating and sending a PERR) Case D “PERR propagation.”
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Abstract


This submission provides resolutions to HWMP comments of the initial sponsor ballot of 11s. It lists the resolved CIDs together with resolution status and resolution details. The proposed text changes are given.
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