December 2010

doc.: IEEE P802.11-10/1414r0

IEEE P802.11
Wireless LANs

	Proxy, interworking comment resolution text

	Date:  2010-11-26

	Author(s):

	Name
	Company
	Address
	Phone
	Email

	Kazuyuki Sakoda
	Sony Corporation
	5-1-12 Kita-Shinagawa, Shinagawa-ku, Tokyo, 141-0001 Japan
	+81-3-5448-4018
	KazuyukiA.Sakoda(at)jp.sony.com

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



Summary of the intention of this document
1. Clarify and clean up the proxy usage.

Suggested changes to the draft spec

Apply the following changes.
Corresponding changes to D7.03 are indicated in the following text with “Track Changes” on, to clarify the direction to the editor. Please update the part indicated by the “Track Changes” only.
· Definitions, acronyms, and abbreviations

· Definitions

Change the definition for basic service set (BSS) as follows:

basic service set (BSS): A set of stations (STAs) that have successfully synchronized using the JOIN service primitives and one STA that has used the START primitive. Alternatively, a set of STAs that have used the START primitive specifying the same mesh profile as neighbor STA or a STA that has used the START primitive without having a neighbor STA that specifies the same mesh profile. Membership in a BSS does not imply that wireless communication with all other members of the BSS is possible.

Change the definition for distribution system service (DSS) as follows:

distribution system service (DSS): The set of services provided by the distribution system (DS) that enable the medium access control (MAC) to transport MAC service data units (MSDUs) between stations (STAs) that are not in direct communication with each other over a single instance of the wireless medium (WM). These services include transport of MSDUs between the access points (APs) of basic service sets (BSSs) within an extended service set (ESS), transport of MSDUs between portals and BSSs within an ESS, transport of MSDUs between mesh gates in (CID186)different mesh basic service sets (MBSSs), transport of MSDUs between mesh gate and APs, transport of MSDUs between mesh gate and portals, and transport of MSDUs between STAs in the same BSS in cases where the MSDU has a group destination address or where the destination is an individual address and the STA is associated with an AP.

NOTE—DSSs are provided between pairs of IEEE 802.11 MACs.

Change the definition for distribution system medium (DSM) as follows:

distribution system medium (DSM): The medium or set of media used by a distribution system (DS) for communications between access points (APs), mesh gates, and portals of an extended service set (ESS).

Change the definition for wireless distribution system (WDS) as follows:

wireless distribution system (WDS): A mechanism for wireless communication using a four address frame format specified in this standard. This standard describes such a frame format, but does not describe how such a mechanism or frame format would be used. Often used as a vernacular term for a mechanism for wireless communication among non-mesh stations using a four address frame format. 

NOTE—This standard specifies such a frame format and its use only for a mesh BSS (MBSS). Because of this, the term WDS is obsolete and may be removed in a future revision of this standard.

Insert the following new definitions in alphabetical order:

destination mesh station (STA): A mesh STA that is the final destination of a MAC service data unit (MSDU) or a proxy mesh gate that receives an MSDU from the mesh basic service set (MBSS) and forwards the MSDU to a STA outside of the MBSS. A destination mesh STA can be an end station.

mesh basic service set (MBSS): A basic service set (BSS) that forms a self-contained network of mesh stations ((CID268)STAs). An MBSS contains zero or more mesh gates.

mesh gate: A mesh station (STA) that has access to one or more distribution systems.

proxy mesh STA: A mesh STA acting as an intermediary for IEEE 802 stations (STAs) outside the mesh basic service set (MBSS).

source mesh station (STA): A mesh STA from which a MAC service data unit (MSDU) enters the mesh basic service set (MBSS). A source mesh STA may be a mesh STA that is the source of an MSDU or a proxy mesh gate that receives an MSDU from a STA outside of the MBSS and forwards the MSDU on a mesh path.

· Management frame body components

· PXU element

The Proxy Update (PXU) element is used to inform the update of the proxy information. The PXU element is transmitted in a Proxy Update frame (see 7.4.16.2 (Proxy Update frame format)).(CID84) The format of the PXU element is shown in Figure s7-95o160 (Proxy Update Element).

	Element ID
	Length
	PXU Sequence Number
	PXU 
Originator MAC Address
	Number of Proxy Information (N)
	Proxy
Information #1
	...
	Proxy
Information #N

	Octets: 1
	1
	1
	6
	1
	7, 11, 13, or 17
	
	7, 11, 13, or 17

	· Proxy Update Element


The Element ID is set to the value given in Table 7-26 (Element IDs) for this element.

The Length is set to 8 + length of N Proxy Information fields.

The PXU Sequence Number field is coded as an unsigned integer and is set to the sequence number of the PXU. The source mesh STA sets the PXU Sequence Number field in the PXU element to a value from a single modulo-256 counter that is incremented by 1 for each new PXU transmission.

The PXU Originator MAC Address field contains the MAC address of the mesh STA that originates this PXU element.

The Number of Proxy Information fields is coded as an unsigned integer and is set to the number N of Proxy Information fields that follow this field and that are reported to the destination mesh STA. The maximum value of N is 35.

The Proxy Information field contains a single proxy information (see 11C.10.4.1 (Proxy information)). The length of the Proxy Information field depends on the settings of the subfields in the Flags subfield and can be 7 or 11 octets.

The format of the Proxy Information field is defined in Figure s7-95o161 (Proxy Information field).

	Flags
	External MAC Address
	

	Proxy 
Information Lifetime

	Octets: 1
	6
	
	0 or 4

	· Proxy Information field


The format of the Flags subfield is shown in Figure s7-95o162 (Flags subfield format).

	B0
	

	B1
	B2
 B7

	Delete
	
	Lifetime
	Reserved

	Bits:1
	
	1
	6

	· Flags subfield format


The Flags subfield is set as follows:

· Bit 0: The Delete subfield indicates whether this proxy information is to be deleted. It is set to 1 if the proxy information is to be deleted, and set to 0 otherwise. 

· 
· Bit 1: The Lifetime subfield indicates that the Proxy Information Lifetime subfield is present in this Proxy Information field when set to 1.

· Bit 2–7: Reserved

The External MAC Address subfield is represented as a 48-bit MAC address and is the MAC address of the external STA proxied by the mesh gate.


The Proxy Information Lifetime subfield is coded as an unsigned integer and is set to the time for which the mesh STA receiving this PXU considers this proxy information to be valid. The proxy information lifetime is measured in TUs. It is only present if the Lifetime subfield of the Flags subfield is 1.

· PXUC element

The Proxy Update Confirmation (PXUC) element is used to confirm the previously received PXU. The PXUC element is transmitted in a Proxy Update Confirmation frame (see 7.4.16.3 (Proxy Update Confirmation frame format)).(CID84) The format of the PXUC element is shown in Figure s7-95o163 (Proxy Update Confirmation element).

	Element ID
	Length
	PXU Sequence Number
	Destination Mesh STA Address

	Octets: 1
	1
	1
	6

	· Proxy Update Confirmation element


The Element ID is set to the value given in Table 7-26 (Element IDs) for this element.
The length is set to 7.

The PXU Sequence Number field is coded as an unsigned integer and is the PXU sequence number of the received PXU that is being confirmed.

The Destination Mesh STA Address is represented as a 48-bit MAC address and is set to the MAC address of the recipient of the PXU, i.e., the originator of the PXUC element.

· Multihop Action frame details

· Multihop Action fields

Several Multihop Action frame formats are defined for mesh BSS operation. A Multihop Action field, in the octet field immediately after the Category field, differentiates the formats. The Multihop Action field values associated with each frame format(CID80) are defined in Table s7-57v43 (Multihop Action field values). The Mesh Control field is present immediately after the Multihop Action field in all Multihop Action frames.(CID78) 

	· Multihop Action field values 

	Multihop Action field value
	Description

	0
	Proxy Update 

	1
	Proxy Update Confirmation 

	2–255
	Reserved


· Proxy Update frame format

The Proxy Update frame is transmitted by a proxy mesh STA and is used to inform the recipient about new, updated, or deleted proxy information. This frame is transmitted using individual addresses. The format of the Proxy Update frame Action field is shown in Table s7-57v44 (Proxy Update frame Action field format).
	· Proxy Update frame Action field format 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Multihop Action
	

	· 
	Mesh Control
	

	· 
	Proxy Update element
	


The Category field is one octet and is set to the value in Table 7-24 (Category values) for category Multihop Action.

The Multihop Action field is set to the value in Table s7-57v43 (Multihop Action field values) representing Proxy Update.

The Mesh Control field is set as defined in 7.1.3.6.3 (Mesh Control field).

The Proxy Update element is described in 7.3.2.113 (PXU element).

· Proxy Update Confirmation frame format 

The Proxy Update Confirmation frame is transmitted by a mesh STA in response to a Proxy Update frame. This frame is used to inform that the corresponding Proxy Update element has been properly received, and is transmitted using individual addresses. The format of the Proxy Update Confirmation frame Action field is shown in Table s7-57v45 (Proxy Update Confirmation frame Action field).
	· Proxy Update Confirmation frame Action field 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Multihop Action
	

	· 
	Mesh Control
	

	· 
	Proxy Update Confirmation element
	


The Category field is one octet and is set to the value in Table 7-24 (Category values) for category Multihop Action. 

The Multihop Action field is set to the value in Table s7-57v43 (Multihop Action field values) representing Proxy Update Confirmation.

The Mesh Control field is set as defined in 7.1.3.6.3 (Mesh Control field).

The Proxy Update Confirmation element is described in 7.3.2.114 (PXUC element).

· Mesh forwarding framework

· General

The term “mesh forwarding” is used to describe forwarding of MSDUs and MMPDUs across paths determined by the mesh path selection between mesh STAs at the link layer.

· Frame addressing and forwarding in an MBSS

· Frame addressing

Mesh Data frames and Multihop Action frames enable multihop MSDU and MMPDU forwarding in an MBSS using the Mesh Control field described in 7.1.3.6.3 (Mesh Control field). In this subclause, addressing of the Mesh Data and Multihop Action frames and MSDU/MMPDU forwarding behavior are described.

Table s9-13 (Valid address field usage for Mesh Data and Multihop Action frames) shows the valid combinations of address fields in Mesh Data frames and Multihop Action frames along with the corresponding value of the Address Extension Mode field.

NOTE 1—ToDS and FromDS fields are located in the Frame Control field (see 7.1.3.1.3 (To DS and From DS fields)). Address Extension Mode subfield is located in the Mesh Flags field in the Mesh Control field (see 7.1.3.6.3 (Mesh Control field)). Address 1, Address 2, and Address 3 fields are located in the MAC header (see 7.1.2). Address 4 is located in the MAC header if both ToDS and FromDS fields are 1; otherwise, Address 4 is located in the Mesh Address Extension field of the Mesh Control field (see 7.1.2 and 7.1.3.6.3 (Mesh Control field)). Address 5 and Address 6 are located in the Mesh Control field if it is present (see 7.1.3.6.3 (Mesh Control field)). 

	· Valid address field usage for Mesh Data and Multihop Action frames 

	Supported frames
	 ToDS FromDS field
	Address Extension Mode value (binary)
	Address 1
	Address 2
	Address 3
	Address 4
	Address 5
	Address 6

	Mesh Data

(individually addressed)
	11
	00
	RA
	TA
	DA = Mesh DA
	SA = Mesh SA
	Not 
Present
	Not 
Present

	Mesh Data

(group addressed)
	01
	00
	DA
	TA
	SA = Mesh SA
	Not 
Present
	Not 
Present
	Not 
Present

	Mesh Data

(proxied, individually addressed)
	11
	10
	RA
	TA
	Mesh DA
	Mesh SA
	DA
	SA

	Mesh Data

(proxied, group addressed)
	01
	01
	DA
	TA
	Mesh SA
	SA
	Not 
Present
	Not 
Present

	Multihop Action
	00
	01
	RA
	TA
	DA = Mesh DA
	SA = Mesh SA
	Not 
Present
	Not 
Present


In individually addressed Mesh Data and Multihop Action frames, Address 1 and Address 2 correspond to the mesh STA receiver address (RA) and the mesh STA transmitter address (TA) for a particular mesh link. Address 3 and Address 4 correspond to the destination and source end stations of a mesh path. The Address Extension Mode indicates the presence of optional address extension fields including Address 5 and Address 6 in the Mesh Control field that correspond to the end-to-end destination address (DA) and source address (SA) of external STAs that communicate over the mesh BSS via proxy mesh gates.

NOTE 2—Individually addressed Mesh Data frames only use mesh STA addresses in fields Address 1, Address 2, Address 3, and Address 4. This allows intermediate mesh STAs to forward Mesh Data frames without necessarily having any knowledge of the source and destination addresses, which may be external addresses. Thus, proxy information only needs to be maintained by a mesh gate or a mesh STA that is collocated with one or more APs.

The term source mesh STA refers to the first mesh STA on a mesh path. A source mesh STA may be a mesh STA that is the initial source of an MSDU/MMPDU or a mesh STA that receives an MSDU/MMPDU from a STA outside the mesh BSS and translates and forwards the MSDU/MMPDU on the mesh path. The address of the source mesh STA is referred to as the Mesh SA.

The term destination mesh STA refers to the final mesh STA on a mesh path. A destination mesh STA may be a mesh STA that is the final destination of an MSDU/MMPDU or a mesh STA that receives an MSDU/MMPDU from a mesh path and translates and forwards the MSDU/MMPDU on another mesh path or to a STA outside of the mesh BSS. The address of the destination mesh STA is referred to as the Mesh DA.

In group addressed Mesh Data frames, Address 1 and Address 2 correspond to the group address and the mesh STA transmitter address (TA). Address 3 corresponds to the mesh source of the group addressed Mesh Data frame. The Address Extension Mode indicates the presence of an optional address extension field Address 4 in the Mesh Control field that corresponds to the source address (SA) of external STAs that communicate over the mesh BSS via proxy mesh gates.

NOTE 3— The reason for not using four-address MAC header format for group addressed traffic is to avoid interactions with existing implementations. Earlier versions of this standard defined the four-address MAC header format (previously called WDS format) without defining procedures for its use. As a result there is a large number of deployed devices that use the four-address frame format in ways that would affect and be affected by mesh traffic if four-address group addressed frames were to be used.

Figure s9-38 (Example addressing for a Mesh Data frame) illustrates the addressing of a Mesh Data frame that contains an MSDU transmitted and forwarded on a mesh path from a mesh STA collocated with a portal (STA 1) to a mesh STA collocated with an AP (STA 2) where the source is a STA outside of the mesh BSS (STA 33) that is reachable via the portal and the destination is an IEEE 802.11 STA associated with the AP (STA 22). 

	[image: image1.wmf]

	· Example addressing for a Mesh Data frame


Details on how these address mappings work in forwarding processing are described in 9.22.2.2 (Addressing of individually addressed Mesh Data frames and data forwarding) and 9.22.2.3 (Addressing of group addressed Mesh Data frames and data forwarding).

· Addressing of individually addressed Mesh Data frames and data forwarding

· At source mesh STAs (individually addressed)

MSDUs sent by a mesh STA (as a consequence of a MA-UNITDATA.request with an individual destination address) and destined to another mesh STA in the MBSS shall be transmitted using the 4-address format frame (with Address Extension Mode set to 00), where the four address fields are set as follows (see “Mesh Data (individually addressed)” row in(Ed) Table s9-13 (Valid address field usage for Mesh Data and Multihop Action frames)):

· Address 1: The address of the next-hop mesh STA (toward the destination mesh STA according to the forwarding information—see 11C.9.8.4 (Forwarding information))

· Address 2: The address of the transmitter mesh STA

· Address 3: The address of the destination mesh STA

· Address 4: The address of the source mesh STA

MSDUs that are either sent by a mesh STA (as a consequence of a MA-UNITDATA.request with an individual destination address) and destined to an address that is different from the mesh STA at the end of a mesh path, or received from the DS with an individual destination address shall be transmitted using the proxied individually addressed Mesh Data format frame (with Address Extension Mode set to 10), where the mesh address extension field in the Mesh Control field carries the addresses of the end stations, as specified in “Mesh Data (proxied, individually addressed)” row of(Ed) Table s9-13 (Valid address field usage for Mesh Data and Multihop Action frames). The six addresses are defined as follows:

· Address 1: The address of the next-hop mesh STA (toward the destination mesh STA according to forwarding information — see 11C.9.8.4 (Forwarding information))

· Address 2: The address of the transmitter mesh STA

· Address 3: The address of the destination mesh STA at the end of the mesh path

· Address 4: The address of the source mesh STA at the beginning of the mesh path

· Address 5: The address of the destination end station (may be the same as Address 3 if the destination is the mesh STA at the end of the mesh path)

· Address 6: The address of the source end station (may be the same as Address 4 if the source is the mesh STA at the beginning of the mesh path)

NOTE—The destination address is distinct from the mesh STA at the end of the mesh path in two cases: 1) when the destination is an external address and 2) when the destination is a mesh STA distinct from the mesh STA at the end of the path. The latter case can occur if a source mesh STA does not have a mesh path to the destination mesh STA; and the source mesh STA sends the MSDU to another mesh STA that is likely to have a path to the destination mesh STA (this other mesh STA may be a root, as described in 11C.9 (Hybrid Wireless Mesh Protocol (HWMP))).

The Mesh TTL field in the Mesh Control field shall be set to the value of dot11MeshTTL.The MSDUs are forwarded multiple hops, limited by the Mesh TTL value.

The source mesh STA shall set the Mesh Sequence Number field in the Mesh Control field to a value from a modulo-4 294 967 296 counter that is incremented by 1 for each new MSDU transmitted with a Mesh Control field and for each new MMPDU transmitted using a Multihop Action frame.

· At intermediate and destination mesh STAs (individually addressed)

On receipt of an individually addressed Mesh Data frame, a mesh STA shall perform the following:

· The mesh STA shall decipher the frame and check it for authenticity. If it is not from a peer mesh STA, the frame shall be silently discarded.

· The mesh STA shall check to see whether the Address 3 field is known; if it is an unknown address, the mesh STA may perform any of the following three actions:

· Silently discard the frame

· Trigger a path discovery procedure depending on the path selection protocol that is currently active in the mesh BSS

· Inform the Mesh STA in Address 2 that the destination is unreachable depending on the path selection protocol that is currently active in the mesh BSS
(See 11C.9.11.3 (Conditions for generating and sending a PERR) Case A.)

· If Address 2 is not one of the precursors for this destination mesh STA (see 11C.9.8.4 (Forwarding information)), the frame shall be discarded.

· If the frame is not discarded and one or more MSDUs are collected by the frame reception, the mesh STA may detect duplicate MSDUs referring the Mesh Sequence Number in the corresponding Mesh Control field and discard them (see 9.22.2.5 (Detection of duplicate MSDUs/MMPDUs)).

If either of the following conditions is met:

· Address 3 does not match the mesh STA’s own address, but is a known destination MAC addresses in the forwarding information or proxy information, or

· Address 3 matches the mesh STA’s own address, the Address Extension mode is 10 and Address 5 is a known destination MAC addresses in the forwarding information or proxy information,

then the following actions are taken:

· The lifetime of the forwarding information to the destination (Address 3) is set to its initial value.

· The lifetime of the forwarding information to the source (Address 4) is set to its initial value.

· The lifetime of the precursor list entry for the precursor to the destination (Address 2) is set to the maximum of the initial value and the current value.

· The lifetime of the precursor list entry for the precursor to the source (next hop to the destination) is set to the maximum of the initial value and the current value.

· If one or more MSDUs are collected, the Mesh TTL in the corresponding Mesh Control field is decremented by 1. If zero has been reached, the MSDU shall be discarded.

· If the MSDU has not been discarded, the mesh STA shall forward the MSDU via a frame setting the Address 1 field to the MAC address of the next hop mesh STA as determined from the forwarding information (see 11C.9.8.4 (Forwarding information)) and the Address 2 field to its own MAC address and queue the frame for transmission.

If Address 3 matches the mesh STA’s own MAC address and one or more MSDUs are collected from the frame, the mesh STA shall check the Address Extension Mode field in each Mesh Control field and take the following actions based on its value:

· If the Address Extension Mode is 00, the MA-UNITDATA.indication primitive is passed from the MAC sublayer entity to the LLC sublayer entity or entities.

· If the Address Extension Mode is 10:

· If Address 5 is equal to Address 3, the mesh STA is the final destination of the MSDU, and the MA-UNITDATA.indication primitive is passed from the MAC sublayer entity to the LLC sublayer entity or entities.

· If Address 5 is not equal to Address 3 and Address 5 is not a known destination MAC addresses in the forwarding information or proxy information, the MSDU is forwarded to the DS according to 11C.10.3.2 (Handling of MSDUs received from the MBSS) cases a) or b) or d).

Note that during the forwarding process at intermediate mesh STAs, the content of the MSDU is not changed.

· Addressing of group addressed Mesh Data frames and data forwarding

· At source mesh STAs (group addressed)

MSDUs sent by a mesh STA (as a consequence of a MA-UNITDATA.request with a group destination address) shall be transmitted using a group addressed Mesh Data frame (with Address Extension Mode set to 00) (see “Mesh Data (group addressed)” row in(Ed) Table s9-13 (Valid address field usage for Mesh Data and Multihop Action frames)). An implementation may circumvent the unreliability of group addressed transmissions by using multiple individually addressed Mesh Data frames, which are individually acknowledged. In such case, the frame may be converted to individually addressed frames and transmitted as individually addressed frames to each peer mesh STAs as described in 9.22.2.2.1 (At source mesh STAs (individually addressed)), by setting the Address 3 field to the group address. The circumstances for choosing this method are outside the scope of the standard.

In group addressed Mesh Data frames, the address fields are set as follows:

· Address 1: The group address

· Address 2: The address of the transmitter mesh STA

· Address 3: The address of the source mesh STA

If the MSDU is received from the DS and Address 1 (RA/DA) is a group address, the source mesh STA, which is a proxy mesh gate, shall transmit the MSDU using a proxied group addressed Mesh Data frame (with Address Extension Mode to 01) (see “Mesh Data (proxied, group addressed)” row in(Ed) Table s9-13 (Valid address field usage for Mesh Data and Multihop Action frames)).

In proxied group addressed Mesh Data frames, the address fields are set as follows:

· Address 1: The group address

· Address 2: The address of the transmitter mesh STA

· Address 3: The address of the source mesh STA

· Address 4: The address of the external STA 

The source mesh STA shall set the Mesh TTL field in the Mesh Control to dot11MeshTTL in order to control the hop count. The MSDUs are forwarded multiple hops, limited by the Mesh TTL value. For example, if the Mesh TTL field is 1, MSDUs are delivered to immediate neighbors only.

The source mesh STA shall set the Mesh Sequence Number field in the Mesh Control field to a value from a modulo-4 294 967 296 counter that is incremented by 1 for each new MSDU transmitted with a Mesh Control field and for each new MMPDU transmitted using a Multihop Action frame.

Procedures that enhance the reliability or efficiency of group addressed transmissions are outside the scope of this standard.

· At recipient mesh STAs (group addressed)

On receipt of a group addressed Mesh Data frame with Address 1 (DA) equal to the group address, or on receipt of a individually addressed Mesh Data frame with Address 3 (Mesh DA) equal to the group address, a mesh STA shall perform the following:

· The mesh STA shall decipher the frame and check it for authenticity. If it is not from a peer mesh STA, the frame shall be silently discarded. 

· If the frame is not discarded and one or more MSDUs are collected by the frame reception, the mesh STA may detect duplicate MSDUs referring the Mesh Sequence Number in the corresponding Mesh Control field and discard them (see 9.22.2.5 (Detection of duplicate MSDUs/MMPDUs)).

· The mesh STA decrements the Mesh TTL in the Mesh Control field. If the Mesh TTL value has reached zero, the corresponding MSDU shall not be forwarded to other mesh STAs. If the Mesh TTL value has not reached zero and if the dot11MeshForwarding(CID56) is true(CID55), the mesh STA shall forward the MSDU via a frame setting Address 2 to its own MAC address.

When the SA and the Mesh SA are not identical (the source address is therefore an external address), the MSDU shall be forwarded by using a proxied group addressed Mesh Data frame (with Address.Extension set to 01). Otherwise, the MSDU shall be forwarded by using a group addressed Mesh Data frame (with Address.Extension set to 00). An implementation may circumvent the unreliability of group addressed transmissions by using multiple individually addressed Mesh Data frames, which are individually acknowledged. In such case, the frame may be converted to individually addressed frames and transmitted as an individually addressed frame to each peer mesh STAs as described in 9.22.2.2.2 (At intermediate and destination mesh STAs (individually addressed)), by setting the address 3 field to the group address. The circumstances for choosing this method and the ability to determine all the addresses of the neighbor peer mesh STAs are beyond the scope of the standard.

If the frame has not been discarded and one or more valid MSDUs are collected from the frame, the MA-UNITDATA.indication primitive is passed from the MAC sublayer entity to the LLC sublayer entity or entities.

· Addressing of Management frames and MMPDU forwarding

· General

All MMPDUs except MMPDU transmitted using Multihop Action frames are transmitted over only one hop to peer mesh STAs.

Note that in several cases, the reception and processing of an Action frame leads to the transmission of a new Action frame of the same type that may include an identical or a modified version of the contents from the elements of the received Action frame.

A mesh STA may convert a group addressed management frame to individually addressed frames and transmit as an individually addressed frame to each peer mesh STAs, if the frame is intended to be delivered to its peer mesh STAs only. The circumstances for choosing this method are outside the scope of the standard.

· MMPDU forwarding using Multihop Action frames

MMPDUs transmitted using Multihop Action frames (see 7.4.16 (Multihop Action frame details)) are forwarded according to the procedures in 9.22.2.2 (Addressing of individually addressed Mesh Data frames and data forwarding). The frame shall be transmitted using 4-address format frame (with Address Extension Mode set to 01), where the four address fields are set as shown in “Multihop Action” row of (Ed) Table s9-13 (Valid address field usage for Mesh Data and Multihop Action frames). A mesh STA transmitting a Multihop Action frame shall set Address 1 field to the address of the next-hop mesh STA (toward the destination mesh STA according to the forwarding information—see 11C.9.8.4 (Forwarding information)).

The source mesh STA shall set the Mesh TTL field in the Mesh Control field to the value of dot11MeshTTL, and set the Mesh Sequence Number field in the Mesh Control field to a value from a modulo-4 294 967 296 counter that is incremented by 1 for each new MSDU transmitted with a Mesh Control field and for each new MMPDU transmitted using a Multihop Action frame.

At intermediate and destination mesh STAs, on receipt of Multihop Action frame, the address matching, the forwarding information update, and the Mesh TTL decrement are performed as described in 9.22.2.2.2 (At intermediate and destination mesh STAs (individually addressed)), and the MMPDU is forwarded according to the forwarding information.

At intermediate mesh STAs, frame fields following the Mesh Control field are treated as MSDU in 9.22.2.2.2 (At intermediate and destination mesh STAs (individually addressed)) and are not required to be examined.

If the Address 3 in the received Multihop Action frame matches the mesh STA’s own MAC address, the mesh STA (destination mesh STA) shall process the content of the MMPDU accordingly.

· Detection of duplicate MSDUs/MMPDUs

A mesh STA may receive the same MSDU or MMPDU from different neighbor peer mesh STAs more than once.

Duplicate MSDU/MMPDU filtering is facilitated through the inclusion of a Mesh Sequence Number field in the Mesh Control field in Mesh Data frames and Multihop Action frames as specified in 7.1.3.6.3 (Mesh Control field).

The receiving mesh STA shall keep a cache of recently received <Mesh SA, Mesh Sequence Number> tuples. The Mesh Source Address (Mesh SA) is contained in Address 4 for individually addressed Mesh Data frames and Multihop Action frames. The Mesh Source Address (Mesh SA) is contained in Address 3 for group addressed Mesh Data frames.

A mesh STA shall reject an MSDU/MMPDU with a Mesh Control field as a duplicate if it matches a <Mesh SA, Mesh Sequence Number> tuple of an entry in the cache.

· Mesh STAs that do not forward

A mesh STA that has dot11MeshForwarding equal to false does not forward either MSDUs, or MMPDUs of type Multihop Action. The circumstances in which a mesh STA may be allowed to become a non- forwarding entity and the authority to set dot11MeshForwarding to false are beyond the scope of this standard.

A mesh STA that does not forward is a special case of a mesh STA. Such mechanism depends on whether the path selection protocol provides a mechanism to allow mesh STAs not to participate in forwarding. The HWMP path selection protocol provides such a mechanism, see 11C.9 (Hybrid Wireless Mesh Protocol (HWMP)).

· Frame forwarding to non-MBSS STAs

To send or forward a frame, a mesh STA first follows the data forwarding procedures defined in 9.22.2 (Frame addressing and forwarding in an MBSS). If the mesh STA is not able to forward the frame to the proxy mesh gate for an external destination MAC address, the mesh STA shall assume that the destination is outside the MBSS and shall forward the frame to known mesh gates in the MBSS as an individually addressed frame according to the procedures for frame addressing and data forwarding of individually addressed frames at source mesh STAs in an MBSS (9.22.2.2.1 (At source mesh STAs (individually addressed))). If there is no mesh gate available, the mesh STA shall silently discard the frame.

Discovery of mesh gates by mesh STAs is performed using propagated elements, such as a GANN (11C.10.2 (Gate announcement protocol)). Other methods specific to the HWMP path selection protocol are also available, such as the proactive PREQ (11C.9.4.2 (Proactive PREQ mechanism)) or the proactive RANN (11C.9.4.3 (Proactive RANN mechanism)), when the Gate Role subfield in the Flags field in these HWMP elements is 1.

· Interworking with the DS

· Overview of interworking in a mesh BSS

An MBSS functions like an IEEE 802 LAN segment that is compatible with IEEE 802.1D. The MBSS appears as a single access domain.

An MBSS may contain two or more mesh gates. In this case, the MBSS has more than one “port” (in the sense of IEEE Std 802.1D-2004, for example) through which it accesses the DS. Accordingly, broadcast loops may occur. Therefore, mesh gates should implement a loop preventing protocol in the DS.

NOTE—In the DS, a typical implementation uses(Ed) the Rapid Spanning Tree Protocol (RTSP) as specified in IEEE 802.1D-2004. With RTSP, the resulting active DS topology forms a tree. Then, even if multiple mesh gates connect with the same DS, the MBSS will access the DS through a single mesh gate only.

Mesh gates are discovered by mesh STAs using the gate announcement protocol (see 11C.10.2 (Gate announcement protocol)). The gate announcement protocol is not needed when using one of the HWMP proactive path selection methods with the Gate Role field equal to 1:

· The proactive PREQ mechanism (see 11C.9.4.2 (Proactive PREQ mechanism)), with the Gate Role field equal to 1 (see 11C.9.9.3 (Conditions for generating and sending a PREQ))

· The proactive RANN mechanism (see 11C.9.4.3 (Proactive RANN mechanism)), with the Gate Role field equal to 1 (see 11C.9.12.3 (Conditions for generating and sending a RANN))

Mesh gates propagate gate announcement elements (or PREQs and RANNs with the Gate Role field equal to 1 if using such mechanisms) only if dot11MeshGateAnnouncementProtocol is equal to 1. The decision to announce the presence of a mesh gate is beyond the scope of the standard.

When a mesh STA in the MBSS has access to IEEE 802 STAs outside the mesh BSS (i.e., a mesh STA collocated with an AP, another mesh STA that belongs to another MBSS, etc.) the mesh STA acts as an intermediary for the IEEE 802 STAs outside the MBSS so that the forwarding information of mesh STAs only contains addresses that belong to the MBSS. The mesh acting as an intermediary for external STAs is termed proxy mesh STA. When the end station of an 802 communication is an external STA, the mesh STA handles addresses of the end to end 802 communication as depicted in Figure 9-38. The operation of proxy mesh STA is described in 11C.10.4.
· Proxy protocol

· General
Forwarding information of mesh STAs only contains addresses of mesh STAs that belong to the MBSS. However, the end station of the 802 commumnication may be an IEEE 802 station outside the MBSS, and such stations are called external STAs. Examples of external STAs are

· STAs that are associated with an AP that is collocated with a mesh STA
· STAs that are behind a mesh gate 
Mesh STAs forward MSDUs to external STAs by treating the external STA’s MAC addresses as external addresses. The mesh STAs that are the destination mesh STAs of the messages destined to external STAs are called proxy mesh STAs, and their MAC addresses are called proxy addresses.
NOTE-- The external STAs cannot be discovered and reached using mesh services solely, i.e., they are not part of an MBSS. The method to discover external STAs or the mechanism how the proxy mesh STA bridges the MBSS and the external STAs are beyond the scope of the standard. However, the standard describes how the external address are treated by mesh STAs relying on the discovery and bridging function at the proxy mesh STA.



· Proxy information

A proxy mesh STA or a source mesh STA of MSDUs destined to external STAs shall maintain proxy information. Proxy information contains the external address, the corresponding proxy address, and the corresponding proxy information lifetime (optional).

Mesh STAs can learn the addresses of proxy mesh STAs and of the external stations proxied by these proxy mesh STAs through the receipt of proxy update messages or path selection messages carrying proxy information. Particularly, proxy information is updated in the following circumstances:

· A mesh STA receives and processes a Proxy Update (see 11C.10.4.3 (Proxy Update (PXU))) 

· A mesh STA receives and processes an element of the active path selection protocol containing proxy information. In HWMP, these are PREQ elements (see 11C.9.9.4.3 (Effect of receipt)), PREP elements (see 11C.9.10.4.3 (Effect of receipt)), and PERR elements (see 11C.9.11.4.3 (Effect of receipt)).

Additionally, proxy mesh 
STAs may also maintain proxy information on external STAs proactively. The methods for determining this proxy information is beyond the scope of this standard.
When the lifetime is specified with the proxy information, a mesh STA shall maintain the proxy information as valid information until the lifetime expires. Details of the lifetime are described in 11C.10.4.3.4 (Effect of receipt of PXU).

Valid proxy information is used to determine and set the MAC addresses of the Address 5 and the Address 6 in the proxied individually addressed Mesh Data frames, or the MAC address of the Address 4 in the proxied group addressed Mesh Data frames.
· 

· Proxy Update (PXU)

· General

This clause describes the function, generation, and processing of the PXU element.

· Function

A proxy mesh STA generates a PXU element to inform a destination mesh STA about proxy information of external addresses that are reachable through the proxy mesh STA. The destination mesh STA of the PXU element may be other proxy mesh STA in the MBSS or a mesh STA that originates traffic to the external stations proxied by the proxy mesh STA.
The PXU element is transmitted using the Proxy Update frame (an individually addressed frame). As the Proxy Update frame is a Multihop action frame, the destination mesh STA of the PXU element may be any mesh STAs in the MBSS.

· Conditions for generating and sending a PXU

A proxy mesh STA may transmit a PXU when it adds, updates, or deletes an external address to (or from) its proxy information. A proxy mesh STA may also transmit a PXU at periodic intervals.


The mesh STA may retransmit the the same PXU element repeatedly until the mesh STA receives a PXUC element. See 11C.10.4.4 (Proxy Update Confirmation (PXUC)).

The content of a PXU element shall be as shown in Table s11C-28 (Content of a PXU element).

	· Content of a PXU element

	Field
	Value/description

	Element ID
	Value given in Table 7-26 (Element IDs) for the PXU element

	Length
	8 + length of N Proxy Information fields

	PXU Sequence number
	Previous PXU Sequence Number + 1

	PXU Originator MAC Address
	MAC address of the originator of the PXU

	Number of Proxy Information (N)
	Number of proxy information reported to the destination mesh STA (N ≥ 1)

	Per Proxy Information
	Flags
	Bit 0: 0: add proxy information; 1: delete proxy information


Bit 1: 0: Proxy Information Lifetime field not present; 1: Proxy Information Lifetime field present. If Bit 0 is 1, Bit 1 shall be set to 0.

Bit 2–7: Reserved 

	
	External MAC Address
	MAC address of the STA proxied by the proxy mesh gate

	
	
	

	
	Proxy 
Information Lifetime
	The proxy information lifetime of this proxy information as taken from the proxy information of the originator of the PXU.


· Effect of receipt of PXU

A mesh STA that receives the PXU shall update its proxy information with the list of proxy information reported in the PXU.

The MAC address of the proxy mesh STA is taken from the PXU Originator MAC Address field in the received PXU element.

The MAC address of the external STA is taken from the External MAC Address subfield of the corresponding Proxy Information field in the received PXU element.

If the Proxy Information Lifetime subfield is present (bit 2 of the Flags subfield is 1), the recipient mesh STA shall set the proxy information lifetime to the value in the Proxy Information Lifetime subfield. If the Proxy Information Lifetime subfield is not present, the lifetime of the proxy information is the same as the lifetime of the path to the proxy address. Alternatively, the lifetime of the proxy information may be set to a value representing infinity.
 If the mesh STA already maintains proxy information
If the External MAC Address of the Proxy Information field is already present in its proxy information and the corresponding proxy mesh STA is the same as the Proxy MAC Address of the Proxy Information field, the proxy lifetime is set to the larger one of the proxy lifetime of the PXU and the stored proxy information.

· Proxy Update Confirmation (PXUC)

· General

This clause describes the function, generation, and processing of the PXUC element.

· Function

A PXUC element is generated by a mesh STA that received a PXU in response to the PXU and sent to inform the sender of PXU that the PXU has been properly received.

· Conditions for generating and sending a PXUC

If a mesh STA receives a PXU, it shall transmit a PXUC. A PXUC is individually addressed from the destination mesh STA of the corresponding PXU to the mesh STA that sent the PXU. 

The content of a PXUC element shall be as shown in Table s11C-29 (Content of a PXUC element).

	· Content of a PXUC element

	Field
	Value/description

	Element ID
	Value given in Table 7-26 (Element IDs) for the PXUC element

	Length
	7

	PXU Sequence number
	PXU Sequence number of the PXU that is being confirmed

	Destination mesh STA Address
	MAC address of the recipient of the PXU


· Effect of receipt of PXUC

If a mesh STA receives a PXUC element in a PXUC frame in response to a PXU element it originated, the mesh STA shall no longer send any PXUs with the same PXU sequence number as given in the received PXUC element.

· Mesh STA collocation

A mesh STA collocated with another STA shall use a MAC address that is different from the one used by the collocated STA. This precludes ambiguities relating to the presence of the Mesh Control field in the Frame Body (see 7.1.3.6 (Frame Body field)), GTK use (see 8.4.1.1.3b (Mesh GTKSA)), and proxy information (see 11C.10.4.1 (Proxy information)).

Path selection with collocated mesh STAs using HWMP is described in 11C.9.5 (Collocated STAs).

References:

[1] Draft Amendment: Mesh Networking.  doc.: IEEE P802.11s/D7.03, November 2010.



Abstract


This document provides suggested text changes in accordance with the resolutions to comments with issue ID equal to R-MeshGate and R-Proxy, from the initial sponsor ballot.






































�Remove Proxy MAC Address subfield


�Remove Originator Is Proxy field


�Done to here...
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