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Liaison letter
from IEEE 802 to ISO/IEC JTC1 SC6 and its National Body members
in relation to N14436
In December 2009, IEEE 802 submitted a liaison to SC6 (N14142) that responded to assertions in the original NP proposal for WAPI (N14123) that IEEE 802.11 has “serious security loopholes”. The liaison explained in extensive detail why the evidence cited in N14123 does not support this assertion. The liaison also reitertated that there are no known attacks on the mandatory security components included in IEEE 802.11 and its amendments (or ISO/IEC 8802-11 and its amendments, including 8802-11/Amendment 6). The mandatory security components are defined in 8802-11/Amendment 6 as RSNA, and are commonly known in the market as WPA2.

IEEE 802 did not receive any response to N14142 from SC6, but assumed the matters raised in that liaison would be reflected in future revisions of the WAPI NP proposal. We now know that responses have been drafted to comments made by SC6 National Bodies in relation to the NP proposal  document, but have still not responded directly to N14142. The original comments and the draft responses are documented in N14436.
IEEE 802 is disappointed to observe that the draft responses in N14436 appear to ignore the material provided in N14142 in December 2009. In particular, N14436 repeats the incorrect and unsupported assertions made in N14123. Despite the assertions in N14123 and N14436, today’s reality is that the mandatory security components included in IEEE 802.11 do NOT have any known “serious security loopholes”. 
All the assertions in N14123 related to the alleged insecurity of IEEE 802.11 were rebuted in N14142.  N14436 provides some additional material that attempts to provide further support for the allegations that IEEE 802.11 has serious security loopholes. In particular, it refers to N14399, N14402 and N14410. However, a review of these documents shows that they provide no additional valid or credible evidence.
· N14410 only makes one specific reference to IEEE 802.11 security by citing a conference article, IEEE 802.16 Security Issues: A Survey by Bogdanoski et al in 2008. The full text of the article is available at http://2008.telfor.rs/files/radovi/02_32.pdf. The only criticism of IEEE 802.11 in this article is an observation that security was not designed into the first versions of IEEE 802.11. This is a reasonable and fair observation about IEEE 802.11-2003. However, it has no relevance to the peer reviewed and complete security mechanism that has beeen incorporated into IEEE 802.11 since 2004 and ISO/IEC 8802-11/Amendment 6 since 2006.
· N14399, N14402 and N14410 all make implicit criticisms of IEEE 802.11 security by alleging that any system based on the use of IEEE 802.1X are unable to mutually authenticate the STA, AP and AS. Similar claims were made during the JTC1 Fast Track Ballot on ISO/IEC 8802-11/Amendment 6 in 2006.

However, it is incorrect to claim that a system based on IEEE 802.11 cannot mutually authenticate the STA, AP and AS. An IEEE 802.11 system in combination with appropriate IETF defined EAP methods, will mutually authenticate the STA and the AS, while the AP and AS have a trust relationship established using a variety of other methods. The four way handshake in IEEE 802.11 is then used to establish the final binding that enables the AP to attest to the STA that it was authorized by the AS. The effect is mutual authentication between the STA, AP and AS.
It is interesting to note that while WAPI does directly mutually authenticate the AP and the STA, the STA cannot directly authorize the AP. The authorization is carried out via the AS, which is a very similar to the method used by the IEEE 802.11 securityframework. However, the IEEE 802.11 framework has a significant advantage over the WAPI mechanism in that it can be tailored using a variety of IETF standardised EAP methods to satisfy a variety of deployment and computation complexity tradeoffs. In contrast, WAPI has high deployment complexity because of the need to provision certificates in every device, and high computation complexity because of its need to validate multiple certificates in each transaction. IEEE 802.11 was designed to support a superset of the functionality provided by WAPI and WAI could have been developed as a plugin into the IEEE 802.11 framework in cooperation with the IEEE 802.11 Working Group. 
In summary, the fundamental justification for a WAPI NP in SC6 is based on the assertion that there are security loopholes or flaws in mandatory security components included in IEEE 802.11 and ISO/IEC 8802-11 (and it amendments). However, no valid or credible evidence has been provided to support this assertion. 

The reality is that mandatory security components included IEEE 802.11 and ISO/IEC 8802-11 (and it amendments) have no known “security loopholes”. This statement is practically supported by the use of IEEE 802.11 in millions of systems worldwide, in high security applications, by governments, financial institutions, telecommunications providers, enterprises and consumers.

IEEE 802 requests SC6 do not consider any assertions that mandatory security components included in IEEE 802.11 (or ISO/IEC 8802-11 and its amendments, including 8802-11/Amendment 6) are insecure when deciding whether to authorise the WAPI NP proposal. Alternatively, IEEE 802 invites any SC6 National Body to provide valid and credible evidence to the IEEE 820.11 Working Group of “serious security loopholes”. 

Yours sincerely,
Paul Nikolich
Chairman of IEEE 802 Executive Committee
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This document contains a liaison from IEEE 802 to ISO/IEC JTC1 SC6 and its National Body members. The liaison is based on material in ISO/IEC document  ISO/IEC JTC 1/SC6 N 14436.





The liaison was approved by the IEEE 802.11 Working Group and IEEE 802 ExCom on 12 Novermber 2010.
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