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Modify the following clause:
· Emergency service support in mesh BSS

Depending on regulations, emergency service support may be mandated over the mesh network. In this case the Beacon and Probe Response frames should inform whether a mesh STA supports an emergency service. This information helps a mesh STA to select which other mesh STAs to have peering with. If a mesh STA subsequently requires emergency service, an indication is then set within the Mesh Peering Open frame. Mesh STAs that accept mesh peering from unauthenticated mesh STAs for emergency service, only allow frame transfer to the emergency server.

Modify the following clause:
· Interworking element

Change the fourth to eighth paragraph of 7.3.2.90 as follows:

A non-AP STA or mesh STA sets Internet, ASRA and UESA fields to 0 when including the Interworking element in the Probe Request frame. A non-AP STA sets the Internet, and ASRA bits to 0 when including the Interworking element in (Re)association Request frames. A mesh STA sets the Internet bit to 0 when including the Interworking element in Mesh Peering Open frames. In (Re)association Request frames, a non-AP STA sets the UESA bit according to the procedures in 11.3.2. The Access Network Types are shown in Table 7-43bk. The Access Network Type field is set by the AP or the mesh STA to advertise its Access Network Type to non-AP STAs or mesh STAs. A non-AP STA or a mesh STA uses this field to indicate the desired Access Network Type in an active scan. See Annex W.1 for informative text on usage of fields contained within the Interworking element.

Bit 4 is the Internet field. The AP or mesh STA sets this field to 1 if the network provides connectivity to the Internet; otherwise it is set to 0 indicating that it is unspecified whether the network provides connectivity to the Internet.

Bit 5 is the Additional Step Required for Access (ASRA) field. It is set to 1 by the AP to indicate that the network requires a further step for access. It is set to 0 whenever dot11RSNAEnabled is true. For more information, refer to Network Authentication Type Information in 7.3.4.5. For a mesh STA the ASRA field is used as an emergency indicator, A mesh STA that receives a Mesh Peering Open frame that includes the Interworking element, with the ASRA field equal to 1, allows access to emergency services and when the ASRA field is equal to 0, does not allow access to emergency services. See 11.23.6.


Bit 6 is the Emergency Services Reachable (ESR) field. It is set to 1 by the AP or mesh STA to indicate that Emergency Services are reachable through the AP or mesh STA; otherwise it is set to 0 indicating that it is unspecified whether Emergency Services are reachable. See 11.23.6.

Bit 7 is the Unauthenticated Emergency Service Accessible (UESA) field. When equal to 0, this field indicates that no unauthenticated emergency services are reachable through this AP or mesh STA. When equal to 1, this field indicates that higher layer unauthenticated emergency services are reachable through this AP or mesh STA. A STA uses the Interworking information element with the UESA bit equal to 1 to gain unauthenticated access to a BSS to access emergency services. A mesh STA uses the Interworking information element with the UESA bit equal to 1 to gain unauthenticated access to another mesh STA to access emergency services. See 11.3.2.
Modify the following clause:
· Interworking Procedures: Emergency Services Support

Change the third paragraph in 11.23.6 as follows:

In an infrastructure BSS, wWhen the AP is located in a regulatory domain that requires location capabilities, the ESR field shall only be set to 1 and the Network Type shall only be set to Emergency Services Only Network (see Table 7-43bb), if location capability is enabled on the AP. In Beacon and Probe Response frames, location capability is advertised when the Civic Location or Geo Location field in the Extended Capabilities Element is set to 1.

In a mesh STA when dot11ESNetwork is true, the mesh STA can reach ES and ESR shall be set to 1. When that mesh STA receives a Mesh Peering Open frame, that includes the Interworking element with the ASRA bit equal to 1, it allows access to ES.
In a mesh STA when dot11ESNetwork is false, it is unspecified whether the the mesh STA is able to reach ES and ESR shall be set to 0. When that mesh STA receives a Mesh Peering Open frame, that includes the Interworking element with the ASRA bit equal to 1, it is unspecified whether it allows access to ES.
Modify the following clause:
· Interworking with External Networks and Emergency Call support

· Access to Emergency Services in an RSN

Change the W.4.4 as follows:

If an infrastructure BSS a network requires authentication and encryption with RSN, a non-AP STA placing an emergency call associates and authenticate to the network by using an ES association (see 7.3.2.90 (Interworking element)). If the non-AP STA has user credentials that allow it to use a particular network, the non-AP STA can use its credentials to authenticate to the SSPN through the IEEE 802.11 infrastructure. 
When a mesh STA has an ES association, and it receives a Mesh Peering Open frame that includes the Interworking element, with ASRA bit equal to 1 and UESA bit equal to 0, and the AMPE element (see 7.3.2.115 (
Authenticated Mesh Peering Exchange element)) it allows access to ES. If the mesh STA has user credentials that allow the accessing mesh STA to use the mesh network, the mesh STA can use its credentials to authenticate with the accessing mesh peer.

In an infrastructure BSS, tTo use an ES association, a STA lacking security credentials can associate to a BSS in which Emergency Services are accessible by including an Interworking Element with the UESA field equal to 1 in a (Re)-association Request frame. An AP receiving this type of (Re)-assocation request recognizes this as a request for un-authenticated emergency access. The AP can look up the VLAN ID to use with a AAA server, or it can have an emergency services VLAN configured. The STA can either have, policies configured locally for quality of service parameters and network access restrictions, or it can look them up through external policy servers. When a mesh STA has an ES association, and it receives a Mesh Peering Open frame, from a mesh STA lacking security credentials, that includes the Interworking element, with ASRA bit equal to 1 and UESA bit equal to 1, and the MPM element (see 7.3.2.100 (Mesh Peering Management element)) it allows access to ES.
In an infrastructure BSS wWhen an ES association is used, the IEEE 802.11 infrastructure should be designed to restrict access to emergency call users. Similarly, in an MBSS, when mesh peering to access ES is used, the mesh network should be designed to restrict access to ES only. Methods of such restriction are beyond the scope of IEEE 802.11, but can include an isolated VLAN for emergency services, filtering rules in the AP or network entity (e.g., router) in an external network to limit network access to only network elements involved in emergency calls, and per-session bandwidth control to place an upper limit on resource utilization.
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This submission suggests resolutions to Sponsor Ballot CID: 132, 193, 262, 304 and 305.
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