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3. Definitions

3.2 Definitions specific to IEEE 802.11

TGae Editor: Insert the following new definition:

MMFQ frame: A group-addressed Management Type frame that is transmitted using the Management Frame QoS service.
TGae Editor: Modify 8.2.4.4.2 Sequence Number field as shown:

8.2.4.4.2 Sequence Number field

Change the clause as shown:
The Sequence Number field in frames of Data Type is a 12-bit field indicating the sequence number of anthe MSDU, or A-MSDU, or MMPDU.


1. 
2. 
3. 


A management frame is an IMFQ frame when all three of the following conditions are met:

1. The RA of the management type frame corresponds to an individual MAC address
2. The frame is transmitted by a QoS STA that has a value of true for dot11MFQImplemented
3. At the transmitting STA, the most recently received Extended Capability Element from the STA corresponding to the RA of the frame to be transmitted indicated that the STA whose MAC address matches the RA is a QoS STA and has the value of 1 in the MFQImplemented field
A management frame is an MMFQ frame when all three of the following conditions are met:

1. The RA of the management type frame corresponds to a group address
2. The frame is transmitted by a QoS STA that has a value of true for dot11MFQImplemented
3. No member of the BSS of which the STA is a member has dot11MFQImplemented set to false and no member of the BSS of which the STA is a member has no dot11MFQImplemented variable present
The Sequence Number field in IMFQ and MMFQ frames comprises a 10-bit subfield indicating the sequence number of the frame and a 2-bit subfield indicating the AC of the frame, as shown in figure 8-2ae1
The Sequence Number field in frames of Management Type that are not IMFQ and not MMFQ frames is a 12-bit field indicating the sequence number of the frame.
TGae Editor: Modify 9.3.2.11 as shown:

9.3.2.11 Duplicate detection and recovery

Change clause 9.3.2.11 as shown:

Because MAC-level acknowledgments and retransmissions are incorporated into the protocol, there is the possibility that a frame may be received more than once. The procedures defined in this subclause attempt to filter out these duplicates.

Duplicate frame filtering is facilitated through the inclusion of a Sequence Control field (consisting of a sequence number and fragment number) within data and management frames as well asand a TID subfield in the QoS Control field within QoS data frames. MPDUs that are part of the same MSDU or A-MSDU shall have the same sequence number, and different MSDUs or A-MSDUs have (with a high probability) a different sequence number.

Non-QoS STAs, as well as QoS STAs operating as non-QoS STAs because they are in a non QoS BSS or non-QoS IBSS, assign sequence numbers to management frames and data frames (QoS subfield of the Subtype field is set to 0), from a single modulo-4096 counter, starting at 0 and incrementing by 1 for each MSDU or MMPDU.

QoS STAs associated inwith a QoS BSS maintain one modulo-4096 counter, per {RA,TID} tuple, per unique receiver (specified by the Address 1 field of the MAC header) for individually-addressed QoS Data frames. Sequence numbers for QoS Datathese frames are assigned using the counter identified by the RA field and TID subfield of the QoS Control field of the frame, and that counter is incremented by 1 for each MSDU or A-MSDU belongingcorresponding to that {RA,TID} tuple.

Sequence numbers for management frames, QoS data frames with a group address in the Address 1 field, and all non-QoS data frames, senttransmitted by QoS STAs with dot11MFQImplemented not present or set to false are assigned using an additional single modulo-4096 counter, starting at 0 and incrementing by 1 for each such MSDU or MMPDU.

When a QoS STA has dot11MFQImplemented set to true and no member of the BSS of which the STA is a member has dot11MFQImplemented set to false, or does not have a dot11MFQImplemented MIB variable, sequence numbers for management frames except for IMFQ and MMFQ frames, QoS data frames with a group address in the Address 1 field, and all non-QoS data frames, transmitted by the QoS STA are assigned using an additional single modulo-4096 counter, starting at 0 and incrementing by 1 for each such MSDU or MMPDU. The sequence numbers for IMFQ and MMFQ frames are assigned from one modulo-1024 counter per {RA,AC} starting at 0 and incrementing by 1 for each such frame with RA and AC fields matching the {RA, AC} tuple values corresponding to that counter.
When a QoS STA has dot11MFQImplemented set to true and at least one member of the BSS of which the STA is a member has dot11MFQImplemented set to false, or does not have a dot11MFQImplemented MIB variable, sequence numbers for management frames except for IMFQ frames, QoS data frames with a group address in the Address 1 field, and all non-QoS data frames, transmitted by the QoS STAs are assigned using an additional single modulo-4096 counter, starting at 0 and incrementing by 1 for each such MSDU or MMPDU. The sequence numbers for IMFQ frames are assigned from one modulo-1024 counter per {RA,AC} starting at 0 and incrementing by 1 for each such frame with RA and AC fields matching the {RA, AC} tuple values corresponding to that counter.
NOTE – The value of dot11MFQImplemented for a STA can be determined by examining the MFQImplemented subfield of the most recently received Extended Capability element from that STA.
Sequence numbers for QoS (+)Null frames may be set to any value.

The sequence number, for management frames and for data frames with the QoS subfield of the Subtype field set to 0, is generated by the transmitting STA as an incrementing sequence of integers. In a QoS STA, the sequence numbers for QoS (+)data frames are generated by different counters for each TID and receiver pair and shall be incremented by one for each new MSDU or A-MSDU corresponding to the TID/receiver pair.

The receiving STA shall keep a cache of recently received <Address 2, sequence-number, fragment-number> tuples. The receiving QoS STA shall also keep a cache of recently received <Address 2, TID, sequence-number, fragment-number> tuples from data frames for all STAs from whomwhich it has received QoS data frames. QoS STAs with dot11MFQImplemented set to true shall also keep a management duplicate cache of recently received <Address 2, AC, sequence-number, fragment-number> tuples from management frames for all STAs from which it has received management frames. A receiving STA is required to keep only the most recent cache entry per <Address 2-sequence-number> pair, storing only the most recently received fragment number for that pair. A receiving QoS STA is also required to keep only the most recent cache entry per <Address 2, TID, sequence-number> triple, storing only the most recently received fragment number for that triple. A receiving STA with dot11MFQImplemented not present or set to false may omit tuples obtained from group addressed or ATIM frames from the cache. A receiving STA with dot11MFQImplemented set to true shall omit from all caches, tuples obtained from group addressed data frames and tuples obtained from ATIM frames.

A non-QoS receiver STA shall reject as a duplicate frame any frame in which the Retry bit in the Frame Control field is 1 and that matches an <Address 2, sequence-number, fragment-number> tuple of an entry in the cache. A receiver QoS STA shall also reject as a duplicate frame any data frame in which the Retry bit in the Frame Control field is 1 and that matches an <Address 2, TID, sequence-number, fragment number> tuple of an entry in the cache. A receiver QoS STA shall also reject as a duplicate frame any management frame in which the Retry bit in the Frame Control field is 1 and that matches an <Address 2, AC, sequence-number, fragment number> tuple of an entry in the management duplicate cache.

There is a small possibility that a frame may be improperly rejected due to such a match; however, this occurrence would be rare and simply results in a lost frame (similar to an FCS error in other LAN protocols).

NOTE—The receiver STA performs the ACK procedure on all successfully received frames requiring acknowledgment, even if the frame is discarded due to duplicate filtering.
TGae Editor: Insert a new subclause 11.3.4.5 as shown, noting that the subclause numbering is from 802.11REVmbD6.0:

11.3.4.5 BIP transmission

Change clause 11.3.4.5 as shown:

When a STA transmits a protected group addressed Robust Management frame, it shall:

a) Select the IGTK currently active for transmission of frames to the intended group of recipients and construct the MME (see 8.4.2.57 (Management MIC element)) with the MIC field masked to zero and the KeyID field set to the corresponding IGTK KeyID value. If the value of dot11MFQImplemented at the transmitter is false, or the transmitter does not have a dot11MFQImplemented variable, then the transmitting STA shall insert a monotonically increasing non-negative integer into the MME IPN field. If the value of dot11MFQImplemented at the transmitter is true, then the transmitting STA shall insert a non-negative integer into the MME IPN field that is generated by incrementing a counter until the two least significant bits of the counter match the AC that will be used to transmit the frame.
TGae Editor: Insert a new subclause 11.3.4.6 as shown, noting that the subclause numbering is from 802.11REVmbD6.0:

11.3.4.6 BIP reception

Change clause 11.3.4.6 as shown:

When a STA with Management Frame Protection negotiated receives a group addressed Robust Management frame protected by BIP, it shall:

a) Identify the appropriate IGTK key and associated state based on the MME KeyID field. If no such IGTK exists, silently drop the frame and BIP processing for this reception shall be terminated.

b) The STA shall perform replay protection on the received frame. The receiver shall interpret the MME IPN field as a 48-bit unsigned integer. If the value of dot11MFQImplemented at the transmitter is false, or the transmitter does not have a dot11MFQImplemented variable, then it shall compare the MME IPN integer value against the receive replay counter for the IGTK identified by the MME Key ID field and if the integer value from the received MME IPN field is less than or equal to the replay counter value for this IGTK, the receiver shall discard the frame and increment the dot11RSNAStatsCMACReplays counter by 1. If the value of dot11MFQImplemented at the transmitter is true, then it shall compare the MME IPN integer value against the receive replay counter for the IGTK identified by the MME Key ID field and the AC of the received frame and if the integer value from the received MME IPN field is less than or equal to the replay counter value for this IGTK and AC, the receiver shall discard the frame and increment the dot11RSNAStatsCMACReplays counter by 1. It the received frame is not discarded after comparison of the MME IPN to the replay counter, then the receiver shall extract and save the received MIC value, and compute the AES-128-CMAC over the concatenation of (AAD || Management Frame Body including MME) with the MIC field masked to zero in the MME. If the result does not match the received MIC value, then the receiver shall discard the frame and increment the dot11RSNAStatsCMACICVErrors counter by 1. If replay protection fails, BIP processing for this reception shall be terminated.
c) The receiver shall compute AAD for this management frame, as specified in 11.3.4.3 (BIP AAD construction).

d) The receiver shall extract and save the received MIC value, and compute the AES-128-CMAC over the concatenation of (AAD || Management Frame Body || MME) with the MIC field masked to zero in the MME. If the result does not match the received MIC value, then the receiver shall discard the frame and increment the dot11RSNAStatsCMACICVErrors counter by 1, and BIP processing for this reception shall be terminated.

e) If the value of dot11MFQImplemented at the transmitter is false, or the transmitter does not have a dot11MFQImplemented variable, then the receiver shall update the replay counter for the IGTK identified by the MME Key ID field with the integer value of the MME IPN field. If the value of dot11MFQImplemented at the transmitter is true, then the receiver shall update the replay counter for the IGTK identified by the MME Key ID field and the AC of the received frame with the integer value of the MME IPN field.
Abstract


This submission attempts to define the changes needed in order to include MCAST MGMT frames in the  MFQ family. If an MFQ transmitter is in a pure TGae BSS, then MCAST MGMT frames are assigned MAC SEQ numbers per {RA,AC} and BIP IPN per {RA,AC}. If the BSS is mixed, then MCAST MGMT frames are all delivered as AC_VO using the existing MCAST MGMT SEQ space numbering and IPN space numbering. MFQ receivers always split MCAST MGMT per {RA,TA,AC} for purposes of identifying duplicates using MAC SEQ and IPN.





OPEN ISSUES:





How difficult is the transition from pure TGae membership to mixed TGae membership in the BSS?





Define SEQ NUM space field for MMFQ frames.
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