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Modify 11.3.3.3.1 as shown:

a) Increment the PN, to obtain a fresh PN for each MPDU, so that the PN never repeats for the same temporal key. When the MPDU is an MFQ frame, the PN is incremented until the  two least significant bits in the PN match the AC used to transmit the frame. Note that 1-3 PN values may be skipped whenever an MFQ frame is transmitted. Note that retransmitted MPDUs are not modified on retransmission.

Modify 11.3.3.3.2 as shown:

The PN is incremented by a positive number for each MPDU. The PN shall never repeat for a series of encrypted MPDUs using the same temporal key. Note that 1-3 PN values may be skipped whenever an MFQ frame is transmitted.
Modify 11.3.3.4.4 as shown:

c) The PN shall be implemented as a 48-bit monotonically incrementing non-negative integer, initialized to 1 when the corresponding temporal key is initialized or refreshed. Note that 1-3 PN values may be skipped whenever an MFQ frame is transmitted.
f) If dot11RSNAProtectedManagementFramesActivated is true, the recipient shall maintain a single replay counter for received individually addressed Robust Management frames that do not use MFQ and shall use the PN from the received frame to detect replays.

If dot11MFQImplemented is true, the recipient shall maintain an additional replay counter for each AC for received individually addressed Robust Management frames that use MFQ, shall use the AC encoded in the PN to select the replay counter to use for the received frame, and shall use the PN from the received frame to detect replays.
A replayed frame occurs when the PN from the frame is less than or equal to the current value of the appropriate management frame replay counter.
The transmitter shall preserve the order of protected Robust Management frames sent to the same DA without MFQ. When MFQ is used, the transmitter shall not reorder frames within an AC.

f2) When processing an MFQ frame, the recipient shall discard the MPDU if the AC value encoded in the PN differs from the AC value included in the Sequence Number field.
Abstract


This submission proposes changes to P802.11ae/D0.02 to address replay protection of unicast robust management frames when MFQ is used. The proposed approach encodes AC in the CCMP PN and adds new RX sequence counters for management frames  in each AC.
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