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Editor: modify section 11.5.2 as indicated:
11.5.2 EAPOL-Key frames
Editor: Modify figure 11-27 so “Key MIC” length is “variable” and not 16 octets. Modify figure 11-28 such that “B0  B2” is above the “Key Descriptor Value” and “B3” is the sole value above “Key Type”. 
· Key Information. This field is 2 octets and specifies characteristics of the key. See  Figure 8-24 (Key Information bit layout).

The bit convention used is as in 7.1 of IEEE Std 802.1X-2004. The subfields of the Key Information field are as follows:

· Key Descriptor Version (bits 0–2) is deprecated. It shall be ignored upon receipt of all EAPOL-Key frames. It shall be set to zero on all transmitted EAPOL-Key frames except under the following circumstances for backwards compatibility: .

· The value 1 shall be used for all EAPOL-Key frames to a STA when the negotiated AKM is 00-0F-AC:1 or 00-0F-AC:2 (11r)and the pairwise cipher is TKIP or "Use Group Cipher" for Key Descriptor 1.(#1115) This value indicates the following:

· HMAC-MD5 is the EAPOL-Key MIC.

· ARC4 is the EAPOL-Key encryption algorithm used to protect the Key Data field.
· The MIC is 16 octets
· The value 2 shall be used for all EAPOL-Key frames to a STA when the negotiated AKM is 00-0F-AC:1 or 00-0F-AC:2 and(11r) either the pairwise or the group cipher is an enhanced data cryptographic encapsulation mechanism other than TKIP(#1115) for Key Descriptor 2. This value indicates the following:

· HMAC-SHA1-128 is the EAPOL-Key MIC. HMAC is defined in IETF RFC 2104; and SHA1, by FIPS PUB 180-2-2002(#1142). The output of the HMAC-SHA1 shall be truncated to its 128 MSBs (octets 0–15 of the digest output by HMAC-SHA1), i.e., the last four octets generated shall be discarded.

· The NIST AES key wrap is the EAPOL-Key encryption algorithm used to protect the Key Data field. IETF RFC 3394 defines the NIST AES key wrap algorithm.
· The MIC is 16 octets
· The value 3 shall be used for all EAPOL-Key frames to a STA when the negotiated AKM is 00-0F-AC:3, 00-0F-AC:4, 00-0F-AC:5, or 00-0F-AC:6(11w). This value indicates the following:(11r)
· AES-128-CMAC is the EAPOL-Key MIC. AES-128-CMAC is defined by FIPS SP800-38B and also found in RFC 4493[B37](#1258).(#1229) The output of the AES-128-CMAC shall be 128 bits.(11r)
· The NIST AES key wrap is the EAPOL-Key encryption algorithm used to protect the Key Data field. IETF RFC 3394 defines the NIST AES key wrap algorithm.(11r)
· The MIC is 16 octets.
· Key MIC. The length of this field depends on the negotiated AKM per section 11.5.2a (EAPOL-Key frame construction and processing).  
· 
· 
· 
The key wrap algorithm selected depends on the negotiated AKM per section 11.5.2a (EAPOL-Key frame construction and processing). 
· 
· 

Editor: add new section 11.5.2a and assign the appropriate table number to TBD
11.5.2a EAPOL-Key frame construction and processing

EAPOL-Key frames are constructed and processed according to the AKM negotiated at association time. The negotiated AKM determines what algorithm is used to construct and verify a MIC, the size of the MIC, and the algorithm used to wrap and unwrap the Key Data field.

Table TBD indicates the particular algorithms to use when constructing and processing EAPOL-Key frames. The AKM of “Deprecated” indicates an AKM of 00-0F-AC:1 or 00-0F-AC:2 when either TKIP or “Use Group Cipher” is the negotiated pairwise cipher. For all other AKMs the negotiated pairwise cipher suite does not influence the algorithms used to process EAPOL-Key frames.
	
	Integrity algorithm
	Size of MIC
	Key-wrap algorithm

	      Deprecated
	     HMAC-MD5
	         16
	ARC4

	     00-0F-AC:1
	HMAC-SHA1-128
	         16
	NIST AES Key Wrap

	00-0F-AC:2 
	HMAC-SHA1-128
	         16
	NIST AES Key Wrap

	     00-0F-AC:3
	  AES-128-CMAC
	         16
	NIST AES Key Wrap

	     00-0F-AC:4
	  AES-128-CMAC
	         16
	NIST AES Key Wrap

	     00-0F-AC:5
	  AES-128-CMAC
	         16
	NIST AES Key Wrap

	     00-0F-AC:6
	  AES-128-CMAC
	         16
	NIST AES Key Wrap


                                                                Table TBD
Editor, make the following change to 11.5.4.2, 11.5.4.3, 11.5.4.4, 11.5.4.5, 11.5.5.2, 11.5.5.3, 11.5.9.2.2, 11.5.9.2.3, 11.5.9.2.4, 11.5.9.2.5, 11.5.9.2.6, 11.5.9.4 and 11.5.9.5.1.

Key Information:

Key Descriptor Version = 0 (11r)
References:

Abstract


This submission proposes changes to the definition of how EAPOL-Key frames are processed and to deprecate use of the Key Descriptor Version.
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