September 2010

doc.: IEEE 802.11-10/1032r0

IEEE P802.11
Wireless LANs

	Definition of the GCMP Ciphersuite

	Date:  2010-09-02

	Author(s):

	Name
	Affiliation
	Address
	Phone
	email

	Dan Harkins
	Aruba Networks
	1322 Crossman ave, Sunnyvale, CA
	+1 408 227 4500
	dharkins at arubanetworks dot com

	Joe Salowey
	Cisco Systems
	2901 3rd ave, Seattle, WA
	+1 206 256 3380
	jsalowey at cisco dot com



Instruction to editor, bold italic (such as this text) is instructive information to you. Underline signifies addition to existing text and strikethrough indicates deletion of existing text.
4. Abbreviations and acronyms

Add the following two acronyms in alphabetical order

GCM


Galois/Counter Mode
GCMP


Galois/Counter Mode Protocol
5.2.3.2 Robust security network association (RSNA)

Modify the forth bullet of the first paragraph as follows:

· Enhanced data cryptographic encapsulation mechanism such as Counter mode with Cipher-block chaining Message authentication code Protocol (CCMP) or Galois/Counter Mode Protocol (GCMP), and, optionally Temporal Key Integrity Protocol (TKIP).

5.4.3 Access control and data confidentiality services

Modify the last paragraph as follows:

An RSNA uses the IEEE 802.1X authentication service along with enhanced data cryptographic encapsulation mechanisms, such as TKIP, GCMP, and CCMP to provide access control.

5.4.3.3 Data confidentiality

Modify the second paragraph as follows:

IEEE Std 802.11 provides several cryptographic algorithms to protect data traffic including WEP, TKIP, GCMP, and CCMP. WEP and TKIP are based on the ARC4 algorithm, and; GCMP and  CCMP is are based on the advanced encryption standard (AES).
7.3.2.25.1 Cipher suites

Modify tables 7-32 and 7-33 and the last paragraph as follows, substituting <ANA> for an appropriate placeholder in the draft to request allocation of a suite type for GCMP :
                                             Table 7-32—Cipher suite selectors 

	           OUI
	      Suite type
	                   Meaning

	00-0F-AC
	           <ANA>
	  GCMP-128


Use of CCMP or GCMP as the group cipher suite with TKIP as the pairwise cipher suite is not supported.






Table 7-33—Cipher suite usage

	Cipher suite selector
	          GTK
	            PTK
	            IGTK

	GCMP
	         Yes
	              Yes
	              No


8.1.1 Security Methods
Change the second bullet of the second  paragraph as follows:

RSNA security comprises the following algorithms:

· TKIP, described in 8.3.2 (Temporal Key Integrity Protocol (TKIP))

· CCMP described in 8.3.3 (CTR with CBC-MAC Protocol (CCMP))

· GCMP described in 8.3.5 (Galois/Counter Mode Protocol (GCMP))
Modify the headings of 8.3.3.3.1, 8.3.3.3.2, and 8.3.3.4.3 as follows:
8.3.3.3.1 CCMP PN processing

8.3.3.3.2 Construct CCMP AAD

8.3.3.4.3 CCMP PN and replay detection
Insert new section 8.3.5 and all its subsections, replace TBD1-4 with the appropriate numbers
8.3.5 Galois/Counter Mode Protocol (GCMP)
8.3.5.1 General

Subclause 8.3.5 (Galois/Counter Mode Protocol (GCMP)) specifies GCMP, which provides confidentiality, source authentication, integrity, and replay protection. GCMP is required for all VHT STAs claiming RSN compliance, and optional for non-VHT STAs claiming RSN compliance.
8.3.5.2 GCMP overview

GCMP is based on the GCM mode of the AES encryption algorithm. GCM combines a variant of CTR mode, called GCTR, for data confidentiality and a universal hashing function, called GHASH, defined over a binary Galois field for data source authentication and integrity. GCM provides confidentiality to the MPDU Data field and integrity protection of both the encrypted MPDU Data field and selected, unencrypted, portions of the IEEE 802.11 MPDU header.

The AES algorithm is defined in FIPS PUB 197-2001 and the GCM mode of AES is defined in NIST SP 800-38D. GCM is comprised of two functions: an authenticated encryption function that encrypts confidential data and computes an authentication tag on both confidential data and any additional non-confidential data; and, an authenticated decryption function that decrypts the confidential data contingent upon verification of the accompanying tag. 

There is one variable set for GCM, the length of the authenticating tag that is generated by the authenticated encryption function. For the purposes of 802.11, the length of the authenticating tag, t, shall be 128 bits (16 octets).

GCM requires a fresh temporal key that is used for both the authenticated encryption function and the authenticated decryption function, and a unique nonce value for each distinct invocation for any given temporal key. The temporal key used with GCMP shall be 128-bits, and the named instantiation of the cipher mode is GCMP-128. GCMP uses the deterministic method of nonce creation from NIST SP 800-38D. The nonce is constructed using a fixed 48-bit identifier field and a 48-bit invocation field. The identifier field is the MAC address of the sender of the MPDU and the invocation field is comprised of the PN from the header of the MPDU.
Reuse of a nonce with the same temporal key voids all security guarantees of GCM.
8.3.5.3 GCMP MPDU format

Figure TBD1 (Expanded GCMP MPDU) depcts the MPDU when using GCMP












Figure TBD1—Expanded GCMP MPDU

GCMP processing expands the original MPDU by 24 octets, 8 octets for the GCMP Header field and 16 octets for the authenticating tag. The GCMP Header field is constructed from the PN, ExtIV, and Key ID subfields. PN is a 48-bit packet number represented as an array of 6 octets with PN5 being the most significant octet of PN and PN0 being the least significant octet. Note that GCMP does not use the WEP ICV.
The ExtIV subfield (bit 5) of the Key ID octet signals that the GCMP Header field extends the MPDU header by a total of 8 octets, compared to the 4 octets added to the MPDU header when WEP is used. The ExtIV bit (bit 5) is always set to 1 for GCMP.

Bits 6-7 of the Key ID octet are for the Key ID subfield.

The reserved bits shall be set to 0 and shall be ignored on reception.

8.3.5.4 GCMP cryptographic encapsulation
GCMP cryptographic encapsulation is illustrated in figure TBD2
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Figure TBD2 – GCMP Encapsulation block diagram

GCMP encrypts the data field of a plaintext MPDU and authenticates the ciphertext and other components of the MPDU using the following steps:

a) Increment the PN, ensuring that the PN for each MPDU is fresh and never repeats for the same temporal key. Note that retransmitted MPDUs are not modified on retransmission.

b) Use the fields in the MPDU header to construct the additional authenticated data (AAD) for GCM. Mutable fields in the MPDU header shall be masked to 0 when calculating the AAD.
c) Construct the GCM nonce block from the PN and address 2 of the MPDU
d) Place the new PN and the key identifier into the 8-octet GCMP header

e) Use the 16 octet temporal key, AAD, nonce, and MPDU data to form the ciphertext and tag. This step comprises the GCM authenticated encryption function.

f) Form the encrypted MPDU by combining the original MPDU header, the GCMP header, the encrypted data and the tag, as described in 8.3.5.3.

NIST SP 800-38D describes the GCM authenticated encryption function given a key, nonce, AAD, and plaintext data to produce ciphertext and a tag. See 8.3.5.4.1 (PN processing) to 8.3.5.4.5 (GCM originator processing) for details on the creation of the AAD and nonce from the MPDU and the associated MPDU-specific processing.

8.3.5.4.1 GCMP PN processing

The PN is incremented by a positive number for each MPDU. The PN shall never repeat for a series of encrypted MPDUs using the same temporal key.

8.3.5.4.2 Constructing the AAD for GCMP
The format of the AAD for GCMP is identical to that of CCMP and shall be constructed according to 8.3.3.3.2.

8.3.5.4.3 Constructing the GCM nonce

The GCM Nonce is 12 octets and its structure is shown in figure TBD3 (Nonce construction).


[image: image2]
Figure TBD3—GCMP Nonce construction 

The Nonce has an internal structure of A2 || PN (“||” is concatentation), where

· MPDU address A2 field occupies octets 0-5. This shall be encoded with the octets ordered with A2 octet 0 at octet index 0 and A2 octet 5 at octet index 5.

· The PN shall be the 48-bit PN field of the MPDU. The octets of the PN shall be ordered so that PN5 is at octet index 6 and PN0 is at octet 11.
8.3.5.4.4 Construction of the GCMP header

The format of the 8-octet GCMP header is given in 8.3.5.3 (GCMP MPDU format). The header encodes the PN, Key ID, and ExtIV field values used to encrypt the MPDU.
8.3.5.4.5 GCM authenticated encryption function

GCM is a cipher mode that provides authenticated encryption with associated data (that is authenticated but not encrypted). In this standard GCM is used with the AES block cipher.
There are four inputs to the GCM authenticated encryption function:

a) Key: the sixteen (16) octet temporal key.

b) Nonce: the twelve (12) octet nonce constructed as described in 8.3.5.4.3 (Constructing GCM Nonce)

c) Data: the frame body of the MPDU.
d) AAD: the additional authenticated data constructed from the MPDU header as described in 8.3.5.4.2 (Constructing the AAD for GCMP).

GCM provides authentication to the data and AAD and encryption of the data. The output of GCM is ciphertext (the encrypted data) and a tag.

8.3.5.5 GCMP decapsulation

GCMP cryptographic decapsulation is illustrated in figure TBD4.
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Figure TBD4—GCMP decapsulation block diagram
GCMP decrypts the encrypted MPDU contingent upon verification of the tag encapsulated into the MPDU as part of GCMP encapsulation using the following steps:

a) The encrypted MPDU is parsed to construct the AAD and nonce values.

b) The AAD is formed from the MPDU header of the encrypted MPDU.

c) The Nonce is constructed from the A2, and PN fields.
d) The uniqueness of the nonce is ensured by verifying that the PN is greater than a previous PN for a given device (where the device is the A2 address from the MPDU header).

e) The tag is extracted from the encrypted MPDU.

f) The GCM authenticated decryption function is given the temporal key, AAD, nonce, tag, and MPDU cipher text to verify the authenticity of the tag and recover the MPDU plaintext.

g) The received MPDU header and the MPDU plaintext from the GCM authenticated decryption function may be concatentated to form a plaintext MPDU.

See 8.3.5.5.1 (GCM authenticated decryption function) to 8.3.5.5.3 (PN and replay detection) for details of this processing.

8.3.5.5.1 GCM authenticated decryption function

There are five inputs to the GCM authenticated decryption function:

a) Key: the sixteen (16) octet temporal key.

b) Nonce: the twelve (12) octet nonce constructed as described in 8.3.5.4.3 (Construction of the GCM Nonce)

c) Encrypted data: the encrypted frame body of the received MPDU.

d) AAD: the additional authenticated data constructed from the MPDU header as described in 8.3.5.4.2 (Constructing the AAD).

e) Tag: the tag field extracted from the received MPDU.

.

The GCM authenticated decryption process returns a plaintext MPDU contingent upon verification of the integrity of the tag.
There is only one output from an error-free invocation of the GCM authenticated decryption function: the plaintext MPDU which is 16 octets smaller than the encrypted frame body.

8.3.5.5.2 Decrypted GCMP MPDU

The GCM authenticated decryption function succeeds when the integrity of the supplied tag can be verified. When this happens the original MPDU header is concatenated with the plaintext data returned by the GCM authenticated decryption function to create the plaintext MPDU.
8.3.3.4.3 GCMP PN and replay detection

To detect replay attacks, the receiver of an MPDU encrypted with GCM shall extract the PN from the GCMP header. See 8.3.5.3 (GCMP MPUD format) for a description of how the PN is encoded in the GCMP header. The processing rules from 8.3.3.4.3 (CCMP PN and replay detection) are used to detect a replay.

8.5.2 EAPOL-Key frames

Append the following row to table 8-2

	                 Cipher suite
	         Key Length (octets)
	            TK_bits (bits)

	GCMP-128
	16
	128


Insert new sections 8.6.7 and 8.6.8
8.6.7 Mapping PTK to GCMP keys

See 8.5.1.2 (Pairwise key hierarchy) for the definition of the EAPOL temporal key derived from PTK.

A STA shall use the temporal key as the GCMP key for MSDUs between the two communicating STAs.

8.6.8 Mapping GTK to GCMP keys

See 8.5.1.3 (Group key hierarchy) for the definition of the EAPOL temporal key derived from GTK.

A STA shall use the temporal key as the GCMP key.
Insert the following rows into the PICS
A.4.4.1 MAC protocol capabilities
	PC34.1.2.3
	Galois Counter Mode, GCMP-128
	8.3.5 (Galois/Counter Mode Protocol (GCMP))
	PC34 : O
	Yes □ No □ N/A □

	PC34.1.2.3.1
	GCMP-128 cryptographic encapsulation procedure
	8.3.5.4 (GCMP cryptographic encapsulation)
	PC34.1.2.3 :M
	Yes □ No □ N/A □

	PC34.1.2.3.2
	GCMP-128 cryptographic decapsulation procedure
	8.3.5.5 (GCMP cryptographic decapsulation)
	PC34.1.2.3 :M
	Yes □ No □ N/A □


References:
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NIST SP 800-38D
Abstract


This submission specifies the GCM cipher mode of AES for use in TGac.
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