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IEEE Standards Interpretation Request
Requests for interpretations should only be submitted for seeking clarification of:

· The meaning of portions of standards as they relate to specific applications; and/or

· The exact nature of the contents of the standard.


If the interpretation request meets the above criteria, complete the following and send to the   Manager, Governance.

Name: Mahdi Jelodari Mamaghani

Email:  M.Jelodari@ece.ut.ac.ir

Phone:   -


Mobile:  09353842053

IEEE Std:  2007                  TM -  (include year) 

Standard Title:   802.11


Topic:  Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)      Specifications

Clause, Subclause, Annex, Figure, or Table:

(Attach your request – if you have more than one request, please label each request as “Interpretation Request #1,” “Interpretation Request #2,” etc.  Please refrain from using proper names, company names and pronouns.  Interpretation requests should be as generic as possible.  You may attach graphic files in JPEG, EPS, TIFF or PDF format.)


We have implemented AES-CCM protocol but we faced with a problem in constructing AAD. AAD part is consisted of {FC, A1, A2, A3, SC} as is shown in IEEE 802.11i standard 2007. In page 1136 of IEEE standard a test vector is depicted. In this test vector Muted Header equals to AAD, NONCE and PLAIN TEXT values are also considered, but in our implementation MICU value is not equal to MICU value in test vector. We think that our Design does not have problem because it generates true result for RFC3610 test vectors.

RFC3610 is document for CCM protocol 2003.
Proposed Interpretation Response:

The standard is unambiguous on this issue. 8.3.3.3 defines the CCMP cryptographic encapsulation protocol; 8.3.3.3.2 defines the Additional Authentication Data (AAD) construction. The test vector shown in H.6.4 includes example MPDU header fields and the encrypted MPDU result, and is consistent with the description in 8.3.3.3.
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This document contains the Interpretation Request received August, 2010, and the proposed response.
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