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FIA SG July 2010 San Diego Meeting Minutes

Relevant documents:

11-10/0799r0

Chair’s meeting slides

11-10/0583r07--08
FIA PAR & 5C (revisions according to process this week)

11-10/0925r0

Meeting minutes (this document)

11-10/0917r0

Chair’s closing report

Technical presentations:

11-10/0836r1
Feasibility of FIA

11-10/0832r0
Comments to FIA PAR & 5C

11-10/0873r0
Effectiveness of Reduction of Message Exchanges

11-10/0922r0:
Achievable gains in AP discovery

Monday AM1 Session:

1. The Chair Hiroshi Mano (ROOT) calls meeting to order at 4.05PM
2. Secretary, Marc Emmelmann sates his affiliations being Fraunhofer FOKUS & ROOT Inc.
3. Information on IEEE Bylaws on Patents and Standards

3.1. Chair shows and reads out slides #1 through #5 of IEEE Patent Policy including:

3.1.1. Highlights of the IEEE-SA Standards Board Bylaws on Patents in Standards

3.1.2. Section 6.2 of IEEE-SA Standards Board Bylaws on Patents in Standards

3.1.3. Other Guidelines for IEEE WG Meetings

3.2. Advise the WG attendees that: 

3.2.1. The IEEE’s patent policy is consistent with the ANSI patent policy and is described in Clause 6 of the IEEE-SA Standards Board Bylaws;

3.2.2. Early identification of patent claims which may be essential for the use of standards under development is encouraged; 

3.2.3. There may be Essential Patent Claims of which the IEEE is not aware. Additionally, neither the IEEE, the WG, nor the WG chair can ensure the accuracy or completeness of any assurance or whether any such assurance is, in fact, of a Patent Claim that is essential for the use of the standard under development

3.3. The chair provided an opportunity for participants to identify patent claim(s)/patent application claim(s) and/or the holder of patent claim(s)/patent application claim(s) that the participant believes may be essential for the use of that standard

3.3.1. There was no response indicating that any patent-related issues should be brought to the attention of the chair.

4. Approval of agenda

4.1. Chair presents agenda (11-10/0799r0)

4.2. Agenda accepted by unanimous consent.

5. Approval of meeting minutes

5.1. Motion: Approve the FIA Beijing meeting minutes (11-10/615r0)

5.1.1. Moved / Seconded:
Hitoshi Morioka / Hiroki Nakano

5.1.2. Discussion: none

5.1.3. Y/N/A: 5-0-0

5.2. Motion: Approve minutes of FIA telephone conferences (11-10/798r0)

5.2.1. Moved / Seconded: Hitoshi Morioka / Hiroki Nakano

5.2.2. Discussion: none

5.2.3. Y/N/A: 6-0-0

6. Review of FIA SG goal(s):

6.1. Refine PAR & 5C and get WG approval

6.2. Extend duration of SG

7. Extension of Study Group

7.1. Motion: Request the IEEE 802 LMSC to extend the 802.11 Fast Initial Authentication Study Group until the end of November 802.11 plenary
7.1.1. Moved / Seconded: Marc Emmelmann / Hitoshi Morioka

7.1.2. Discussion: none

7.1.3. Y/N/A: 13-0-4

8. 11-10/836r1 – Feasibility of FIA (Hitoshi Morioka, ROOT)

8.1. Q: How does your example relate to the existing 802.11 security mechanisms? A: This is just one example to show that there exist at least one protocol which can reduce the time spent in secure authentication

8.2. Q: Be aware that in your given example, you put constrains on the system in order to achieve your goal. A: the PAR does not include any constrains. 

8.3. Q: reducing the number of round-trip-times yields to an increased processing on the AP / Radius server which is not considered 

8.4. Do the comparison with one of the simpler EAP schemes only involving 4 messages = 2 RTTs

8.5. Concern that only optimizing authentication will solve the big problem. What about higher layer issues (DHCP etc.), what about discovery? Suggestion to at least extend scope to include discovery.

8.6. Note that in the latest version of PAR, the scope has been extended covering this aspect (new scope: fast initial link set-up)

9. 11-10/832r0: Comments to FIA PAR & 5C (M. Emmelmann, FhG FOKUS / ROOT Inc.)

9.1. Presentation of received comments

9.2. As a result of responding to comments and the ongoing discussion, the PAR is changed during the session. Changes are directly incorporated in the document and will be on the server (11-10/0583r08).

10. Recess at 6PM

Tuesday EVE1 Session:

11. Call meeting to order at 7.35PM

12. 11-10/873r0: Effectiveness of Reduction of Message Exchanges (Hiroki Nakano, Trans New Technology Inc.)

12.1. Not comparing new scheme with realistic / fair security scheme (you used the worst case scenario). Use EAP/GPSK.

12.2. Need to describe the preconditions that are necessary to do the optimization. Give a detailed presentation how you want to achieve the secure authentication in one RTT / message and highlight the constraints that you imply for achieving this. Bring such presentation and clearly show which use cases are in line with these assumptions.

12.3. Did not account for scanning time. Did most likely miss some ARP message in your DHCP section.

12.4. Processing time is the dominating factor and not the actual transmission time of a message. Need to consider that this time may be different depending on the method you use. If you use a 2-message method, computation time may greatly differ.

12.5. Security is out of scope of 802.11. This is why it is transparent in EAP right now.

12.6. Groups at IETF of potential relevance: EAP update group. Go to IETF.

12.7. Presentation should not use number of messages as metric but time spent in each phase.

12.8. Seeing the use-cases you presented (high number of users simultaneously entering a ESS), the main problem is the congestion on the media even if every user only transmits a single frame. There is doubt that for such scenarios reducing the authentication time will eventually help.

13. Recess at 9.30pm

Wednesday AM1 Session:

14. Call meeting to order at 8.00AM

15. 11-10/0853r1 – some Concerns about FIA (Emily Qi, Intel)

15.1. Q: Why review by “outside” security expert? Are you concerned that there are no security experts in .11 or are you just opposed against our opinions? A: review by someone who did not design the proposed schemes.

15.2. Q: EAP is not popular because of EAP itself but because it can use any credential database (user defined access method). So why should this not be possible to do with other schemes. Response: Others can be used as well but if EAP framework is not reused, a lot of work is thrown away.

15.3. Remark on presented scanning times: you did (a) a worst case calculation for passive scanning and (b) your active scanning time is not showing the achievable performance limit as of today’s standard (more in the order in 2 ms per channel ( 22 ms in total for 11 channels)

16. Discussion on how to proceed

16.1. Suggested steps: 

16.1.1. Work on liaison letter to IETF

16.1.2. Work on detailed presentation of timing of steps that we have today

16.2. Details on case / justification not sufficiently given. Counter: it might not be given convincing few individuals, this does not mean it is not given to the 802.11 body.

17. Discussion on security aspects

17.1. There are ways of achieving 11i-like security in 1-2 round trips. But the question is which preconditions / properties need to be justified. Answer given by Dan Harkins giving an example including preconditions, which can achieve this.

17.2. Example given for a protocol which can achieve the goal in 1 round trip, but assumptions for this are not specified.

17.3. There is getting consensus that number of messages can go down to 3-5 messages (as estimated by Andrew Myles, CISCO).

18. Recess at 9.30 for 10 minutes

19. Call meeting to order at 9.38

19.1. Discussion on timeline

19.1.1. It is not possible to have the PAR on EXCOM agenda on Friday even if it is approved on Friday. PAR needs to be approved in September.

19.1.2. Timeline modified. Approval of PAR targeted for September

19.2. Discussion on how to approach IETF

19.2.1. Use IETF mailing list to ask questions

19.2.2. Put proposals in formal draft form and submit it to get comments

19.2.3. Collect questions to ask IETF 

19.2.4. Chair asks for volunteer to approach IETF. No response, Chair considers to take this responsibility.

20. Recess until PM1 session.

Wednesday PM1 Session:

21. Call meeting to order at 1.37PM

22. Agenda discussion

22.1. Recess until 3pm to work on presentations

23. Recess until 3pm

24. Call meeting to order at 3pm

25. Suggestion to recess for this session to continue working on presentations in ad-hoc mode.

26. Recess until next session at Thursday AM2

Thursday AM2 Session:

27. Call meeting to order at 10.34AM

28. 11-10/0922r0: Achievable gains in AP discovery (Marc E., FOKUS)

28.1. Presenter notes that this is draft work and not yet on the server. It is presented to stimulate discussion. Presentation will be put on server and document number will be announced via FIA reflector.

28.2. Rather AP discovery than network discovery, maybe use other terminology.

28.3. Andrew M.: Please explain, why amendment would be required for improvement. There is equipment that stops after having discovered 1st AP.  Marc: standard clearly states that you have to scan the channel for MaxChannelTime and report all responses received within that interval. Andrew: But vendors do this anyway since it is not noticeable from the outside. Marc: so this new project would be a great opportunity to make this equipment standard conform again.

29. Discussion on how to proceed

29.1. Continue to work on additional presentations similar to 10/922 to consider Higher Layer and Secure Authentication aspects

29.2. Suggestion: Create a separate document with use-cases and add new use-cases as they come up

30. Telephone conferences

30.1. Shift time to 1AM EDT as most participants come from US West coast, Europe, and Asia

30.2. Avoid overlap with TGaf

30.3. Motion

30.3.1. Approve the following schedule of weekly telephone conferences: Wednesday, Start Time 01.00 EDT, duration 1 hour, starting Wednesday 4th August Using WEB-x that will be provided by Study Group Chair

30.3.2. Move: Marc E. Seconded: Hitoshi

30.3.3. Discussion: none

30.3.4. Yes:  8  No:  0 Abstain:  2

31. New business: none

32. Adjourn: 11.14 AM
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