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Modify section 5.4.3.1 as indicated
· Authentication

Change the third and fourth paragraph in 5.4.3.1 as follows:

IEEE Std 802.11 defines three four authentication methods: Open System authentication, Shared Key authentication, and FT authentication, and Simultaneous Authentication of Equals (SAE). Open System authentication admits any STA to the DS. Shared Key authentication relies on WEP to demonstrate knowledge of a WEP encryption key. FT authentication relies on keys derived during the initial mobility domain association to authenticate the stations as defined in Clause 11A (Fast BSS transition). SAE authentication uses finite field cryptography to prove knowledge of a shared password. The IEEE 802.11 authentication mechanism also allows definition of new authentication methods.

An RSNA may support SAE authentication. An RSNA also supports authentication based on IEEE Std 802.1X-2004, or preshared keys (PSKs) after Open authentication. IEEE 802.1X authentication utilizes the EAP to authenticate STAs and the AS with one another. This standard does not specify an EAP method that is mandatory to implement. See 8.4.4 (RSNA policy selection in an IBSS and for DLS) for a description of the IEEE 802.1X authentication and PSK usage within an IEEE 802.11 IBSS.

Change the sixth paragraph in 5.4.3.1 as follows:

Either SAE authentication or Tthe Open System authentication algorithm is used in RSNs based on infrastructure BSS and IBSS, although Open System authentication is optional in an RSN based on an IBSS. RSNA disallows the use of Shared Key authentication.

Change the eighth and ninth paragraph in 5.4.3.1 as follows:

Because the IEEE Std 802.1X-2004 authentication process could be time-consuming (depending on the authentication protocol in use), the authentication service can be invoked independently of the association service. This type of Ppreauthentication is typically done by a STA while it is already associated with an AP (with which it previously authenticated). IEEE Std 802.11 does not require that STAs preauthenticate with APs. However, authentication is required before an association can be established.

Insert the following paragraph to the end of 5.4.3.1:

SAE authentication is performed prior to association and a STA can take advantage of the fact that it can be IEEE 802.11 authenticated to many APs simultaneously by completing the SAE protocol with any number of APs while still associated to another AP. RSNA security can be established after association using the resulting shared key.

Modify section 5.8.2.0a as indicated
· General

Change the first paragraph in 5.8.2.0a as follows:

This subclause summarizes the system setup and operation of an RSN, in threetwo cases: when a password or PSK is used during IEEE 802.11 authentication, when an IEEE 802.1X AS is used after Open authentication and when a PSK is used after Open authentication. For an ESS, the AP includes an Authenticator, and each associated STA includes a Supplicant.

Modify section 11C.6.2 as indicated
· Protection on mesh group key handshake frames

Mesh group key handshake frames used in Mesh Group Key Handshake are protected using the deterministic authenticated encryption mode of AES-SIV (RFC 5297) when dot11MeshSecurityActivated is true.

Modify section 11C.6.3 as indicated
· Mesh Group Key Inform frame construction and processing

Mesh Group Key Inform Action frame shall be constructed as the following: 

· AMPE element shall be set as the following

· The Selected Pairwise Cipher Suite field shall be left blank.

· The Local Nonce field shall be set to the same value as sent in the Mesh Peering Open frame that established the mesh peering instance.

· The Peer Nonce field shall be set to the same value as received in the localNonce field of the Authenticated Mesh Peering Exchange of the incoming Mesh Open frame that established the peering instance.

· The Key Replay Counter shall be set to the mesh STA’s local replay counter value, incremented by 1, for the mesh peering. After setting this field, the local replay counter shall also be incremented by 1.

The GTKdata field shall be present and shall contain the data for the MGTK from MGTK source. The components of the GTKdata are specified in 11C.5.4 (MGTK distribution

· )
.

· MIC element shall be set according to the protection mechanism in 11C.6.2 (Protection on mesh group key handshake frames).

The construction of AES-SIV protection on Mesh Group Key Inform frame shall use the construction procedure as in 11C.6.2 (Protection on mesh group key handshake frames).

The MGTK source sends the Mesh Group Key Inform frame to the MGTK recipient.

On reception of Mesh Group Key Inform frame, the MGTK recipient shall use the verification procedure in 11C.6.2 (Protection on mesh group key handshake frames) to validate the AES-SIV construction.

Modify section 11C.6.4 as indicated
· Mesh Group Key Acknowledge frame construction and processing

Mesh Group Key Acknowledge Action frame shall be constructed as the following: 

· AMPE element shall be set as the following

· The Selected Pairwise Cipher Suite field shall be left blank.

· The Local Nonce field shall be set to the same value as sent in the Mesh Peering Open frame that established the mesh peering instance.

· The Peer Nonce field shall be set to the same value as received in the localNonce field of the Authenticated Mesh Peering Exchange of the incoming Mesh Open frame that established the peering instance.

· The Key Replay Counter shall be set to the same value as received in the Mesh Group Key Inform frame.

· The GTKdata field shall be blank.

· MIC element shall be set according to the protection mechanism in 11C.6.2 (Protection on mesh group key handshake frames).

The construction of AES-SIV protection on Mesh Group Key Acknowledge frame shall use the construction procedure as in 11C.6.2 (Protection on mesh group key handshake frames).

The MGTK recipient sends the Mesh Group Key Acknowledge frame to the MGTK source.

On reception of Mesh Group Key Acknowledge frame, the MGTK source shall use the verification procedure in 11C.6.2 (Protection on mesh group key handshake frames) to validate the AES-SIV construction.
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