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2 Normative References
Editor, append the following to section 2
IEEE 802.11sTM/D7, Draft Standard for Information Technology—Telecommunications and information exchange between systems—Local and metropolitan area networks—Specific requirements—Part11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications, Amendment 1: Mesh Networking

5.4.3.1 Authentication

Editor, modify this section as indicated
The Open System authentication algorithm is used in RSNs based on infrastructure BSS and IBSS, although Open System authentication is optional in an RSN based on an IBSS. RSNA disallows the use of Shared Key authentication. In an RSN based on mmWave BSS, Open System authentication is not used.
5.8.3a PBSS functional model description

Editor, in figure 2 change “RSNA Authentication (e.g. WPS)” to “Optional RSNA Authentication” and modify this section as indicated
Figure 2 shows an example of the RSNA setup in a PBSS. An initiator STA discovers a peer STA’s RSNA policies through the mmWave Beacons from the peer STA if the peer STA is the PCP, or through the Probe Response or Information Response frames from the peer STA. In this example the initiator STA does not associate with the peer STA. The initiator STA may optionally perform  RSNA authentication with the peer STA to derive a PMK. A 4-Way Handshake is then started  to complete the RSNA setup.



8.1.3 RSNA establishment
Editor, remove the drafts changes to subclause a), b), c), and d) 
Editor, modify the first sentence in 8.1.3 as follows:

An SME establishes an RSNA in one of six ways:
Editor, change item (2) under both (a) and (b) as follows:
“2) It shall invoke Open System authentication if the STA operates in the OBand.”
Editor, change item (2) under both (c) and (d) as follows:
“2) It may optionally invoke Open System authentication if the STA operates in the OBand.”
Editor, add two new clauses

e) When an RSNA-capable STA chooses to associate with a PCP in a PBSS, its SME establishes an RSNA with the PCP following the RSNA establishment steps in an ESS per clause a) and b) above, as appropriate, with the PCP taking the role of the AP.
f) When an RSNA-capable STA chooses not to associate with a peer in a PBSS, its SME establishes an RSNA with the peer following the RSNA establishment steps in an IBSS per clause c) or d) above, as appropritate, with the caveat that the RSNA authentication and key management algorithm is executed only once between the peers.
Editor, append the following sentence to 8.1.3

Open System authentication shall not be used in a mmWaveBSS.
Editor, remove the changes the draft makes to 8.4.1.2.1and 8.4.1.2.2 and add the following section

8.4.1.2.3 Security association in a PBSS
A STA and a peer establish an initial security association via the following steps:

a) The STA selects an authorized PBSS by identifying a peer from its Beacon, mmWave Beacon, Announce, Probe Response, or Information Response frames. 
b) A STA may choose to associate with a peer if the peer is a PCP. 
c) The STA utilizes IEEE Std 802.1X to authenticate the peer. The EAP method used shall support mutual authentication.
d) The last step is key management. The authentication process creates cryptographic keys shared between the IEEE 802.1X AS and the STA. The AS transfers these keys to the peer and the peer and the STA use one of  the key confirmation handshakes, e.g., the 4-Way Handshake or FT 4-Way Handshake, to complete security association establishment. The key confirmation handshake indicates when the link has been secured by the keys and is ready to allow normal data traffic and protected Robust Management frames. 

Editor, remove the changes the draft makes to 8.4.3 and 8.4.4 and add the following new section 
8.4.4b RSNA policy selection in a PBSS 

RSNA policy selection in a PBSS utilizes the mmWave BSS association procedure (11.3.3) if the initiating STA chooses to associate with a PCP. RSNA policy selection is performed by the associating STA. The STA does this by including an RSN element in its (Re)Association Requests.
The STA follows the procedures in 8.4.3 (RSNA policy selection in an ESS) to select RSNA policy with the PCP, with the PCP taking the role of the AP. If the initiating STA chooses not to associate with a peer in a PBSS, it follows the procedures in 8.4.4 (RSNA policy selection in an IBSS and for DTLS) to select RSNA policy with the peer. 
Editor, remove the changes the draft makes to 8.4.6, and its subsections, and to 8.4.7 and add the following new section 
8.4.7a RSNA authentication in a PBSS 

IEEE 802.11 Open System authentication is not used in a PBSS.

When establishing an RSNA in a PBSS with a PCP, a STA may associate to the PCP and initiate RSNA authentication with the PCP following the procedures of  8.4.6 (RSNA authentication in an ESS), with the PCP taking the role of the AP. When a STA chooses not to associate to a peer, it initiates RSNA authentication with the peer following the procedures of 8.47 (RSNA authentication in an IBSS) with the following caveat: if both peers simultaneously initiate RSNA authentication, the peer with the lower MAC address shall abandon the authentication it initiated in favor of the authentication initiated by the peer with the higher MAC address.
Editor, remove the changes the draft makes to 8.4.8 and 8.4.9 and add the following new section 
8.4.9a RSNA key management in a PBSS 

Upon successful association and authentication in a PBSS, a STA performs a key confirmation handshake with the PCP, following the procedures in 8.4.8 (RSNA key management in an ESS) with the PCP taking the role of the AP. If a STA chooses not to associate to a peer, after successful authentication, it performs a key confirmation handshake with the peer following the procedures in 8.4.9 (RSNA key management in an IBSS) with the following caveat: if both peers simultaneously initiate the key confirmation handshake, the peer with the lower MAC address shall abandon the handshake it initiated in favor of the handshake initiated by the peer with the higher MAC address.
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