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8.4.1.2.1 Security association in an ESS/PBSS
.11 editor: change the second paragraph as follows
A STA and AP/PCP establish an initial security association via the following steps:

a) The STA selects an authorized ESS/PBSS by selecting among APs/PCPs that advertise an appropriate SSID.

b) In an ESS, The STA uses IEEE 802.11 Open System authentication followed by association to  the chosen AP. Negotiation of security parameters takes place during association. In a PBSS, the IEEE 802.11 Open System authentication is not used. If the STA wishes to perform PSK authentication it uses SAE authentication followed by association to the chosen PCP, if the STA wishes to perform 802.1X authentication it associates with the chosen PCP. The STA and the PCP negotiate the security parameters during association. 

NOTE 1—It is possible for more than one PMKSA to exist. As an example, a second PMKSA may come into  existence through PMKSA caching. A STA might leave the ESS/PBSS and flush its cache. Before its PMKSA expires in the AP/PCP‘s cache, the STA returns to the ESS/PBSS and establishes a second PMKSA from the  AP/PCP‘s perspective.
NOTE 2—An attack altering the security parameters will be detected by the key derivation procedure. 
NOTE 3—IEEE 802.11 Open System authentication provides no security, but is included to maintain backward  compatibility with the IEEE 802.11 state machine (see 11.3 (STA authentication and association)) in an ESS.  

NOTE 4—In a PBSS, a STA may choose not to associate with the PCP. 
c) SAE authentication provides mutual authentication and derivation of a PMK. If 802.1X authentication is chosen, the AP/PCP‘s Authenticator or the STA‘s Supplicant initiates IEEE 802.1X authentication . The EAP method used by IEEE Std 802.1X-2004 will support mutual authentication, as the STA needs assurance that the AP/PCP is a legitimate AP/PCP. 

NOTE 1—Prior to the completion of IEEE 802.1X authentication and the installation of keys, the IEEE 802.1X  Controlled Port in the AP/PCP will block all data frames. The IEEE 802.1X Controlled Port returns to the unauthorized state and blocks all data frames before invocation of an MLME-DELETEKEYS.request primitive. The IEEE 802.1X Uncontrolled Port allows IEEE 802.1X frames to pass between the Supplicant and Authenticator. Although IEEE Std 802.1X-2004 does not require a Supplicant Controlled Port, this standard assumes that the Supplicant has a Controlled Port in order to provide the needed level of security. Supplicants without a Controlled Port compromise RSN security and should not be used. 
NOTE 2—Any secure network cannot support promiscuous association, e.g., an unsecured operation of IEEE Std 802.11. A trust relationship must exist between the STA and the AS of the targeted SSID prior to association and  secure operation, in order for the association to be trustworthy. The reason is that an attacker can deploy a rogue AP/PCP just as easily as a legitimate network provider can deploy a legitimate AP/PCP, so some sort of prior relationship is necessary to establish credentials between the ESS/PBSS and the STA. 
d) The last step is key management. The authentication process, whether SAE authentication utilizing 802.11 authentication frames or IEEE 802.1X authentication utilizing data frames  creates cryptographic keys shared between the cryptographic endpoints—the AP and STA, or the IEEE 802.1X AS and the STA, when using SAE or IEEE 802.1X respectively. When using IEEE 802.1X, the AS transfers these keys to the AP/PCP, and the AP/PCP and STA uses one of the key confirmation handshakes, e.g., the 4-Way Handshake or FT 4-Way Handshake, to complete security association establishment. When using SAE authentication there is no key transfer and the 4-way Handshake is performed directly between the AP and STA. The key confirmation handshake indicates when the link has been secured by the keys and is ready to allow normal data traffic and protected Robust Management frames. 

.11 editor: insert the following paragraph after the second paragraph 
In a PBSS, a STA may establish a security association with the PCP without association, or it may establish a security association with a non-PCP STA. In either case, the STA either initiates SAE authentication or it initiates IEEE 802.1X  authentication, followed by one of the key confirmation handshakes, e.g. the 4-Way Handshake, to establish the security association.
 8.4.6.0a General 

.11 editor: change the paragraphs indicated below 
When establishing an RSNA in a non-FT environment or during an FT initial mobility domain association in an ESS, a STA shall use IEEE 802.11 SAE authentication or Open System authentication prior to (re)association. IEEE 802.11 Open System authentication is not used in a PBSS. 

8.4.7 RSNA authentication in an IBSS/PBSS 
.11 editor: change the paragraphs indicated below
When authentication is used in an IBSS/PBSS, it is driven by each STA wishing to establish communications. The management entity of this STA chooses a set of STAs with which it might need to authenticate. In an IBSS, the STA may send an IEEE 802.11 Open System authentication message to each targeted STA. Candidate STAs can be identified from Beacon frames, mmWave Beacon frames, Announce frames, Probe Response frames, Information Response frames, and data frames from the same BSSID. Before communicating with STAs identified from data frames, the security policy of the STAs may be obtained, e.g., by sending a Probe Request or Information Request frame to the STA and obtaining a Probe Response or Information Response frame. In an IBSS, targeted STAs that wish to respond may return an IEEE 802.11 Open System authentication message to the initiating STA. 

When IEEE 802.1X authentication is used, the STA management entity will then request its local  IEEE 802.1X entity to create a Supplicant PAE for the peer STA. The Supplicant PAE will initiate the authentication to the peer STA by sending an EAPOL-Start message to the peer. The management entity of the peer STA will request its local IEEE 802.1X entity to create an Authenticator PAE for the initiating STA on receipt of the EAPOL-Start message. The Authenticator will initiate authentication o the Supplicant by sending an EAP-Request message. In an IBSS, the management entity of the peer TA will also request its local IEEE 802.1X entity to create a Supplicant PAE for the initiating STA and initiate the authentication to the initiating STA by sending an EAPOL-Start message to the initiating STA. The management entity of the initiating STA will also request its local IEEE 802.1X entity to create an Authenticator PAE for the peer STA on receipt of the EAPOL-Start message. The Authenticator will initiate authentication to the Supplicant by sending an EAP-Request message. 

In a PBSS, if an initiating STA receives an EAPOL-Start message from a peer STA after sending an EAPOL-Start message to the same peer STA, and before receiving an EAP-Request message from the peer STA, and the source address of the received EAPOL-Start message is higher than its own MAC address, in which case the initiating STA shall silently discard the received EAPOL-Start message and shall not send an EAP-Request message to the peer STA. If the initiating STA receives an EAPOL-Start message from the peer STA after sending an EAPOL-Start message to the same peer STA, and before receiving an EAP-Request message from the peer STA, and the source address of the received EAPOL-Start message is lower than its own MAC address, in which case the initiating STA shall terminate the authentication it initiates and shall send an EAP-Request message to the peer STA. 

Upon initial authentication between any pair of STAs, data frames, other than IEEE 802.1X messages,  are not allowed to flow between the pair of STAs until both STAs in each pair of STAs have successfully completed AKM and have provided the supplied encryption keys. 

Upon the initiation of an IEEE 802.1X reauthentication by any STA of a pair of STAs, data frames will continue to flow between the STAs while authentication completes. Upon a timeout or failure in the authentication process, the Authenticator of the STA initiating the reauthentication shall cause a Deauthentication message to be sent to the Supplicant of the STA targeted for reauthentication. The Deauthentication message will cause both STAs in the pair of STAs to follow the deauthentication procedure defined in 11.3.1.3 (Deauthentication—originating STA) and 11.3.1.4 (Deauthentication— destination STA). 

In an IBSS, The IEEE 802.1X reauthentication timers in each STA are independent. If the reauthentication timer of the STA with the higher MAC address (see 8.5.1 (Key hierarchy) for MAC comparison) triggers the reauthentication via its Authenticator, its Supplicant must send an EAPOL-Start message to the authenticator of the STA with the lower MAC address to trigger reauthentication  on the other STA. This process keeps the pair of STAs in a consistent state with respect to derivation of fresh temporal keys upon an IEEE 802.1X reauthentication. 

In an IBSS, When it receives an MLME-AUTHENTICATE.indication primitive due to an Open  System authentication request, the IEEE 802.11 management entity on a targeted STA shall, if it  intends to set up a security association with the peer STA, request its Authenticator to begin IEEE 802.1X authentication, i.e., to send an EAP-Request/Identity message or Message 1 of the 4-Way Handshake to the Supplicant. 
The EAPOL-Key frame is used to exchange information between the Supplicant and the Authenticator to negotiate a fresh PTK. The 4-Way Handshake produces a single PTK from the PMK. The 4-Way Handshake and Group Key Handshake use the PTK to protect the GTK as it is transferred to the receiving STA. 

PSK authentication may also be used in an IBSS/PBSS. When a single PSK is shared among the IBSS STAs, the STA wishing to establish communication sends 4-Way Handshake Message 1 to the target STA(s). The targeted STA responds to Message 1 with Message 2 of the 4-Way Handshake and begins its 4-Way Handshake by sending Message 1 to the initiating STA. The two 4-Way Handshakes establish PTKSAs and GTKSAs to be used between the initiating STA and the targeted STA. PSK PMKIDs may also be used, enabling support for pairwise PSKs in an IBSS/PBSS. 




 

When PSK authentication is used in a PBSS, a STA wishing to establish communication with a targeted STA  uses SAE authentication with the targeted STA If the targeted STA is the PCP, and the initiating STA chooses to (re)associate with the PCP, the initiating STA includes the PMKID of  the PMK in the RSN element in the (Re)Association  Request. Upon receipt of a (Re)Association Request with a PMKID, the PCP checks whether its Authenticator has retained a PMKSA  identified by the PMKID,. If so, it shall assert possession of that PMK by including the PMKID in its (Re)Association response. It shall then begin the 4-Way Handshake with the initiating STA. If the PCP does not have a PMKSA identified by the PMKID it shall send a Deauthenticate frame to the initiating STA and the STA shall initiate SAE authentication to generate a new PMK. If the initiating STA chooses not to associate with the targeted STA, it may initiate the 4-Way Handshake by sending an EAPOL request message to the targeted STA. Upon receipt of an EAPOL request message, the targeted STA shall begin the 4-Way Handshake using a PMK from a PMKSA it shares with the initiating STA. If it does not have a shared PMKSA with the initiating STA it shall send a Deauthenticate frame to the initiating STA and the STA shall initiate SAE authentication to generate a new PMK.
In a PBSS, if an initiating STA receives an EAPOL request message from a targeted STA after sending an EAPOL request message to the same targeted STA, and before receiving Message 1 of the 4-Way Handshake from the targeted STA, and the source address of the received EAPOL request message is higher than its own MAC address, in which case the initiating STA shall silently discard the received EAPOL request message and shall not send Message 1 of the 4-Way Handshake to the targeted STA. If the initiating STA receives an EAPOL request message from the targeted STA after sending an EAPOL request message to the same targeted STA, and before receiving Message 1 of the 4-Way Handshake from the targeted STA, and the source address of the received EAPOL request message is lower than its own MAC address, in which case the initiating STA shall terminate the 4-Way Handshake it initiates and shall send Message 1 of the 4-Way Handshake to the targeted STA. 
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