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Overview

This document proposes changes to the sequence numbering of MMPDUs to support Management Frame QoS.

REV HISTORY:

R0 – initial revision

R1 – Removed SEQ NUM changes for MCAST MGMT frames.

R2 – comments added requesting MCAST MGMT frame seq numbers to be PER AC
R3 – Minor bug fixes, plus remove comments to add MCAST MGMT frames

R4 – change TID to AC, created definition of IMFQ frame and MFQ frame, added changes for 6.1.1.0a, removed BIP subclauses which had no changes indicated yet anyway, edited conditions to determine IMFQ type
TGae editor: Include in Draft P802.11 TGae_D0.1, the following modifications and editing instructions to subclause “3 Defintions” of Draft P802.11 REVmb_D4.0.pdf:

Insert new definitions to Draft P802.11 REVmb_D4.0.pdf as shown:
3.ae2: MFQ frame: A Management Type frame that is transmitted using the Management Frame QoS service.
3.ae3: IMFQ frame: An individually-addressed Management Type frame that is transmitted using the Management Frame QoS service.

6.1.1.0a General
TGae editor: Include in Draft P802.11 TGae_D0.1, the following modifications and editing instructions to subclause “6.1.1.0a General” of Draft P802.11 REVmb_D4.0.pdf:

Modify that last sentence of the first paragraph of subclause “6.1.1.0a General” of Draft P802.11 REVmb_D4.0.pdf as follows:
All STAs will support the data service, but only QoS STAs in a QoS BSS differentiate their MSDU delivery according to the designated traffic category or traffic stream (TS) of individual MSDUs. QoS STAs differentiate their MMPDU delivery according to the designated Access Category of individual MMPDUs independent of their BSS membership status.
TGae editor: Include in Draft P802.11 TGae_D0.1, the following modifications and editing instructions to subclause “7.1.3.4.1 Sequence Number field” of Draft P802.11 REVmb_D4.0.pdf:

Modify subclause “7.1.3.4.1 Sequence Number field” of Draft P802.11 REVmb_D4.0.pdf as follows:
7.1.3.4.1 Sequence Number field

The Sequence Number field in frames of Data Type is a 12-bit field indicating the sequence number of the MSDU or A-MSDU. 
The Sequence Number field in some frames of Management Type comprises a 10-bit field indicating the sequence number of the frame and a 2-bit field indicating the AC of the frame, as shown in figure 7-1ae, when the following three conditions are all true:
1. The RA of the management type frame corresponds to an individual MAC address

2. The frame is transmitted by a QoS STA that has a value of true for dot11MFQImplemented
3. At the transmitting STA, the most recently received Extended Capability Information element from the STA corresponding to the RA of the frame to be transmitted is a QoS STA with the value of 1 in the MFQImplemented field
When all three of the above conditions are true, the Management Type frame is an IMFQ frame.

If any of the three conditions above are false, then the Sequence Number field in frames of Management Type is a 12-bit field indicating the sequence number of the frame.

Bit 0 of the Sequence Number field in frames of Management Type corresponds to bit 4 of the Sequence Control field.
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Each MSDU, A-MSDU or MMPDU transmitted by a STA is assigned a sequence number.
Sequence numbers are not assigned to control frames, as the Sequence Control field is not present in those frames.
Each fragment of an MSDU or MMPDU contains a copy of the sequence number assigned to that MSDU or MMPDU. The sequence number remains constant in all retransmissions of an MSDU, MMPDU, or fragment thereof.

TGae editor: Include in Draft P802.11 TGae_D0.1, the following modifications and editing instructions to Table 7-35a of subclause “7.3.2.27 Extended Capabilities element” of Draft P802.11 REVmb_D4.0.pdf:
Insert into Table 7-35a of subclause “7.3.2.27 Extended Capabilities element” of Draft P802.11 REVmb_D4.0.pdf a new row to preceed the current last row of the table, with the following values for the columns of the table entry:

	<ANA>
	MFQImplemented
	When dot11MFQImplemented is true, the MFQImplemented bit is set to 1 to indicate that the STA is capable of transmitting management frames in ACs other than AC_VO.

When dot11MFQImplemented is false, the MFQImplemented bit is set to 0 to indicate that the STA is not capable of transmitting management frames in ACs other than AC_VO.

When dot11MFQImplemented is not present, the MFQImplemented bit is set to 0.


Modify the entry in the first column of the last row appropriately, to indicate that the value <ANA> is no longer reserved.

TGae editor: Include in Draft P802.11 TGae_D0.1, the following modifications and editing instructions to subclause “9.2.0b.11 Duplicate detection and recovery” of Draft P802.11 REVmb_D4.0.pdf:

Modify subclause “9.2.0b.11 Duplicate detection and recovery” of Draft P802.11 REVmb_D4.0.pdf as follows:
9.2.0b.11 Duplicate detection and recovery

Because MAC-level acknowledgments and retransmissions are incorporated into the protocol, there is the possibility that a frame may be received more than once. The procedures defined in this subclause attempt to filter out these duplicates.
Duplicate frame filtering is facilitated through the inclusion of a Sequence Control field (consisting of a sequence number and fragment number) within data and management frames and a TID subfield in the QoS Control field within QoS data frames. MPDUs that are part of the same MSDU or A-MSDU shall have the same sequence number, and different MSDUs or A-MSDUs have (with a high probability) a different sequence number.
Non-QoS STAs, as well as QoS STAs operating as non-QoS STAs because they are in a non QoS BSS or non-QoS IBSS, assign sequence numbers to management frames and data frames (QoS subfield of the Subtype field is set to 0) from a single modulo-4096 counter, starting at 0 and incrementing by 1 for each MSDU or MMPDU.
QoS STAs associated with a QoS BSS maintain one modulo-4096 counter, per {RA,TID} tuple for individually-addressed QoS Data frames. Sequence numbers for these frames are assigned using the counter identified by the RA field and TID subfield of the QoS Control field of the frame, and that counter is incremented by 1 for each MSDU or  A-MSDU corresponding to that {RA,TID} tuple.
Sequence numbers for management frames, QoS data frames with a group address in the Address 1 field, and all non-QoS data frames, transmitted by QoS STAs with dot11MFQImplemented not present or set to false are assigned using an additional single modulo-4096 counter, starting at 0 and incrementing by 1 for each such MSDU or MMPDU.
Sequence numbers for management frames, QoS data frames with a group address in the Address 1 field, and all non-QoS data frames, transmitted by QoS STAs with dot11MFQEnabled set to true are assigned using an additional single modulo-4096 counter, starting at 0 and incrementing by 1 for each such MSDU or MMPDU except for IMFQ frames. The sequence number for IMFQ frames is assigned from a modulo-1024 counter per {RA,AC} starting at 0 and incrementing by 1 for each such frame with RA and AC fields matching the 
{RA, AC} tuple values corresponding to that counter.
NOTE – The value of dot11MFQImplemented for a STA can be determined by examining the MFQImplemented subfield of the most recently received Extended Capability element from that STA.

Sequence numbers for QoS (+)Null frames may be set to any value. 


The receiving STA shall keep a cache of recently received <Address 2, sequence-number, fragment-number> tuples. The receiving QoS STA shall also keep a cache of recently received <Address 2, TID, sequencenumber, fragment-number> tuples for all STAs from whom it has received QoS data frames. A receiving STA is required to keep only the most recent cache entry per <Address 2-sequence-number> pair, storing only the most recently received fragment number for that pair. A receiving QoS STA is also required to keep only the most recent cache entry per <Address 2, TID, sequence-number> triple, storing only the most recently received fragment number for that triple. A receiving STA with dot11MFQImplemented not present or set to false may omit tuples obtained from group addressed or ATIM frames from the cache. A receiving STA with dot11MFQImplemented set to true shall omit tuples obtained from group addressed or ATIM frames from the cache.
A non-QoS receiver STA shall reject as a duplicate frame any frame in which the Retry bit in the Frame Control field is 1 and that matches an <Address 2, sequence-number, fragment-number> tuple of an entry in the cache. A receiver QoS STA shall also reject as a duplicate frame any frame in which the Retry bit in the Frame Control field is 1 and that matches an <Address 2, TID, sequence-number, fragment number> tuple of an entry in the cache.
There is a small possibility that a frame may be improperly rejected due to such a match; however, this occurrence would be rare and simply results in a lost frame (similar to an FCS error in other LAN protocols).
NOTE—The receiver STA performs the ACK procedure on all successfully received frames requiring acknowledgment, even if the frame is discarded due to duplicate filtering.

TGae editor: Include in Draft P802.11 TGae_D0.1, the following modifications and editing instructions to subclause “D.3 MIB Detail” of Draft P802.11 REVmb_D4.0.pdf:
Insert the following attribute descriptions (XX through YY) into the “dotStationConfig TABLE” in

Annex D after attribute dot11LastOneBeforeThisAmendment { dot11StationConfigEntry XX-1 }:

dot11MFQImplemented OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"This is a capability variable.

Its value is determined by device capabilities.

This attribute indicates whether the entity is Management Frame QoS Capable."

::= { dot11StationConfigEntry <ANA>}






























































































































Submission
page 3
Matthew Fischer, Broadcom

