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Modify section 8.1.3 as indicated
8.1.3 RSNA Establishment
· If an RSNA is based on a PSK or password in an ESS, the SME establishes an RSNA as follows:

· It identifies the AP as RSNA-capable from the AP’s Beacon or Probe Response frames.

· If the RSNA-capable AP advertises support for SAE authentication in its Beacon or Probe Response frames, and the STA supports SAE authentication, the STA shall invoke SAE authentication and establish a PMK. If RSNA-capable AP does not adversise support SAE authentication in its Beacon and Probe Response frames but  adversies support for the alternate form of PSK authentication (see 5.8.2.2 (Alternate Operations with PSK)), and the STA also supports the alternate form of PSK authentication,  the STA may It shall invoke Open System authentication and use the PSK as the PMK with the alternate form of PSK authentication.

· It negotiates cipher suites during the association process, as described in 8.4.2 and 8.4.3.

· It establishes temporal keys by executing a key management algorithm, using the protocol defined by 8.5. It uses the PSK as the PMK.

· It protects the data link by programming the negotiated cipher suites and the established

·  temporal key into the MAC and then invoking protection.

· If the STAs negotiate Management Frame Protection, the STA programs the TK and pairwise cipher suite into the MAC for protection of unicast Robust Management frames. It also installs the IGTK and the IPN for protection of group addressed Robust Management frames.

· If an RSNA is based on a PSK or password in an IBSS, the SME executes the following sequence of procedures:

· It identifies the peer as RSNA-capable from the peer’s Beacon and Probe Response frames.

NOTE—STAs can respond to a data MPDU from an unrecognized STA by sending a Probe Request frame to find out whether the unrecognized STA is RSNA-capable.

· It If the RSNA-capable peer advertises support for SAE authentication in its Beacon and Probe Response frames and the STA supports SAE authentication, the STA shall invoke SAE authentication and establish a PMK. If RSNA-capable peer does not advertise support for SAE authentication but advertises support for the alternate form of PSK authentication (see 5.8.2.2 (Alternate Operations with PSK)), and the STA also supports the alternate form of PSK authentication the STA may optionally invoke Open System authentication and use a PSK as the PMK with the alternate form of PSK authentication.

· Each STA uses the procedures in 8.5, to establish temporal keys and to negotiate cipher suites. It uses a PSK as the PMK. Note that two peers may follow this procedure simultaneously. See 8.4.9.

It protects the data link by programming the negotiated cipher suites and the established temporal key and then invoking protection
Modify section 8.4.1.2.1 as indicated
· Security association in an ESS

Change the list item b) in 8.4.1.2.1 as follows:

· The STA then uses performs 802.11 Open System authentication followed by association to the chosen AP. Negotiation Confirmation of security parameters takes place during association. A STA wishing to perform Std IEEE 802.1X-2004 authentication uses Open System authentication. A STA wishing to perform secure password-based, or PSK, authentication uses SAE authentication..

Change the list item c) in 8.4.1.2.1 as follows:

· SAE authentication provides mutual authentication and derivation of a PMK. If Open System authentication is chosen instead, Tthe AP’s Authenticator or the STA’s Supplicant initiates IEEE 802.1X authentication. The EAP method used by IEEE Std 802.1X-2004 will support mutual authentication, as the STA needs assurance that the AP is a legitimate AP.

Change the list item d) in 8.4.1.2.1 as follows:

· The last step is key management. The authentication process, whether SAE authentication utilizing 802.11 authentication frames or IEEE 802.1X authentication utilizing data frames post association, creates cryptographic keys shared between the cryptographic endpoints—the AP and STA, or the IEEE 802.1X AS and the STA, when using SAE or IEEE 802.1X, respectively. When using IEEE 802.1X Tthe AS transfers these keys to the AP, and the AP and STA use one of the key confirmation handshakes, e.g., the 4-Way Handshake or FT 4-Way Handshake, to complete security association establishment. When using SAE authentication there is no key transfer and the 4-way Handshake is performed directly between the AP and STA. The key confirmation handshake indicates when the link has been secured by the keys and is ready to allow normal data traffic and protected Robust Management frames.

Modify section 8.4.7 as indicated
· RSNA authentication in an IBSS

Change the eighth and ninth paragraphs in 8.4.7 as shown:

Password or PSK authentication may also be used in an IBSS. When a single password or PSK is shared among the IBSS STAs, the an SAE capable STA wishing to establish communication with a STA that advertises support for SAE in Beacons and Probe Response frames invokes SAE authentication, and upon successful conclusion of SAE, sends a 4-Way Handshake Message 1 to the target STA(s). If the STA that does not support SAE authentication, or the target STA does not advertise support for SAE in Beacons and Probe Response frames, it may use the PSK as a PMK and initiate the 4-Way Handshake by sending a 4-Way Handshake Message 1 to the target STA. In either case, the targeted STA responds to Message 1 with Message 2 of the 4-Way Handshake and begins its 4-Way Handshake by sending Message 1 to the initiating STA. The two 4-Way Handshakes establish PTKSAs and GTKSAs to be used between the initiating STA and the targeted STA. PSK PMKIDs have security vulnerabilities when used with low-entropy keys and should be used only after taking this into account. PSK PMKIDs may also be used, enabling support for pairwise PSKs.



The model for security in an IBSS is not general. In particular, it assumes the following:

· The sets of use cases for which the authentication procedures described in this subclause are valid are as follows:

· Password or PSK-based authentication using SAE to perform mutual authentication and generation of a shared PMK.
2) An alternate form of PSK-based authentication managed by the pass-phrase hash method as described in H.4 (Suggested pass-phrase-to-PSK mapping). This method has security vulnerabilities and should only be used when SAE authentication is not possible.
3) EAP-based authentication, using credentials that have been issued and preinstalled on the STAs within a common administrative domain, such as a single organization

· All of the STAs are in direct radio communication. In particular, there is no routing, bridging, or forwarding of traffic by a third STA to effect communication. This assumption is made, because the model makes no provision to protect IBSS topology information from tampering by one of the members.
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