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	CID
	Comment / Explanation
	Recommended Change
	Resolution Code
	Resolution Notes

	3110
	emergency services support is not required for a mesh network
	remove "emergency service support" from the list of mesh functionalities
	Counter
	End to end Emergency Service support is provided by an overlay network and cannot be specified by IEEE 802.11. However, it is advantageous to provide mechanisms within the IEEE 802.11 MAC layer to facilitate the overlay network; specifically network discovery (e.g. support of emergency service upper layer functionality within the mesh), provision of un-authenticated emergency access (for those regulatory domains which require this feature) and provision of emergency routing through the mesh (e.g. routing which enables the most effective path through a mesh to an emergency service point.) 

Amendment 11u provides emergency service support for infrastrucuture networks.  Support within a mesh is equally applicable, especially in the situation where the infrastructure is not available or cannot support all the required traffic (e.g. in an emergency situation) and the mesh network provides the only backbone support. In other case, a STA could not find an AP in it’s vicinity but an MBSS through which it can establish an emergency service if mesh is enabled. Refer to CID 3111

	3111
	regulations for emergency services apply to an overlay network that may or may not exist. It is inappropriate to mandate support for the underlying protocols that build the mesh network to change to indicate support for something provided by the overlay. Furthermore, if procedures are beyond the scope of the standard then there is no way that interoperability can be achieved. If it is not possible for two independent implementations based solely on the standard to interoperate then this has no place in the standard.
	remove this section.
	Counter
	See CID 3110.  The 11u draft does not mandate MAC support for upper layer emergency services. It provides them as an option for regulatory domains which require this type of functionality.

While it is true that emergency service applies to an overlay network, this overlay network requires support from the mesh when the overlay network happens to use mesh network, similar to when the overlay network use an infrastructured network. A support from mesh network may include accepting unauthenticated mesh peering for emergency service if the regulation requiring it while a non emergency service requires authentication. Another example is to accept mesh peering initiated for emergency service although the "Accepting Additional Mesh Peerings" subfield is set to 0   

	3112
	emergency services support is not required for a mesh network
	remove mention of mesh STAs in this section.
	Counter
	If emergency service overlay network requires support from infra structured 802.11, it also requires support from 802.11 mesh network. See CID 3111  

	3113
	emergency services support is not required for a mesh network
	remove emergency services identifier field.
	Counter
	Emergency service identifier is required to let the peer knows that the mesh peering is to support emergency service. This indication can be used, for example to allow unauthenticated mesh peering if the regulation required so, to accept mesh peering even when the "Accepting Additional Mesh Peerings" is set to 0, etc.

	3114
	emergency services support is not required for a mesh network
	remove "or mesh STA"
	Counter
	Please see CID 3112

	3116
	emergency services support is not required for a mesh network
	remove "or mesh STA"
	Counter
	Please see CID 3112

	3117
	emergency services support is not required for a mesh network
	remove the entire paragraph describing emergency services support.
	Counter
	Please see CID 3112

	3118
	if procedures are beyond the scope of the standard then it is impossible for two independent implementations to interoperate. Therefore support for a procedure that cannot achieve standard interoperability is inapproprate in a standard!
	remove the last sentence in this paragraph.
	Counter
	The mesh peering to support emergency service should allow unauthenticated MPM (Mesh Peering Management) although the non emergency service support required AMPE. (Authenticated Mesh Peering Exchange). It is agreed that the procedure must be completely define. Amendmend to TG-u draft has been added to define the procedures

	3176
	Following similar behavior TG-u when UESA is set to 1, mesh peering for emergency should be allowed to bypass AMPE
	Add: 'Mesh peering for emergency service may bypass the AMPE protocol depending on the local regulation' before the last sentence
	Counter
	In line with 11u amendment (see section 8.1.6, 11.3.2.2, 11.3.2.4 and w.4.4),  provision of un-authenticated emergency access (for those regulatory domains which require this feature) is needed

	3177
	The mesh peering for emergency is only known by the peer mesh STA. The other mesh STAs in the emergency service routing path do not aware. An emergency service indicator in the path request allow a receiving mesh STA to forward the path request only to the peer(s) or neighbor(s) that support an emergency service. The originator of the emergency service may not know the local mesh gate that is enabled to support emergency service and the emergency service indicator allow it to reach that mesh gate.
	Add emergency service indicator in the path request
	Counter
	When a mesh STA initiates a path request to support an emergency service, it sends path request to its mesh peers that enabled to support emergency services. The path request may or may not indicate that it is intended to support an emergency service. A voice enabled access may be enough. 

	3195
	The field name "Emergency Service Identifier" is something confusing.
	Rename the field to "Mesh Peering Type" or something similar to make it more self explaining.
	Counter
	The procedure is provided through TG-u amendment and TG-u’s ESR (Emergency Service Reachable) field substitute the Emergency Service Identifier

	3228
	There is no MLME service primitive defined for emergency services.
	Clarify.
	Reject
	It is included in the “Content of Mesh Peering Management frame”

	3416
	The emergency services are an application transparent to the mesh.
	remove 11.23 from draft and other specifications of emergency services procedures.
	Counter
	Please see CID 3110

	3418
	Mmmh. Interesting. I say I need emergency services, and then I get access to the mesh network. What does emergency services mean? Is it really necessary to have a special section about it?
	remove 5.2.13.5.12


	Counter
	A neighbor mesh STA advertisement that indicates whether it is able to support an emergency call gives a guidance to a mesh STA in selecting which neighbor to peer with.  A mesh STA may not support an emergency service due to various reasons, for example: when its battery is about to deplete, all of its mesh peers do not support emergency service, etc.  When a mesh STA initiates a mesh peering to support emergency service, it will select a neighbor mesh STA that indicate an emergency service support in the advertisement, otherwise it may select another neighbor mesh STA that does not indicate an emergency service support in its advertisement. See also CID 3111

	3420
	Why is it in the infrastructure case the SSID that provides UESA, and in the mesh case the mesh STA?
	Change "through the mesh STA" to "through an MBSS using this Mesh ID"
	Reject
	The SSID does not provide the UESA. It is provided by the beacon.


Modify TG-u 9.0 as follow:
Modify TG-u 9.0 as follow:
7.3.2.90 Interworking information element

The Interworking information element contains information about the Interworking Service capabilities of a STA as shown in Figure 7-95o119.
	
	
	
	
	
	

	
	Element ID
	Length
	Access
Network
Options


	Venue Info (optional)
	HESSID
(optional)

	Octets:
	1
	1
	1
	0 or 2
	0 or 6

	Figure 7-95o119—Interworking element format


The Length is a one-octet field whose value is 1 plus the length of each optional field present in the element. 

The format of Access Network Options field is shown in Figure 7-95o120. 
	Bits:


	B0 - B3
	B4
	B5


	B6


	B7



	
	Network
Type


	Internet
	ASRA
	ESR
	UESA

	Figure 7-95o120—Access Network Options format


A non-AP STA or a mesh STA sets Internet, ASRA, ESR and UESA fields to 0 when including the Interworking element in the Probe Request frame. A non-AP STA sets the Internet and ASRA bits to 0 when including the Interworking element in (Re)association request frames. A mesh STA sets the Internet and ASRA bits to 0 when including the Interworking element in Mesh Peering Open frames. 

In (Re)association request frames, a non-AP STA sets the ESR and UESA bits according to the procedures in 11.23.2 and 11.23.6. In Mesh Peering Open frames, a mesh STA sets the ESR and the UESA bits according to the procedure in 11.23.2 and 11.23.6. The Network Type Codes are shown in Table 7-43bk. The Network Type field is set by the AP or the mesh STA to advertise its Network Type to non-AP STAs or mesh STAs. A non-AP STA or a mesh STA uses this field to indicate the desired Network Type in an active scan. See Annex W.1 for informative text on usage of fields contained within the Interworking element.

	Table 7-43bk—Network Type codes



	Network Type Codes
	Meaning
	Description

	0
	Private network
	Non-authorized users are not permitted on this network. Examples of this network type are home networks and enterprise networks, which may employ user accounts. Private networks do not necessarily employ encryption.

	1
	Private network with guest access
	Private network but guest accounts are available. Example of this network type is enterprise network offering access to guest users.

	2
	Chargeable public network
	The network is accessible to anyone, however, access to the network requires payment. Further information on types of charges may be available through other methods (e.g., 802.21, http/https redirect or DNS redirection). Examples of this network type is a hotspot in a coffee shop offering internet access on a subscription basis or a hotel offering in-room internet access service for a fee.

	3
	Free public network
	The network is accessible to anyone and no charges apply for the network use. An example of this network type is an airport hotspot or municipal network providing free service.

	4
	Personal Device Network
	A network of personal devices. An example of this type of network is a camera attaching to a printer, thereby forming a network for the purpose of printing pictures.

	5
	Emergency Services Only network
	A network dedicated and limited to accessing emergency services

	6 to 13
	Reserved
	Reserved

	14
	Test or experimental
	The network is used for test or experimental purposes only.

	15
	Wildcard
	Wildcard network type


Bit 4 is the Internet field. The AP or mesh STA sets this field to 1 if the network provides connectivity to the Internet; otherwise it is set to 0 indicating that it is unspecified whether the network provides connectivity to the Internet. 

Bit 5 is the Additional Step Required for Access (ASRA) field. It is set to 1 by the AP to indicate that the network requires a further step for access. It is set to 0 whenever dot11RSNAEnabled is true. For more infor​mation, refer to Network Authentication Type Information in 7.3.4.4. This field is not used by mesh STAs.
Bit 6 is the Emergency Services Reachability (ESR) field. When the AP or mesh STA sets it to 1, this field indicates that higher layer Emergency Services are accessible through the AP or mesh STA. When ESR field is set to 0, the Emergency Services are not accessible, see 11.23.2. Non-AP STAs or mesh STAs set this bit to 0 in Probe Request frames. The ESR bit in the Interworking information element also serves as an emergency service indicator. A STA sets the ESR bit to 1 in (Re)Association frame to gain access to emergency services through a non Emergency Services Only Network and sets the ESR bit to 0 to gain access to non-emergency services, see 11.23.6. A mesh STA sets the ESR bit to 1 in Mesh Peering Open frame to gain access to emergency services through another mesh STA that is accessible for emergency service and sets the ESR bit to 0 to gain access to non-emergency services, see 11.23.6. 
Bit 7 is the Unauthenticated Emergency Service Accessible (UESA) field. When the AP or mesh STA sets it to 0, this field indicates that no unauthenticated emergency services are reachable through this AP or mesh STA. When set to 1, this field indicates that higher layer unauthenticated emergency services are reachable through this AP or mesh STA. A STA uses the Interworking information element with the UESA bit set to 1 to gain unauthenticated access to a BSS to access emergency services. A mesh STA uses the Interworking information element with the UESA bit set to 1 to gain unauthenticated access to another mesh STA to access emergency services. See 11.3.2. 
The Venue Info field is defined in 7.3.1.34. 
The HESSID field, which is the identifier for a homogeneous ESS, specifies the value of HESSID, see 11.23.2. A STA uses this field to indicate the desired HESSID in an active scan per 11.1.3. The HESSID field for an AP is set to the value of dot11HESSID. This optional field is not used by mesh STAs.

7.3.4.2 Venue Name information 
The Venue Name information provides one or more venue names associated with the infrastructure BSS or the mesh STA. The format of the Venue Name information is shown in Figure 7-95o132. The Venue Name information may be used to provide additional metadata on the infrastructure BSS or the reporting mesh STA. For example, this information may be used to assist a user in selecting the appropriate infrastructure BSS with which to associate, or in selecting the appropriate mesh STA with which to establish mesh peering.  One or more Venue Name fields may be included in the same or different languages
……
8.1.6 Emergency Service establishment in an RSN 
An AP or mesh STA that supports RSNAs and has the ESR bit set to 1 and UESA bit set to 1 in the Interworking element in Beacon and Probe Response frames, supports both RSNAs and Emergency Services associations (see 11.3.2.1) simultaneously.

NOTE—in an infrastructure BSS, STAs with emergency services association are advised to discard all group addressed frames they receive, as they do not posses the Group Key and will not be able to decrypt group addressed frames. In an RSNA enabled BSS hav​ing one or more STAs associated with an emergency services association, an AP should avoid transmitting unprotected group addressed frames to not disturb the operation of STAs in possession of credentials. One possible way of achieving this is to support Proxy-ARP in the AP, as defined in 11.22.13. In addition, it is recommended that an AP supporting emergency services association should also support DMS to convert group addressed frames to individually addressed frames and transmit them to STAs associated using the emergency services association. STAs using emergency services association could request for DMS if needed.
11.23.2 Interworking capabilities and information
STAs indicate their support for Interworking Service by setting the dot11InterworkingServiceEnabled MIB variable to true. When dot11InterworkingServiceEnabled is true, STAs include the Interworking element in Beacon and Probe Response frames and non-AP STAs or mesh STAs include the Interworking element in Probe Request frames. 

When dot11InterworkingServiceEnabled and dot11ExtendedChannelSwitchEnabled are both set to TRUE in an infrastructure BSS, the AP may provide its operating channel and regulatory class to an Interworked SSPN using the values from dot11RegulatoryClassesTable MIB entry.
In an infrastructure BSS Tthe Interworking element contains signaling for Homogeneous ESSs. The HESSID is a 6-octet MAC address which identifies the homogeneous ESS. The HESSID value shall be identical to one of the BSSIDs in the homogeneous ESS. Thus, it is a globally unique identifier that in conjunction with the SSID, may be used to provide network identification for an SSPN.
NOTE—It is required by this standard that the HESSID field in the Interworking element is administered consistently across all BSSs in a homogeneous ESS.
The Interworking element also provides an Access Network Type in Beacon and Probe Response frames to assist the non-AP STA or a mesh STA with network discovery and selection.

11.23.6 Interworking Procedures: Emergency Services Support
Emergency Service support provides STAs with the ability to contact authorities in an emergency situation. The following procedures allow the STA to determine whether emergency services are supported by the AP or mesh STA, and whether un-authenticated emergency service access is allowed.

In an AP, when dot11ESNetwork is true, the network is dedicated and limited to accessing emergency ser​vices. When dot11ESNetwork is true, the access network type field in the Interworking element shall be set to the value for Emergency Services Only Network (see Table 7-43bk). When dot11ESNetwork is false, the network is not limited to accessing emergency services, and the access network type field in the Interworking element shall be set to a value other than Emergency Services Only Network.

In an infrastructure BSS Wwhen the AP is located in a regulatory domain that requires location capabilities, the Access Network Type shall not be set to Emergency Services Only Network (see Table 7-43bk) unless location capability is enabled on the AP. Location capability is enabled when the Civic Location or Geo Location field in the Extended Ca​pabilities Element is set to 1 in a Beacon or Probe response frame.
In a mesh STA when dot11ESNetwork is true, the mesh STA is accessible to support emergency ser​vices and ESR shall be set to 1. In a mesh STA when dot11ESNetwork is false, the mesh STA is not accessible to support emergency services and ESR shall be set to 0. 
W.4.4 Access to Emergency Services in an RSN
If an infrastructure BSSnetwork requires authentication and encryption with RSN, a non-AP STA placing an emergency call as​sociates and authenticate to the network by using an ES association (see 7.3.2.90). If the non-AP STA has user credentials that allow it to use a particular network, the non-AP STA can use its credentials to authenti​cate to the SSPN through the IEEE 802.11 infrastructure. If a mesh STA has access to authenticated emergency services, another mesh STA can request access to emergency services through this mesh STA by sending a Mesh Peering Open frame that includes the Interworking Element, with ESR bit set to 1 and UESA bit set to 0, and the AMPE element (see 7.3.2.115). If the mesh STA has user credentials that allow the accessing mesh STA to use the mesh network, the mesh STA can use its credentials to authenti​cate with the accessing mesh peer. 
In an infrastructure BSS, Tto use an ES association, a STA lacking security credentials can associate to a BSS in which Emergency Ser​vices are accessible by including an Interworking Element with the UESA field set to 1 in a (Re)-association Request frame. An AP receiving this type of (Re)-association request recognizes this as a request for un-au​thenticated emergency access. The AP can look up the VLAN ID to use with a AAA server, or it can have an emergency services VLAN configured. The STA can either have, policies configured locally for quality of service parameters and network access restrictions, or it can look them up through external policy servers. If a mesh STA has access to un-authenticated emergency services, a mesh STA lacking security credentials can request access to emergency services through this mesh STA by sending a Mesh Peering Open frame, that includes the Interworking element, with ESR bit set to 1 and UESA bit set to 1, and the MPM element (see 7.3.2.100).
In an infrastructure BSS Wwhen an ES association is used, the IEEE 802.11 infrastructure should be designed to restrict access to emer​gency call users. Similarly, in an MBSS, when mesh peering to support emergency services is used, the mesh network should be designed to restrict access to emergency services only. Methods of such restriction are beyond the scope of IEEE 802.11, but can include an isolated VLAN for emergency services, filtering rules in the AP or network entity (e.g., router) in an external network to limit network access to only network elements involved in emergency calls, and per-session bandwidth control to place an upper limit on resource utilization.

Modify TG-s 5.0 as follow:

5.2.13.5.12 Emergency service support in mesh BSS 

Depending on regulations, an authenticated or an unauthenticated emergency service may be mandated over the mesh network. In this case the Beacon and Probe Response frames should inform whether a mesh STA supports an emergency service. This information helps a mesh STA to select which mesh STA to have peering with. When a mesh STA initiates a mesh peering, it indicates whether the peering is for emergency service, the mesh STA shall include the Interworking element with ESR bit set to 1 in the Mesh Peering Open frame. If the mesh peering is for emergency service, the mesh peering will proceed following the regulations. The mesh peering procedures for this case are beyond the scope of this standard.
	· Element IDs 

	Information element
	Element ID
	Total length of element in octets including the Type and Length octets
	Extensible

	…
	…
	…
	…

	Mesh Peering Management Error! Reference source not found.
	<ANA_31>
	5, 7, 9, 21, 23, or 25

4, 6,  8, 20, 22, or 24
	Yes

	…
	…
	…
	…


7.3.2.100 Mesh Peering Management element 

The Mesh Peering Management element is used to manage a mesh peering with a peer mesh STA. The for-mat of the Mesh Peering Management element is shown in Figure s18 (Mesh Peering Management element).
	Element ID
	Length
	Emergency 

Service

Identifier
	Local Link ID
	Peer Link ID (conditional)
	Reason Code (conditional)
	Chosen PMK (optional)

	Octets: 1
	1
	1
	2
	2
	2
	16

	Figure s18 Mesh Peering Management element


The Element ID is set to the value given in Table 7-26 (Element IDs) for this element. 

The Length field is set to the number of octets in the Mesh Peering Management element following the Length field itself. 


	B0
	B1
                B7

	EI
	Reserved

	Bits: 1
	7


· Emergency service Indicator (EI) bit (bit 0) defines when a mesh STA initiates or responds a mesh peering for an emergency service. If EI=1, the mesh peering is intended for an emergency service. If EI=0 the peering is intended for a normal peering.

. 

The Local Link ID field is the unsigned integer value generated by the local mesh STA to identify the mesh peering instance. This field is present for all three types of Mesh Peering Management elements. 

The conditional components of the Mesh Peering Management element are present depending on the Action field value of the frame in which the Mesh Peering Management element is conveyed. For Mesh Peering Open, neither of the conditional components is present; for Mesh Peering Confirm frames the Peer Link ID is present; and for Mesh Peering Close the Reason Code is present and the Peer Link ID is optionally present. 

The Peer Link ID field is the unsigned integer value generated by the peer mesh STA to identify the mesh peering instance. This field is not present for the Mesh Peering Open frame, is present for the Mesh Peering
Confirm frame, and is optionally present for the Mesh Peering Close frame. The presence or absence of the Peer Link ID in a Mesh Peering Close is inferred by the Length field. 

The Reason Code field enumerates reasons for sending a Mesh Peering Close. It is present for the Mesh Peering Close frame and is not present for Mesh Peering Open or Mesh Peering Confirm frames. The reason code is defined in 7.3.1.7 (Reason Code field). 

The Chosen PMK field is present when dot11MeshSecurityEnabled is true and indicates the PMK used to protect the Mesh Peering Management frame.
· Mesh Peering Open frame details

The Mesh Peering Open frame is used to open a mesh peering using the procedures defined in 11C.4 (Mesh peering management). The Mesh Peering Open frame is also, together with Mesh Peering Confirm and Mesh Peering Close Action frames, referred to as a Mesh Peering Management frame. The format of the Mesh Peering Open frame body is shown in Table s11 (Mesh Peering Open frame body).

	· Mesh Peering Open frame body 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action
	

	· 
	Capability
	

	· 
	Supported rates
	

	· 
	ERP Information
	The ERP Information element is present if ERP mesh STA detects NonERP STAs in its vicinity, and is optionally present otherwise.

	· 
	Extended Supported Rates
	The Extended Supported Rates element is present if there are more than eight supported rates, and is optionally present otherwise.

	· 
	Power Capability
	The Power Capability element is present if dot11SpectrumManagementRequired is true.

	· 
	Supported Channels
	The Supported Channels element is present if dot11SpectrumManagementRequired is true and dot11ExtendedChannelSwitchEnabled is false.

	· 
	RSN
	The RSN element is present only if dot11RSNAEnabled is true.

	· 
	Mesh ID
	

	· 
	Mesh Configuration 
	

	· 
	Mesh Peering Management
	

	· 
	HT Capabilities 
	The HT Capabilities element is present when dot11HighThroughputOptionImplemented is true.

	· 
	HT Operation
	The HT Operation element is included when dot11HighThroughputOptionImplemented is true.

	· 
	Extended Capabilities element
	The Extended Capabilities element is present if the dot112040BSSCoexistenceManagementSupport is true and is optionally present otherwise.

	· 
	20/40 BSS Coexistence element
	The 20/40 BSS Coexistence element is present when the dot112040BSSCoexistenceManagementSupport is true.

	· 
	Supported Regulatory Classes
	The Supported Regulatory Classes element is present if dot11ExtendedChannelSwitchEnabled is true.

	· 
	Interworking
	The Interworking element is present if dot11InterworkingServiceEnabled is true

	· 
	Vendor Specific
	One or more vendor-specific elements are optionally present. These elements follow all other elements except MIC element and Authenticated Mesh Peering Exchange element.

	· 
	MIC element
	MIC element is present when dot11MeshSecurityActivated is true.

	Last
	Authenticated Mesh Peering Exchange
	The Authenticated Mesh Peering Exchange element is present when dot11MeshSecurityActivated is true.


11C.2.6 Determination of the candidate peer mesh STA

……

The Mesh Formation Info field in the Mesh Configuration element and the ESC field and the UESA field in the Interworking element are available to assist mesh STAs in determining which neighbor mesh STAs to establish mesh peerings with. The details of the usage of this information are beyond the scope of this standard.
……

In Beacon and Probe Response frames, the Interworking element (see 7.3.2.89 (Interworking element)) indicates whether the mesh STA supports an emergency service. If the received Beacon and Probe Response from the candidate peer mesh STA indicates that emergency service is supported, a mesh STA that requires emergency service and has not established peering with the candidate peer mesh STA may initiate mesh peering for emergency service, regardless of the Accepting Additional Mesh Peerings subfield value.
11C.3.1 General 

When a mesh STA is establishing a mesh peering, it indicates whether the peering is for an emergency service or for a normal mesh peering The mesh peering procedures for the emergency cases are beyond the scope of this standard.
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