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FIA SG May 2010 Beijing Meeting Minutes

Relevant documents:

11-10/0442r1

Chair’s meeting slides

11-10/0583r04

FIA PAR & 5C (revisions according to process this week)

11-10/0615r0

Meeting minutes (this document)
Technical presentations:

11-10/0371r3
Fast Initial Authentication

11-10/0651r3
An example idea of FIA
Tuesday AM1 Session:

1. The Chair pro temp, Hiroshi Mano,
a. calls FIA SG meeting to order at 8.10AM
b. states his affiliation being ROOT Inc.
2. Approval of agenda

a. Chair presents agenda (11-10/0442r1)

b. Agenda accepted by unanimous consent.

3. Information on IEEE Bylaws on Patents and Standards

a. Chair shows and reads out slides #1 through #5 of IEEE Patent Policy including:

i. Highlights of the IEEE-SA Standards Board Bylaws on Patents in Standards

ii. Section 6.2 of IEEE-SA Standards Board Bylaws on Patents in Standards

iii. Other Guidelines for IEEE WG Meetings

b. Advise the WG attendees that: 

i. The IEEE’s patent policy is consistent with the ANSI patent policy and is described in Clause 6 of the IEEE-SA Standards Board Bylaws;

ii. Early identification of patent claims which may be essential for the use of standards under development is encouraged; 

iii. There may be Essential Patent Claims of which the IEEE is not aware. Additionally, neither the IEEE, the WG, nor the WG chair can ensure the accuracy or completeness of any assurance or whether any such assurance is, in fact, of a Patent Claim that is essential for the use of the standard under development

c. The chair provided an opportunity for participants to identify patent claim(s)/patent application claim(s) and/or the holder of patent claim(s)/patent application claim(s) that the participant believes may be essential for the use of that standard

i. There was no response indicating that any patent-related issues should be brought to the attention of the chair.

4. Review of FIA SG goal(s)

a. Chair reviews the goals of FIA SG, i.e. the creation of a PAR & 5C.

b. Technical goal: support (secure) fast initial authentication in IEEE 802 

5. Appointment of Secretary

a. Marc Emmelmann (TU Berlin) acts as recording secretary for this meeting.
6. Request to sign the attendance list being passed through the room; there are 14 people present.
7. Election of SG Chair

a. Hiroshi Mano (Root Inc.) candidates as Chair of FIA SG.

b. Being the only candidate, Hiroshi Mano is elected unanonimously by acclamation as Chair of FIA SG .

8. Timeline of FIA SG

a. Chair presents envisioned timeline of FIA SG, i.e. creation of first draft of PAR & 5C this meeting, getting WG approval, and having a final version (after feedback from other 802 groups) approved during the July meeting.

b. Jon Rosdahl (CSR) gives advice which deadlines have to be met in order to have the PAR & 5C on the next NesCom agenda

i. PAR & 5C has to be ready by June 11 (30 days before ExCom Meeting)

ii. Other working groups are required to provide feedback by Tuesday 5pm during the July session

iii. FIA SG has to respond to all comments by 5pm Wednesday

iv. As NESCOM meets after the July meeting, the earliest possible start date for the WG would be in November (next plenary). This should not affect the progress as work could already be started in September as a SG (i.e. giving technical presentations) and votes could be scheduled to the first official meeting as WG in November.

v. SG has to request extension during the next plenary.

9. Technical presentation of 11-10/583r0 FIA PAR & 5C (M. Emmelmann, TU Berlin)

a. Marc presents draft PAR to the group. Changes to the presented PAR as a result of the discussion are directly included in Rev01 which is uploaded to the document server after this session.

b. Discussion:

i. General comment Jon Rosdahl (CSR): Form of PAR & 5C has changed. Need to compare document to current version.

ii. Allan Thomson (CISCO): There is no need to explicitly state “secure” before “initial fast authentication”. Agreement in the group to remove “secure”

iii. Allan Thomson (CISCO): Current version restricts scope to infrastructure BSSs. Will this imply that the solution may not be used for other set-ups, e.g. mesh networks? ( primary application scenario is for infrastructure BSS usage but this does not imply that the solution can’t be used for other set-ups as well. ( Group agrees reduce scope and delete reference to iBSS.

iv. Discussion which “security mechanisms” the group has in mind.  Paul Lambert (Marvell) states that he personally thinks about using CCMP with a different authentication mechanisms. Agreement that the PAR should not include the technical solution (specific security mechanism).

v. Discussion if new FIA mechanism should replace the existing security mechanism of 802.11. Hiroshi Mano (ROOT Inc) states that the new mechanisms are a new option introducing changes but not eliminating existing security mechanisms.

vi. Discussion whether or not key management is part of FIA. Opinions vary, Allan Thomson (CISCO) believes that this is out of scope of FIA whereas Paul Lambert (Marvell) recognizes that a key management scheme has to exists in order to have an implementation. It is an open issue if FIA needs to specify key management schemes or can simply assume their existence.

c. Group requests presenter to upload revised version of document reflecting the changes and to request further feedback from the entire WG via the WG and SG e-mail reflector.

10. Recess at 10.05h

Wednesday PM1 Session (Joint session between TGu and FIA SG):

11. Stephen McCann (RIM) chairs the session and calls meeting to order at 13.33h.

12. Joint meeting minutes for this session will be taken by FIA Secretary M. Emmelmann (TU Berlin)
13. Request to sign the attendance list being passed through the room; there are 17 people present.
14. Chair outlines agenda for this session

a. Hiroshi M. (ROOT Inc.) will give presentation originally given to 802.11 WG during the closing plenary in March (11/10371r3)

b. Stephen will comment on this in order to identify possibilities to re-use TGu mechanisms in order to have a focused FIA PAR scope.

15. Technical presentation 11-10/371r3 (H. Mano, Root): Fast Initial Authentication

a. Allan: Not all messages shown in the flow on slide 11 are within the scope of 802.11. Also, the question comes up if FIA addresses all aspects (e.g. fast AP discovery) or only one subpart of the “big problem”. As the proposed work involves key management, who from the key management expert is involved to assure correctness of the security part.

b. Dan H. (Aruba networks): Are you aware that 11s is adding an authentication protocol which can do the job in 4 round trip times? Would the 11s key exchange requirement satisfy your needs. ( open, Stephen M. thinks it may be sufficient

c. Andrew M. (Cisco): The amount of performance improvement is very limited since within the scope of 802.11 is maybe only the reduction of 2-3 RTTs. How many of the security experts that developed .11 security have been consulted to assure that the proposed idea is feasible and save (e.g. review of approach used in proof of concept implementation). Andrew suggests to assure positive feedback from, e.g., Jesse Walker, Nancy Winget, Henry Ptasinski ( none of the quoted but, e.g., Paul Lambert is actively participating and has year-long experience in security.
d. Allan T (Cisco): Do you have an analysis given the entire time needed for all the steps needed in the entire process, how much can you improve if you optimize .11 aspects (all phases = secure authentication, key management, getting the IP address).

e. Dan H.: Go back to the early work of 11r where a discussion on “what is fast” and what phases are affected by packet loss took phase (11-04/377r1).
f. Allan T (Cisco): Which parts of 11u can be used to leverage the problem of achieving fast initial authentication ( presentation of Stephen

g. Stephen M. continues explaining some aspects of 11u

i. Stephen: 11u provides several mechanism from which “network discovery” could be within the scope of FIA

1. capabilities to discover which capabilities are offered by an AP before association / authentication

2. can discover HESSID (homogeneous ESSID) prior to association

h. Alan T. (Cisco): FIA should explicitly state that FIA is not about roaming but that each AP is treated anew.

i. Andrew M. (Cisco): What is in the PAR of FIA today is only a tiny part of the problem and unless FIA address all aspects, we risk .11 security

j. Dan H.: If 11r performance (<40-50ms) is o.k. within an ESS, why is this level of performance not o.k. for FIA?
k. Allan T.: In the context of .11, roaming does not include moving from one ESS to another.

l. Allan T.: Given the discussion, should the part not rather be “Having chosen an AP to associate and authenticate to, ….” ( Hiroshi, yes, this would be more precise

m. Andrew M.: Seeing this narrow scope, I do not see the need for this group as it can only optimize a few millisecond (or 2-3 RTTs) within a much longer period of time dominated by frame exchanges not within the scope of .11

16. Straw Poll:

a. Assuming that the FIA SG scope has already selected a suitable AP/Hotspot, and will only consider the optimization of the existing IEEE 802.11 authentication procedure: Do you think that the above scope is sufficient to justify the creation of a task group?

b. Discussion:

i. Roger D .: Obviously, the presentation has shown that there is a problem: If we turn off security, we are fine; if we turn security on, we are too slow. It is though an open question in which group optimization should be done.

c. Y: 5 N: 3 Not sure: 8

17. Presentation of FIA PAR & 5C (11-10/583r3)

a. PAR presented by M. Emmelmann (TU Berlin)

b. Discussion on each paragraph of the PAR. As a result of the discussion, each section was rephrased, if necessary, to accommodate the changes requested by the participants.

c. The new version of the PAR will be R4 uploaded to the document server after the session.

18. Adjourn at 15:30h

Thursday AM1 Session:

19. Chair calls meeting to order at 8:08h
20. Request to sign the attendance list being passed through the room; there are 12 people present.
21. Chair presents agenda for the day as shown in 11-10/650r1; there are no changes and the agenda is accepted by group

22. Request made by Allan T (Cisco) request to allocate times per agenda item in order to cover all of them.

23. Discussion on PAR & 5C
a. Marc Emmelmann (TU-Berlin) presents the 5C part contained in 11-10-583r4

b. As a result of the discussion, sections of the 5C part of the document are revised to accommodate opinions and change request.

c. Changes are directly incorporated in the document which will be uploaded on the server as Rev-5 after the session

d. Action items arising from the discussion:

i. Give further details on envisioned technical solution to demonstrate technical feasibility and

ii. Have (802.11) security experts comment on project to assure that there is a good general feeling that security is not broken with the concept in mind.
24. Teleconference schedule

a. Motion to approve the following schedule of Wednesday weekly teleconferences, starting dates Wednesday, 2nd June 2010, Start time 11am and alternative 11pm ET.
b. Moved, Seconed: Jon R., Paul L.
c. YNA: 9:0:1

25. Administrative business:

a. Joint meeting with TGu in July session
b. Discussion of expected timeline.

i. Expected approval of PAR shifted to July session. 

ii. Rest of timeline adjusted accordingly.
26. FIA SG adjourns at 10.03h
Thursday PM2 AdHoc Session:

27. Chair calls meeting to order at 16.08h

28. Request to sign the attendance list being passed through the room; there are 9 people present.
29. Agenda for the Ad-Hoc

a. Address remaining issues raised during last session, i.e.:

i. Give further details on envisioned technical solution to demonstrate technical feasibility and

ii. give (802.11) security experts the possibility to get into face-to-face discussion on envisaged solution

iii. this ad-hoc as well as the technical presentations have been announced via the 802.11 reflector requesting feedback.

b. Comments

i.  Ganesh V. (Intel): Adding something like “Project will not reduce the security by amending the PAR” should be sufficient.

ii. Marc E. (TU Berlin): Suggest to go through technical presentation first and jointly include requirements in PAR afterwards.
30. Technical presentation: 11-10/651r3 (H. Mano, Root):

a. Discussion:

i. Clarifications: 

1. Slide 4 show the state of the art, Slide 5 shows how FIA wants to do it, i.e. do everything in a single, two-way handshake.

ii. Marc E.: Please upload a revised version including the title of the paper showing and evaluating the robustness of a one-way handshake as compared 802.11i is shown.

iii. Marc E.: Does the audience feel that a detailed review by security experts of the feasibility implementation is necessary before starting the TG or would it be enough to add a statement to the PAR saying that security level of 11i or above is maintained and then do the review of actual proposals? ( Ganesh (Intel): Enough to add requirement to PAR.

31. Technical presentation: 11-10/653r1 (Hiroki N., Trans New. Technology)

a. Discussion

i. Ganesh: If you want to conduct work on picky backing higher layer information within two-way handshake, scope needs to be altered. Also, this concept needs a lot of more elaboration to the WG to have people understand what you are up to.

ii. Provide a MSC / example how this solution would actually work.

iii. Discussion shows that higher layer information should not piggy backed in the first (single) handshake as at this time lower layer (11i) security is not established. FIA should not. 

iv. Agreement that work should focus only on first initial authentication part without providing piggy backing for higher layer aspects. But add sentence to PAR regarding assurance that 11i security level is not reduced.

32. Discussion of PAR: 11-10/0583r5:

a. Added sentence to PAR regarding assurance of same security level(s) as provided by 11i.

33. Straw Poll:

a. Do you believe that the PAR and 5C contained in 11-10/583r5 meet the IEEE-SA guidelines and are you in favor to bring the following text as an individual motion in front to the 802.11 Working Group during the Friday closing plenary?:

i. Motion: 

1. Request that the PAR and 5C contained in 11-10/583r5 be posted to the IEEE 802 Executive Committee (EC) agenda for WG 802 preview and EC approval to submit to NesCom.

b. Yes: 7 No: 0 Abstain: 0

34. Adjourn at 18:03h.
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Abstract


Meeting minutes of the Fast Initial Authentication (FIA) Study Group (SG) for the Beijing May 2010 interim meeting (including the ad-hoc meeting of FIA conducted during Thursday PM2 slot). Attendance lists for the sessions are included in the annex of this document.
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