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Modify 3.s23 as indicated:
Self Protected Action frame: An Action frames 
· that is not eleigible for protection by the Robust Management frame service. The protection on each Self Protected Action frame is provided by the protocol that uses the frame.
Modify 5.2.13.5.3 as indicated:
· Mesh security

In an MBSS, mesh link security protocols are used to authenticate a pair of mesh STAs and to establish session keys between them. Mesh authentication protocols establish a shared, common pairwise master key (PMK) and authenticate a peer mesh STA. The mesh authenticated peering management protocol relies on the existence of the PMK between the two mesh STAs to establish an authenticated peering and derive session keys. The details of mesh security are described in 8.2A (Authentication using a pre-shared secret), 11C.4 (Authenticated Mesh Peering Exchange) and 11C.5 (Mesh Group Key Handshake).

Modify section 5.8.2.1a as indicated:
· AKM Operations with a Password or PSK

The following AKM operations are carried out when authentication is accomplished using a Password or PSK.

· A STA discovers the AP’s security policy through passively monitoring of Beacon frames or through active probing. After discovery the STA then performs SAE authentication using IEEE 802.11 Authentication frames with the AP (see Figure 5-11).

· Upon the successful conclusion of SAE both the STA and AP shall generate a PMK. The STA shall then associate with an AP and negotiate security policy. The AKM confirmed in the Associate Request and Response must be the AKM of SAE or Fast BSS Transition.

· The PMK generated by SAE shall be used in a 4-Way Handshake using EAPOL-Key frames, just as with IEEE 802.1X authentication when an AS is present. See Figure 5-13.

· The GTK and GTK sequence number shall be sent from the Authenticator to the Supplicant just as in the AS case. See Figure 5-13 and Figure 5-14.

Modify section 5.8.2.2 as indicated:
· Alternate Operations with PSK

Change the first paragraph in 5.8.2.2 as shown:

The following AKM operations are represent an alternate operation of using a PSK. This operation has security vulnerabilities when used with a low-entropy key and should be used only after taking that into account. When this operation is carried out when the PMK is a PSK.

Modify table 7-26 in section 7.3.2 accordingly:
	· Element IDs 

	Information element
	Element ID
	Total length of element in octets including the Type and Length octets
	Extensible

	Mesh Configuration (see 7.3.2.95)
	· 
	10
	Yes

	Mesh ID (see 7.3.2.96)
	· 
	2 to 34
	

	Mesh Link Metric Report (see 7.3.2.97)
	· 
	3 to 257
	

	Congestion Notification (see 7.3.2.98) 
	· 
	10
	Yes

	Mesh Peering Management (see 7.3.2.99)
	· 
	8, 10,  12, 24, 26, 28
	Yes

	Mesh Channel Switch Announcement (see 7.3.2.100)
	· 
	9
	Yes

	Mesh Awake Window (see 7.3.2.101)
	· 
	4
	Yes

	Beacon Timing (see 7.3.2.102)
	· 
	7 to 257
	

	MCCAOP Setup Request (see 7.3.2.103)
	· 
	7
	Yes

	MCCAOP Setup Reply (see 7.3.2.104)
	· 
	4 or 8
	Yes

	MCCAOP Advertisements (see 7.3.2.105)
	· 
	6 to 257
	Yes

	MCCAOP Reservation Teardown (see 7.3.2.106)
	· 
	3 or 9
	Yes

	Portal Announcement (PANN) (see 7.3.2.107)
	· 
	17
	Yes

	Root Announcement (RANN) (see 7.3.2.108) 
	· 
	23
	Yes

	Path Request (PREQ) (see 7.3.2.109)
	· 
	39 to 254
	

	Path Reply (PREP) (see 7.3.2.110)
	· 
	33 or 39
	

	Path Error (PERR) (see 7.3.2.111)
	· 
	17 to 254
	

	Proxy Update (PXU) (see 7.3.2.112)
	· 
	17 to 257
	

	Proxy Update Confirmation (PXUC) (see 7.3.2.113)
	· 
	10
	Yes

	Authenticated Mesh Peering Exchange (see 7.3.2.114)
	· 
	86 to 257
	

	MIC (see 7.3.2.115)
	· 
	18
	


Modify 8.1.3 as indicated:
· RSNA Establishment

Change the contents of item b) and c) in 8.1.3 as shown:

· following text is based on the amendment by TGw

· If an RSNA is based on a PSK or password in an ESS, the STA’s SME establishes an RSNA as follows:

· It identifies the AP as RSNA-capable from the AP’s Beacon or Probe Response frames.

· If the RSNA-capable peer supports SAE authentication the STA shall invoke SAE authentication and establish a PMK. If the RSNA-capable peer does not support SAE but supports the alternate form of PSK (see 5.8.2.2) authentication it may It shall invoke Open System authentication and use the PSK as the PMK.

· It negotiates cipher suites during the association process, as described in 8.4.2 and 8.4.3.

· It establishes temporal keys by executing a key management algorithm, using the protocol defined by 8.5. It uses the PSK as the PMK.

· It protects the data link by programming the negotiated cipher suites and the established

·  temporal key into the MAC and then invoking protection.

· If the STAs negotiate Management Frame Protection, the STA programs the negotiated pairwise cipher suite and established TK, IGTK, and IPN.

· If an RSNA is based on a PSK or password in an IBSS, the STA’s SME executes the following sequence of procedures:

· It identifies the peer as RSNA-capable from the peer’s Beacon and Probe Response frames.

NOTE—STAs may respond to a data MPDU from an unrecognized STA by sending a Probe Request frame to find out whether the unrecognized STA is RSNA-capable.

· It If the RSNA-capable peer supports SAE authentication the STA shall invoke SAE authentication and establish a PMK. If the RSNA-capable peer does not support SAE but supports the alternate form of PSK authentication (see 5.8.2.2) it may optionally invoke Open System authentication and use a PSK as the PMK.

· Each STA uses the procedures in 8.5 to establish temporal keys and to negotiate cipher suites. It uses a PSK as the PMK. Note that two peers may follow this procedure simultaneously. See 8.4.9.

· It protects the data link by programming the negotiated cipher suites and the established temporal key and then invoking protection.


Modify section 8.4.7 as indicated:
· RSNA authentication in an IBSS

Change the eighth and ninth paragraphs in 8.4.7 as shown:

Password or PSK authentication may also be used in an IBSS. When a single password or PSK is shared among the IBSS STAs, the STA wishing to establish communication performs 802.11 authentication with SAE and, upon successful conclusion of SAE, sends a 4-Way Handshake Message 1 to the target STA(s). The targeted STA responds to Message 1 with Message 2 of the 4-Way Handshake and begins its 4-Way Handshake by sending Message 1 to the initiating STA. The two 4-Way Handshakes establish PTKSAs and GTKSAs to be used between the initiating STA and the targeted STA. PSK PMKIDs may also be used, enabling support for pairwise PSKs.PSK PMKIDs have security vulnerabilities when used with low-entropy keys and should be used only after taking this into account.
The model for security in an IBSS when using EAP-based authentication assumes using credentials that have been issued and preinstalled on the STAs within a common administrative domain, such as a single organization. is not general. In particular, it assumes the following:

Editor’s note: submission 11-10/0280r2 includes significant rewrite of this section and also renumbers it as 11C3.2. The text changed here is unaffected by 11-10/0280r2. Modify the 11C2.2.4 (or 11C3.2 if 11-10/0280r2 has been incorporated into the draft):
· Pre-processing Mesh Peering Management frames

Each mesh peering instance shall be identified by the mesh peering instance identifier. The MPM FSMs are identified by a set of data including localLinkID, peerLinkID, localMAC, and peerMAC. The AMPE FSMs are identified by the PMKName from the Mesh Peering Management element, in addition to the data set for mesh peering instance identifier. 

The mesh STA shall pre-process the incoming Mesh Peering Management frame. As the result, the mesh peering instance controller shall either discard the frame or pass it to the corresponding active mesh peering instance finite state machine for further processing.

If the Mesh Peering Protocol Identifier field in the Mesh Peering Management element indicates “Mesh Peering Management Protocol”, Mesh Peering Management element shall be pre-processed to identify the mesh peering instance. The Authenticated Mesh Peering element and MIC element, if present in the frame, shall be ignored.

The frame shall be silently discarded if the Mesh Peering Protocol Identifier field in the Mesh Peering Management element indicates “Authenticated Mesh Peering Exchange” and Authenticated Mesh Peering Exchange element or MIC element doesn’t exist in the frame.

If the frame contains a group address in TA or RA, it shall be silently discarded.

The instance identifier in the frame shall be processed next. The incoming Mesh Peering Management frame belongs to an active mesh peering instance, if the mesh peering identifier in the incoming frame matches an existing active mesh peering instance. To match a mesh peering instance,

· If a mesh peering instance is identified by MAC addresses and Link IDs by both mesh STAs

· The sender’s MAC address shall be the same as the peerMAC of the mesh peering instance

· The receiver’s MAC address shall be the same as the localMAC of the mesh peering instance

· The value of Local Link ID field shall be the same as the peerLinkID of the mesh peering instance

· The value of Peer Link ID field (if exists) shall be the same as the localLinkID of the mesh peering instance

· If the matching fails, and there exists a mesh peering instance that is identified by only the localMAC and localLinkID, the incoming Mesh Peering Open frame or Mesh Peering Close frame with no value set to Peer Link ID field shall match this mesh peering instance and the peerMAC and peerLinkID of the mesh peering instance are set accordingly.

If the incoming Mesh Peering Management frame is for AMPE (as specified in Mesh Peering Protocol Identifier field in the Mesh Peering Management element), the AMPE instance identifier shall be further processed. If the chosen PMK from the frame is different than the PMKName that identifies the valid Mesh PMKSA that the mesh STA establishes with the candidate peer mesh STA, the incoming frame is a mismatch.

If the received chosen PMK is a match, the mesh peering instance controller shall further examine the nonces in the frame.

· If the matched mesh peering instance by MAC addresses and Link IDs has also peerNonce, the incoming frame is a match if 

· The value of Local Nonce field is the same as the peerNonce of the mesh peering instance, and 

· The value of Peer Nonce field (if exists) is the same as the localNonce of the mesh peering instance

· If the matched mesh peering instance by MAC addresses and Link IDs does not have peerNonce, the incoming Mesh Peering Open frame or the Mesh Peering Close frame with no value set to Peer Nonce field shall match this mesh peering instance. The peerNonce of the mesh peering instance is set accordingly.

The mismatched Mesh Peering Confirm frame or Mesh Peering Close frame shall be silently discarded.

The mesh peering instance controller treats the mismatched incoming Mesh Peering Open frame as a request to establish a new mesh peering, or a new mesh peering and a Mesh TKSA if the frame is for AMPE. 

When the mesh STA has established a Mesh PMKSA with the candidate peer mesh STA, the mesh peering instance controller shall silently discard the Mesh Peering Open frame in the following two conditions:

· The Mesh Peering Open frame supports Mesh Peering Management protocol and the negotiated active authentication is SAE, or

· The Mesh Peering Open frame supports AMPE but the mesh STA does not support the Mesh PMKSA as identified by PMKName in the Chosen PMK field in Authenticated Mesh Peering Exchange element.

If the Mesh Peering Open frame is not discarded the mesh peering instance controller shall generate a new protocol finite state machine and actively reject or accept the mesh peering open request. A unique local link ID shall be generated for the mesh peering instance. If the mesh peering instance is to be established by Authenticated Mesh Peering Exchange, a random local nonce shall be generated for identifying the mesh peering instance as well.

The mesh peering open request may be rejected due to an internal reason. If the mesh peering open request is rejected, the REQ_RJCT event shall be passed to the newly generated protocol finite state machine to actively reject the mesh peering open request.

NOTE— Example internal reasons to reject new mesh peering request could be the mesh STA has reached its capacity to set up more mesh peering, the mesh STA is configured to reject mesh peering request from another specific peer mesh STA.

When the mesh peering open request is accepted, the received Mesh Peering Open frame shall be passed to the newly generated mesh peering instance finite state machine to trigger further actions.
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