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Overview

This summarizes the discussion on a proposal for prioritization of management frames.
Advertisement of TGae Policy

· Assume that we are solving “management frames”

· The AP advertises management frame prioritization (11ae capability and the policy for management frames for the BSS).

· Applies to associated STAs. Unassociated STAs.

· Policy should communicate the exceptions on type of the default.

· Frame Type Field

· Action Type Field

· Priority for Frame

· Only list the ones that are not default. How many frames are non-default?

· If the list gets too long, we need to group management frames (consider grouping or compressing the list – could use a range of frames). Management frames are grouped into categorized according to their application: 

· Location, 

· Diagnostics and Events, 

· Network Control, 

· GAS

· Vendor Specific

· Should be able to 

· A new information element called Management Frame Policy advertises management frame prioritization policy. For example, Location Management frames are assigned an access class as Best Effort.The presence of this new IE indicates the Management Frame prioritization is enabled. It is advertised in Beacon and Probe Response frames.

	
	Information Element 
	Length
	Management Frame Policy Info
	Number of Management Frame Policies
	Management Prioritization Policy  1 
	Management Prioritization Policy  2
	…
	Management Prioritization Policy   N

	Octets:
	1
	1
	1
	1
	TBD
	TBD
	
	TBD


Figure 1: Management Frame Policy information element format

	
	Frame Type
	Action Type
	Priority

	Octets:
	1
	1
	1


Figure 1: Management Prioritization Policy Sub-element
· Management Frame Policy Info field is a placeholder at this point.

· Number of Managment frame Policies indicates the number of policies.

· Management Prioritization Policy defines the prioritization policy for a single frame or a group of frames. 
· The Frame Type field indicates the frame type or a range of types.

· The Action Type field indicates the Action Type (if defined), or a range of action types.

· The Priority is assigned as an AC (BE, BK, VI, VO) – could use bitmask or integer
· The Management Prioritization Policy includes the following unicast data frames :

· TDLS encapsulated data frames.
ACTION: Mike. Talk to Menzo to understand what access rules are used for TDLS encapsulated data frames. Setup Request and Response frames go at lowest AC.
· An 11ae capable STA shall associate in 11ae mode to an 11ae capable AP.

· An 11ae capable STA shall associate in legacy mode to a non 11ae capable AP.

· A non-11ae capable STA shall associate in legacy mode to an 11ae capable AP.

· An 11ae capable STA shall adhere to the policy advertised by the 11ae capable AP.

· The 11ae capable AP may drop all frames received from an associated 11ae capable STA that do not match the Management Frame Priority Policy for that frame. If possible, the AP shall return a status code in the response (if a response is required) indicating that the management frame does not adhere to the policy (AP to STA; is it STA to AP).

· If an 11ae STA receives a frame at a specific priority. It will respond using the same priority.

· Disassociating the STA as a result of use of wrong priority frames would be beyond the scope of the standard.

· For frames that can be transmitted as unicast or multicast, are there separate priority policies for these types of frames?

· Wildcard BSSID (broadcast)

· Wildcard SSID - these cases would be treated by a default policy. 

NOTE: Do we want to have a mechanism that communicates this policy using GAS frames?

· Define a new bit in the extended capabilities IE for a STA to indicate that it supports management frame priority.

· If a STA does not advertised management frame priority, an AP shall not transmit an individual management frame priority update to the STA.

· An AP may choose to deny association to and STA that does not indicate support for management frame priority in the association request. This behaviour it out of the scope of the standard.
· Provide the ability for a STA or AP to request a change to prioritization policy through an Action Frame exchange (piggyback on ADDTS or new frame?)

· AP would have to approve STA request

· AP could send an unsolicited request to an individual STA

· The AP’s response to the STA’s request must be honoured. 

· The AP and STA must maintain the state of the policy while it is enabled.

· The AP or STA can cancel the prioritization policy.
· For BSS-Transition, a STA would adopt the target AP policy after it associates.
· Before association, the STA treat the policy for the target AP as an “unassociated” policy.

· The STA should adopt the policy of the AP it is communicating with.

· The STA could adopt the policy after the Join MLME completes. (need to confirm where “join” takes place in the connection sequence).

· When a STA disassociates or deauthenticates from the AP, it reverts to the default priority policy.
· Policies could be defined for protected dual action frames.

Unassociated behaviour

· A STA uses GAS or Probe Requests should respect the AP policy

· In an ESS, all priority policy is likely to be the same. In an OBSS, the priority policy will likely not be the same.

· We could assign default channel access policies for the pre-associated state.

· We need to understand unfairness.
· If an AE STA station associates to a non-AE AP, it shall follow the pre-AE policy, AC-VO.
Frame Format
· Options:

A. Use encapsulated data frames for prioritized management frames 
1. It can’t be used pre-association.
2. Encapsulated data frames restrict changes to the IEEE 802.11 SME layer.

3. Proposals solicited for use of encapsulated data frames.

B. Use a new Management Subtype – Some devices may require a hardware upgrade.

1. Use a new frame type

· It’s a completely new frame.

· We would have to map all management frames to this new frame type.

· Security is not defined for this frame type.

· We would likely have to make many changes to IEEE 802.11 to define this frame type.

2. Use a new management frame subtype

· Most natural remapping of action management frames.

· May be complex for remapping of other management frames.

· There are use cases that require more than action frames.

· No Management Frame subtypes left. (11p took one and 11s the last).

3. Use a subtype of the last management frame subtype.

· Type management with subtype 1111

· Requires nesting of layers of encapsulation seems deep.

4. Reuse another existing management frame subtype

5. Steal some bits from existing management frame definition.

· Can we use some of To-DS, From-DS, Order from FCS?
C. Use existing management frames with implicit priority as advertised or defined by TGae.

· The policy could be evaluated by testing, in the same way that EDCA could be verified.
· Today, management frames are communicated at AC-VO. If a non-compliant STA uses incorrect access rules, 

· Sequence numbers would have to be assigned based on the correct AC. The replay detection would have to be inferred. Some enforcement could be done based on the use of sequence numbers.
· This solution would force the receiving STA to look into the payload to determine the Action Frame category. Do we need explicit priority information for CCMP Nonce generation on the RX side? Could we drop the priority field in the Nonce calculation for TGae management frames?
· Is explicit priority required for anything else?

· This would work for management frames transmitted by unassociated STAs.

· This may be the better choice for legacy upgrade options.

· Would this work in an HCCA environment?

· How many access levels do we need? How many bits do we need to communicate priority in the frames themselves?

· Do we really need 4 bits?

· Do we only use two priorities?

· Do we need the rest of the QoS Control field?

· Multiple access levels but 0 bits of communication in some possible solution.

· Do we want to allow Aggregation of Management frames? 

· A-MSDU and/or A-MPDU?

· A-MSDU does not make sense.

· A-MPDU’s might make sense.

· Do we consider mixing data and management frames in the aggregation? May be affected by the queuing rules.
· Do we consider aggregating management frames only?

· Management frame should be included in A-MSDU’s or A-MPDU’s.

· Management frames use a separate replay counter for encryption.

· Broadcast frames use a separate key.

· No aggregation for group-addressed frames.

· Queuing for Management frames

· Do Management frames use separate queues or the same queue as data?

7.2.3.13 Prioritized Managment frame format

The frame format of a management frame with subtype Prioritized Action is shown in Table 7-19a. 

Table 7-19a Prioritized Action frame format
The frame body of a Prioritized Action frame is given in Table 7-19b.

Table 7-19a Prioritized Action frame body

	Order
	Information

	1
	Action

	Last
	One or more vendor-specific information elements may appear in this frame.

This information element follows all other information elements.


· How do we communicate QoS?

Table 7-4—QoS Control field

	Applicable frame

(sub) types
	Bits

0–3
	Bit 4
	Bits 5-6
	Bit 7
	Bits 8–15

	QoS (+)CF-Poll frames sent by

HC
	TID
	EOSP
	Ack Policy
	Reserved
	TXOP Limit

	QoS Data, QoS Null, and QoS

Data+CF-Ack and Prioritized Action frames frames sent by HC
	TID
	EOSP
	Ack Policy
	Reserved
	AP PS Buffer State

	QoS data frames and Prioritized Action frames sent by non-AP

STAs 
	TID
	0
	Ack Policy
	Reserved
	TXOP Duration Requested

	
	TID
	1
	Ack Policy
	Reserved
	Queue Size


Default Behaviour
· The default priority for all management frames is AC_VO.
· No changes to the TGae draft.
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