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Overview

This summarizes the discussion on a proposal for prioritization of management frames.
Advertisement of TGae Policy

· Assume that we are solving “management frames”

· The AP advertises management frame prioritization (11ae capability and the policy for management frames for the BSS).

· Applies to associated STAs. Unassociated STAs.

· Policy should communicate the exceptions on type of the default.

· Frame Type Field

· Action Type Field

· Priority for Frame

· Only list the ones that are not default. How many frames are non-default?

· If the list gets too long, we need to group management frames (consider grouping or compressing the list – could use a range of frames). Management frames are grouped into categorized according to their application: 

· Location, 

· Diagnostics and Events, 

· Network Control, 

· GAS

· Vendor Specific

· Should be able to 

· A new information element called Management Frame Policy advertises management frame prioritization policy. For example, Location Management frames are assigned an access class as Best Effort.The presence of this new IE indicates the Management Frame prioritization is enabled. It is advertised in Beacon and Probe Response frames.

	
	Information Element 
	Length
	Management Frame Policy Info
	Number of Management Frame Policies
	Management Prioritization Policy  1 
	Management Prioritization Policy  2
	…
	Management Prioritization Policy   N

	Octets:
	1
	1
	1
	1
	TBD
	TBD
	
	TBD


Figure 1: Management Frame Policy information element format

	
	Frame Type
	Action Type
	Priority

	Octets:
	1
	1
	1


Figure 1: Management Prioritization Policy Sub-element
· Management Frame Policy Info field is a placeholder at this point.

· Number of Managment frame Policies indicates the number of policies.

· Management Prioritization Policy defines the prioritization policy for a single frame or a group of frames. 
· The Frame Type field indicates the frame type or a range of types.

· The Action Type field indicates the Action Type (if defined), or a range of action types.

· The Priority is assigned as an AC (BE, BK, VI, VO) – could use bitmask or integer
· The Management Prioritization Policy includes the following unicast data frames :

· TDLS encapsulated data frames.
ACTION: Mike. Talk to Menzo to understand what access rules are used for TDLS encapsulated data frames. Setup Request and Response frames go at lowest AC.
· An 11ae capable STA shall associate in 11ae mode to an 11ae capable AP.

· An 11ae capable STA shall associate in legacy mode to a non 11ae capable AP.

· A non-11ae capable STA shall associate in legacy mode to an 11ae capable AP.

· An 11ae capable STA shall adhere to the policy advertised by the 11ae capable AP.

· The 11ae capable AP may drop all frames received from an associated 11ae capable STA that do not match the Management Frame Priority Policy for that frame. If possible, the AP shall return a status code in the response (if a response is required) indicating that the management frame does not adhere to the policy (AP to STA; is it STA to AP).

· If an 11ae STA receives a frame at a specific priority. It will respond using the same priority.

· Disassociating the STA as a result of use of wrong priority frames would be beyond the scope of the standard.

· For frames that can be transmitted as unicast or multicast, are there separate priority policies for these types of frames?

· Wildcard BSSID (broadcast)

· Wildcard SSID - these cases would be treated by a default policy. 

NOTE: Do we want to have a mechanism that communicates this policy using GAS frames?

· Define a new bit in the extended capabilities IE for a STA to indicate that it supports management frame priority.

· If a STA does not advertised management frame priority, an AP shall not transmit an individual management frame priority update to the STA.

· An AP may choose to deny association to and STA that does not indicate support for management frame priority in the association request. This behaviour it out of the scope of the standard.
· Provide the ability for a STA or AP to request a change to prioritization policy through an Action Frame exchange (piggyback on ADDTS or new frame?)

· AP would have to approve STA request

· AP could send an unsolicited request to an individual STA

· The AP’s response to the STA’s request must be honoured. 

· The AP and STA must maintain the state of the policy while it is enabled.

· The AP or STA can cancel the prioritization policy.
· For BSS-Transition, a STA would adopt the target AP policy after it associates.
· Before association, the STA treat the policy for the target AP as an “unassociated” policy.

· The STA should adopt the policy of the AP it is communicating with.

· The STA could adopt the policy after the Join MLME completes. (need to confirm where “join” takes place in the connection sequence).

· When a STA disassociates or deauthenticates from the AP, it reverts to the default priority policy.
· Policies could be defined for protected dual action frames.

Unassociated behaviour

· A STA uses GAS or Probe Requests should respect the AP policy

· In an ESS, all priority policy is likely to be the same. In an OBSS, the priority policy will likely not be the same.

· We could assign default channel access policies for the pre-associated state.

· We need to understand unfairness.
· If an AE STA station associates to a non-AE AP, it shall follow the pre-AE policy, AC-VO.
Frame Format
· Options:

· Use encapsulated data frames for Public Action Frames

· Use a new Management Subtype

· How do we communicate QoS?

Default Behaviour
· The default priority for all management frames is AC_VO.
· No changes to the TGae draft.
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