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Resolved Comments of TGs Letter Ballot LB 159:
Accept: CID 2211

Counter: CIDs 2210, 2212, 2236, 2237

Reject: CID 2744

All changes based on IEEE 802.11s draft standard D4.01. In some places, the numbering has to be adapted to the changes.
Instruction to Editor: Change Table 7-22 “Reason codes” in clause 7.3.1.7 “Reason Code field” of the IEEE 802.11s draft standard as indicated by the winword change marks below:

· Reason Code field

Insert the following rows into Table 7-22 (Reason codes) and change the last row (Reserved) as shown.

	· Reason codes 

	Reason code
	Meaning

	· 
	“MESH-PEERING-CANCELLED”. SME cancels the mesh peering instance with the reason other than reaching the maximum number of peer mesh STAs

	· 
	“MESH-MAX-PEERS”. The mesh STA has reached the supported maximum number of peer mesh STAs

	· 
	“MESH-CONFIGURATION-POLICY-VIOLATION”. The received information violates the Mesh Configuration policy configured in the mesh STA profile

	· 
	“MESH-CLOSE-RCVD”. The mesh STA has received a Mesh Peering Close message requesting to close the mesh peering.

	· 
	“MESH-MAX-RETRIES”. The mesh STA has re-sent dot11MeshMaxRetries Mesh Peering Open messages, without receiving a Mesh Peering Confirm message.

	· 
	“MESH-CONFIRM-TIMEOUT”. The confirmTimer for the mesh peering instance times out.

	· 
	“MESH-INVALID-GTK”. The mesh STA fails to unwrap the GTK or the values in the wrapped contents do not match

	· 
	“MESH-INCONSISTENT-PARAMETERS”. The mesh STA receives inconsistent information about the mesh parameters between Mesh Peering Management frames

	· 
	“MESH-INVALID-SECURITY-CAPABILITY”. The mesh STA fails the Authenticated Mesh Peering Exchange because due to failure in selecting either the pairwise ciphersuite or group ciphersuite

	· 
	“MESH-PATH-ERROR-UNSPECIFIED”. The mesh STA sends PERR with no specific reason for the unreachable destination contained in the PERR.

	· 
	“MESH-PATH-ERROR-NO-FORWARDING-INFORMATION”. The mesh STA does not have forwarding information for this destination.

	· 
	“MESH-PATH-ERROR-DESTINATION-UNREACHABLE”. The mesh STA determines that the link to the next hop of an active path in its forwarding information is no longer usable.

	· 
	“MAC-ADDRESS-ALREADY-EXISTS-IN-MBSS”. The Deauthentication frame was sent because the MAC address of the STA already exists in the mesh BSS. See 11.3.3 (Additional Mechanisms for an AP collocated with one or more mesh STA(s)).

	<ANA 15> +1 40-65535
	Reserved


· The Mesh reason codes need to be allocated before sponsor ballot by ANA.

Instruction to Editor: Change Table 7-26 “Element IDs” in clause 7.3.2 “Information elements” of the IEEE 802.11s draft standard as indicated by the winword change marks below:

· Information elements

Insert the following rows (ignoring the header row and footer note) in Table 7-26 (Element IDs)—Element IDs in the correct position to preserve ordering by the “Element ID” column and update the “Reserved” range of codes appropriately.

	· Element IDs 

	Information element
	Element ID
	Total length of element in octets including the Type and Length octets
	Extensible

	Mesh Configuration (see 7.3.2.95)
	· 
	10
	Yes

	Mesh ID (see 7.3.2.96)
	· 
	2 to 34
	

	Mesh Link Metric Report (see 7.3.2.97)
	· 
	3 to 257
	

	Congestion Notification (see 7.3.2.98) 
	· 
	10
	Yes

	Mesh Peering Management (see 7.3.2.99)
	· 
	8, 10, or 12
	Yes

	Mesh Channel Switch Announcement (see 7.3.2.100)
	· 
	9
	Yes

	Mesh Awake Window (see 7.3.2.101)
	· 
	4
	Yes

	Beacon Timing (see 7.3.2.102)
	· 
	7 to 257
	

	MCCAOP Setup Request (see 7.3.2.103)
	· 
	7
	Yes

	MCCAOP Setup Reply (see 7.3.2.104)
	· 
	4 or 8
	Yes

	MCCAOP Advertisements (see 7.3.2.105)
	· 
	6 to 257
	Yes

	MCCAOP Reservation Teardown (see 7.3.2.106)
	· 
	3 or 9
	Yes

	Portal Announcement (PANN) (see 7.3.2.107)
	· 
	17
	Yes

	Root Announcement (RANN) (see 7.3.2.108) 
	· 
	23
	Yes

	Path Request (PREQ) (see 7.3.2.109)
	· 
	39 to 254
	

	Path Reply (PREP) (see 7.3.2.110)
	· 
	33 or 39
	

	Path Error (PERR) (see 7.3.2.111)
	· 
	17 to 251
	

	Proxy Update (PXU) (see 7.3.2.112)
	· 
	17 to 257
	

	Proxy Update Confirmation (PXUC) (see 7.3.2.113)
	· 
	10
	Yes

	Authenticated Mesh Peering Exchange (see 7.3.2.114)
	· 
	86 to 257
	

	MIC (see 7.3.2.115)
	· 
	18
	


· Element ID for these elements needs to be allocated before sponsor ballot by ANA.

Instruction to Editor: Change clause 7.3.2.111 “PERR element” of the IEEE 802.11s draft standard as indicated by the winword change marks below:

· PERR element

The Path Error (PERR) element is used for announcing an unreachable destination.

The format of the PERR element is shown in Figure s41 (Path Error element).

	Element ID
	Length
	TTL
	Number of Destinations N
	Flags #1
	Destination Address #1
	HWMP Sequence 
Number

#1
	Destination External Address #1
	Reason Code #1
	...

	Octets: 1
	1
	1
	1
	1
	6
	4
	0 or 6
	2
	

	· Path Error element


The Element ID is set to the value given in Table 7-26 (Element IDs) for this element. The length is variable and set to (2 + 13 * Number of Destinations) or to (2 + 19 * Number of Destinations) octets.

The TTL (Time To Live) field is coded as an unsigned integer and indicates the remaining number of hops allowed for this element.

The Number of Destinations N field is coded as an unsigned integer and indicates the number of announced destinations in PERR (Destination Address, HWMP Sequence Number, and Reason Code). The maximum value of N is 19
.
The Flags field is shown in Figure s42 (PERR Flags field format).

	B0

	B1
	B2
B5
	B6
	
B7

	Reserved
	RC
	Reserved
	AE
	Reserved

	Bits:1
	1
	4
	1
	1

	· PERR Flags field format


Bit 0: Reserved (set to 0).
Bit 1 (RC):The RC subfield indicates the validity of the Reason Code field. It is set to 1 if the Reason Code field is valid, and set to 0 otherwise. When the RC subfield is 0, the Reason Code field is reserved.

Bit 2-5: Reserved (set to 0).

Bit 6 (AE): Address Extension (1 = destination external address is present, 0 = otherwise)
Bit 7: Reserved (set to 0).

The Destination Address field is represented as a 48-bit MAC address and indicates the detected unreachable destination MAC address.

The HWMP Sequence Number field is coded as an unsigned integer and indicates the HWMP sequence number of invalidated destination. The HWMP Sequence Number field is reserved when the USN subfield is 1.

The Destination External Address field is set to the external address, on behalf of which the PERR is sent. This field is present only if Bit 6 (AE) in Flags = 1 and is represented as a 48 bit MAC address.
The Reason Code field specifies the reason for sending a PERR element. The Reason Code is defined in 7.3.1.7 (Reason Code field).

The detailed usage of the PERR element is described in 11C.10.8 (Path Error (PERR)).

Instruction to Editor: Change clause 11C.10.4 “Addressing of Mesh Path Selection Action frame” of the IEEE 802.11s draft standard as indicated by the winword change marks below:

· Addressing of Mesh Path Selection Action frame

All HWMP elements are sent in a Mesh Path Selection Action frame (see 7.4.16 (Mesh Path Selection Action frame details)). The RANN element may also be sent in a Beacon frame. “Cases” refer to the different conditions that trigger the transmission of a Mesh Path Selection Action frame. PREQ cases are specified in 11C.10.6.3 (Conditions for generating and sending a PREQ). PREP conditions are specified in 11C.10.7.3 (Conditions for generating and sending a PREP). PERR cases are specified in 11C.10.8.3 (Conditions for generating and sending a PERR). RANN cases are specified in 11C.10.9.3 (Conditions for generating and sending a RANN).

· PREQ Case A, Case B (if previous PREQ received was group addressed), Case C, and Case E (if previous PREQ received was group addressed):

· Address 1: Group address

· Address 2: Address of the mesh STA sending the PREQ

· Address 3: Same as Address 2

· PREQ Case B (if previous PREQ received was individually addressed), Case E (if previous PREQ received was individually addressed):

· Address 1: Next hop MAC address to the Mesh STA identified as the Target MAC address in the PREQ element

· Address 2: Address of the mesh STA sending the PREQ

· Address 3: Same as Address 2

· PREQ Case D:

· Address 1: Address 2 of the frame containing the RANN element that triggered the PREQ

· Address 2: Address of the mesh STA sending the PREQ

· Address 3: Same as Address 2

· PREP Case A, Case C, Case D:

· Address 1: Address of the next hop to the Originator Mesh STA Address in the PREQ that triggered the PREP

· Address 2: Address of the mesh STA sending the PREP

· Address 3: Same as Address 2

· PREP Case B:

· Address 1: Address of the next hop to the Originator Mesh STA Address in the PREP that triggered the PREP

· Address 2: Address of the mesh STA sending the PREP

· Address 3: Same as Address 2

NOTE—Address 1 can only be identical to the “Originator Mesh STA Address” in the PREP element, if Address 2 is the last hop to the originator.

· PERR Case A (individually addressed):

· Address 1: Address of each one of the precursors for which the active forwarding information has been invalidated (see Case A, 11C.10.8.3 (Conditions for generating and sending a PERR))

· Address 2: Address of the mesh STA sending the PERR

· Address 3: Same as Address 2

· PERR Case B (individually addressed):

· Address 1: Address of the transmitter of the frame that triggered the PERR (see Case B, 11C.10.8.3 (Conditions for generating and sending a PERR))

· Address 2: Address of the mesh STA sending the PERR

· Address 3: Same as Address 2

· PERR Case C (individually addressed):

· Address 1: Address of each one of the neighbor peer mesh STAs

· Address 2: Address of the mesh STA sending the PERR

· Address 3: Same as Address 2

· PERR Case D (individually addressed):

· Address 1: Address of each one of the precursors for which the active forwarding information has been invalidated (see 11C.10.8.4.3 (Effect of receipt))

· Address 2: Address of the mesh STA sending the PERR

· Address 3: Same as Address 2

· PERR all cases (group addressed):

· Address 1: group address

· Address 2: Address of the mesh STA sending the PERR

· Address 3: Same as Address 2

· RANN:

· Address 1: group address

· Address 2: Address of the mesh STA sending the RANN

· Address 3: Same as Address 2

Multiple HWMP elements may be sent in the same Mesh Path Selection Action frame if they share the same intended Address 1.

Instruction to Editor: Change clause 11C.10.8.3 “Conditions for generating and sending a PERR” of the IEEE 802.11s draft standard as indicated by the winword change marks below:

· Conditions for generating and sending a PERR

A mesh STA shall send out a PERR element in a Mesh Path Selection frame, as defined in 7.4.16.2 (

HWMP Mesh Path Selection frame format), in the following cases:

Case A: Original transmission (next hop is unusable)
The mesh STA has not sent a PERR element less than dot11MeshHWMPperrMinInterval TUs ago and the following applies:

· The mesh STA determines that the link to the next hop of an active path in its forwarding information is no longer usable.

NOTE—The detection might be triggered by the fact that a mesh STA is unable to forward an MSDU/MMPDU to a next hop mesh STA.

· 
· 
The HWMP sequence number in the forwarding information of all unreachable destinations announced in this PERR is incremented by 1. The forwarding information for each unreachable destination announced in this PERR is invalidated.
The contents of a PERR element in Case A shall be as shown in Table s60 (Contents of a PERR element in Case A).

	· Contents of a PERR element in Case A 

	Field
	Value

	ID
	Value given in Table 7-26 (Element IDs) for the PERR element

	Length
	2 + N * 13

	TTL
	The maximum number of hops the element can be propagated before being discarded.

	Number of Destinations
	Number of announced unreachable destinations in the PERR.

	Flags #1
	Bit 0
: Reserved
Bit 1(RC): 1
Bit 2-5: Reserved
Bit 6 (AE): 0
Bit 7: Reserved

	Destination Address #1
	MAC address of unreachable destination #1

	HWMP Sequence Number #1
	HWMP sequence number for Destination Address #1 from the forwarding information after above increment.

	Reason Code #1
	“MESH-PATH-ERROR-DESTINATION-UNREACHABLE”  (see 7.3.1.7 (Reason Code field)).

	...
	...


Case B: Original transmission (missing forwarding information)

The mesh STA has not sent a PERR element less than dot11MeshHWMPperrMinInterval TUs ago and one of the following applies:

· The
 mesh STA receives an individually addressed frame with a destination address not matching its own MAC address for which it has no forwarding information.

· The mesh STA receives an individually addressed frame with a destination address not matching its own MAC address and dot11MeshForwarding is false.

The contents of a PERR element in Case B shall be as shown in Table s60 (Contents of a PERR element in Case A).

	· Contents of a PERR element in Case B 

	Field
	Value

	ID
	Value given in Table 7-26 (Element IDs) for the PERR element

	Length
	2 + N * 13

	TTL
	The maximum number of hops the element can be propagated before being discarded.

	Number of Destinations
	Number of announced destinations with missing forwarding information in the PERR.

	Flags #1
	Bit 0
: Reserved

Bit 1(RC): 1

Bit 2-5: Reserved

Bit 6 (AE): 0

Bit 7: Reserved

	Destination Address #1
	MAC address of destination with missing forwarding information #1. This is Address 3 of the received individually addressed frame.

	HWMP Sequence Number #1
	reserved (0)

	Reason Code #1
	“MESH-PATH-ERROR-NO-FORWARDING-INFORMATION” (see 7.3.1.7 (Reason Code field)).

	...
	...


Case C: Original transmission (proxy information is unusable)

The mesh STA has not sent a PERR element less than dot11MeshHWMPperrMinInterval TUs ago and the following applies:

· The mesh STA is a proxy mesh STA and determines that an active proxy information where the mesh STA is the proxy mesh STA is no longer usable.

The contents of a PERR element in Case B shall be as shown in Table s60 (Contents of a PERR element in Case A).

	· Contents of a PERR element in Case C 

	Field
	Value

	ID
	Value given in Table 7-26 (Element IDs) for the PERR element

	Length
	2 + N * 19

	TTL
	The maximum number of hops the element can be propagated before being discarded.

	Number of Destinations
	Number of announced unreachable external destinations in the PERR.

	Flags #1
	Bit 0: Reserved

Bit 1(RC): 0
Bit 2-5: Reserved

Bit 6 (AE): 1
Bit 7: Reserved

	Destination Address #1
	MAC address of proxy mesh STA #1 with unusable active proxy information

	HWMP Sequence Number #1
	Last used HWMP sequence number for Destination Address #1.

	Destination External Address #1
	External MAC address of the active proxy information that is not longer usable and for which the mesh STA is the proxy mesh STA.

	Reason Code #1
	Reserved

	...
	...


Case D: PERR propagation

The mesh STA has not sent a PERR element less than dot11MeshHWMPperrMinInterval TUs ago and all of the following applies: 

· The mesh STA received a PERR from a neighbor peer mesh STA.

· A destination in the PERR is the same as one of the destinations in the active forwarding information of the mesh STA where the next hop is the transmitter of the received PERR, and the forwarding information or the proxy information has been invalidated according to conditions in 11C.10.8.4.3 (Effect of receipt) case b), c) or d).

· 
· dot11MeshForwarding is true

· The TTL field in the received PERR element is greater than or equal to 1.

The contents of a PERR element in Case D shall be as shown in Table s61 (Contents of a PERR element in Case B).

	· Contents of a PERR element in Case D 

	Field
	Value

	ID
	Value given in Table 7-26 (Element IDs) for the PERR element

	Length
	if AE flag = 0: 2 + N * 13
if AE flag = 1: 2 + N * 19

	TTL
	TTL in received PERR element – 1

	Number of Destinations
	1 number of destinations in the PERR  received value
received number of destinations less the number of received destinations for which the transmitter of the PERR is not the next hop

	Flags #1
	As received





	Destination Address #1
	MAC address of unreachable destination #1, as received

	HWMP Sequence Number #1
	If Flags #1 bit 1 (RC) = 1 and Reason Code j#1 = “MESH-PATH-ERROR-NO-FORWARDING-INFORMATION” and received value = 0, then HWMP sequence number for Destination Address #1 from the forwarding information.
Otherwise, as received

	Destination External Address #1
	As received. This field is only present if Bit 6 of the Flags #1 field (AE flag) is 1.

	Reason Code #1
	As received



	...
	...


Instruction to Editor: Change clause 11C.10.8.4.2 “Acceptance criteria” of the IEEE 802.11s draft standard as indicated by the winword change marks below:

· Acceptance criteria

The PERR shall be accepted (and shall be processed as described in 11C.10.8.4.3 (Effect of receipt)) if the following applies:

· The mesh STA that receives the PERR has forwarding information stored where 

· the destination is contained in the list of unreachable destinations of the PERR and 

· the next hop is the transmitter of the received PERR

· 
· 
Otherwise, the PERR element shall be discarded.

Instruction to Editor: Change clause 11C.10.8.4.3 “Effect of receipt” of the IEEE 802.11s draft standard as indicated by the winword change marks below:

· Effect of receipt

The following applies only to a PERR element that was accepted according to the acceptance criteria in 11C.10.8.4.2 (Acceptance criteria).

· The mesh STA creates a list of unreachable destinations consisting of those destinations from the recieved PERR for which the next hop in the local active forwarding information is the transmitter of the PERR.

· If the RC bit is 1 and the Reason Code is “MESH-PATH-ERROR-NO-FORWARDING-INFORMATION” and the HWMP Sequence Number is 0, the receiving mesh STA increments the HWMP sequence number in the forwarding information of the listed unreachable destination by 1 and the forwarding information.
· If
 b) did not apply and the received HWMP sequence number for a listed unreachable destination is higher than the current HWMP sequence number in the forwarding information for that destination, the receiving mesh STA shall consider that destination unreachable and shall set the HWMP sequence number in the forwarding information to the HWMP sequence number received in the PERR and shall invalidate the forwarding information associated with this unreachable destination.

· 
· If the AE flag for a destination is 1, the receiving mesh STA shall consider the Destination External Address unreachable and shall invalidate the proxy information associated with this unreachable external destination (proxy mesh STA is the Destination Address of the PERR, external MAC address is the Destination External Address of the PERR).
· A PERR element is propagated according to the conditions defined in 11C.10.8.3 (Conditions for generating and sending a PERR) Case D “PERR propagation”.




Abstract


This submission is a proposal for normative text to resolve RFI comments related to Path Errors.
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