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Modify section 7.3.2.114 as indicated:

· Authenticated Mesh Peering Exchange element

The Authenticated Mesh Peering Exchange element includes information needed to perform the authentication sequence during an Authenticated Mesh Peering Exchange. This element is shown in Authenticated Mesh Peering Exchange element.

	Element ID
	Length
	Selected Pairwise Cipher Suite
	Local Nonce
	Peer Nonce
	Key Replay Counter
	GTKdata

	Octets: 1
	1
	4
	32
	32
	8
	variable

	· Authenticated Mesh Peering Exchange element


The Element ID is set to the value given in Error! Reference source not found. for this element.

The Length field is variable and indicates the number of octets in the information field (fields following the Element ID and Length fields). 

The Selected Pairwise Cipher Suite field contains a pairwise cipher suite selector, as defined in 7.3.2.25.1, indicating a cipher suite to be used to secure the link.

The Local Nonce field contains a nonce value chosen by the mesh STA that is sending the element. It is encoded following the conventions from 7.1.1.

The Peer Nonce field contains a nonce value that was chosen by the peer mesh STA or candidate peer mesh STA to which the element is being sent. It is encoded following the conventions from 7.1.1.

The Key Replay Counter field is optional. It is only used for the Mesh Group Key Inform frame (see 11C.5.3) and the Mesh Group Key Acknowledge frame (see 11C.5.4). It is represented as an unsigned binary number. 


The GTKdata field is optional. When present, it contains the bit string of {GTK || Key RSC || GTKExpirationTime} as the GTK data material. When present, the GTKdata field is protected by the exchange in which it is contained (see 11C.4 (Authenticated Mesh Peering Exchange)). The Key RSC denotes the last frame sequence number sent using the GTK and is specified in Table 8-4 of 8.5.2. GTKExpirationTime denotes the key lifetime of the GTK in seconds and the format is specified in Figure 8-30 of 8.5.2.

Modify section 11C.2.1 as indicated :

· Overview

The Mesh Peering Management framework supports all functions to establish, manage, and tear down peerings between mesh STAs. When dot11MeshSecurityActivated is true, a mesh STA shall manage Mesh peering and Mesh TKSA for each peer mesh STA.

MBSS peering management functions shall be invoked after a candidate peering mesh STA is discovered via Candidate peer mesh STA discovery procedure in Error! Reference source not found..

One of the following protocols shall be invoked to establish the mesh peering with the candidate peer mesh STA:

· The Mesh Peering Management (MPM) protocol that establishes and manages the mesh peering between candidate peer mesh STAs. When dot11MeshSecurityActivated is false, the mesh STA shall execute the MPM protocol to manage its mesh peerings with peer mesh STAs. See Error! Reference source not found. for MPM protocol details.

· The Authenticated Mesh Peering Exchange (AMPE) protocol that establishes and manages mesh peering and Mesh TKSA between candidate peer mesh STAs. When dot11MeshSecurityActivated is true, the mesh STA shall execute the AMPE protocol to manage its mesh peerings and the corresponding Mesh TKSAs with peer mesh STAs. See Error! Reference source not found. for AMPE handshake details.

The Authenticated Mesh Peering Exchange is inclusive of the Mesh Peering Management protocol but differs in that it has additional requirements on creation and processing of frames.

A mesh STA shall use a Mesh Peering Instance Controller (Error! Reference source not found.) to manage all mesh peering instances established or in the process of establishment or teardown with its peer mesh STAs and candidate peer mesh STAs. The mesh peering instance is represented by the state machine (see table s35 for MPM state machine and table s36 for AMPE state machine) and all associated information and mesh peering state used to process and manage Peer Link Management Frames.
Error! Reference source not found. demonstrates the logical flow of protocol interactions in the peering management framework.

Replace figure s50 with the following:

[image: image1]
The AMPE protocol requires the existence of a shared Mesh PMK security association (Mesh PMKSA) established between the two candidate mesh peer STAs. If via the discovery procedure, the mesh STA identifies an existing valid Mesh PMKSA it shares with the candidate peer mesh STA, the mesh STA shall initiate AMPE protocol directly to establish mesh peering and Mesh TKSA with the candidate peer mesh STA. If AMPE execution fails, the mesh STA shall use the mesh peering instance controller to handle the failure. The mesh STA shall continue with the candidate peer mesh STA discovery procedure.

If the shared Mesh PMKSA is not identified, the mesh STA shall execute an authentication protocol to mutually authenticate with the candidate peer mesh STA.

Mesh STAs shall support SAE authentication (see 8.2A (Authentication using a pre-shared secret) using a pre-shared secret with the candidate peer mesh STA.

The authentication protocol shall satisfy the following requirements:

· Using authentication credential(s) as required by the authentication protocol to achieve mutual authentication of the two mesh STAs

· Produce mutually shared Mesh PMKSA

· Achieve secrecy of the shared Mesh PMK

Upon successful completion of the authentication protocol, the mesh STA shall initiate AMPE protocol to establish mesh peering and Mesh TKSA with the candidate peer mesh STA using the newly established Mesh PMKSA. Upon failure of authentication, the mesh STA shall terminate the mesh peering establishment procedure with current candidate peer mesh STA, and the mesh STA shall continue with the candidate peer mesh STA discovery procedure.


Note—If a vendor specific authentication protocol is enabled, it must satisfy the same requirements as the mandatory authentication protocol in order to ensure correct interaction with AMPE handshake.

The successful completion of AMPE establishes the mesh peering and Mesh TKSA with the peer mesh STA, and the mesh TK and MGTKs are installed. Then data traffic is allowed to flow on the mesh peering and protection on the data traffic is enabled. If the 802.1X ports are attached to 802.11 SME, the 802.1X uncontrolled port shall be closed to enable data traffic. Upon failure of AMPE, the mesh STA shall terminate the mesh peering establishment procedure with the current candidate peer mesh STA, and the mesh STA shall continue with the candidate peer mesh STA discovery procedure.

The candidate peer mesh STA discovery procedure may receive useful information from execution outcome from SAE, MPM, and AMPE to make candidate peer mesh STA discovery more effective.

· If SAE execution fails, depending on the reason of failure from SAE, the mesh STA may or may not discover the same candidate peer mesh again through the new candidate peer mesh STA procedure.

· If AMPE execution fails and the reason was the failure of mutual authentication using the shared mesh MPKSA, the mesh STA may discover the same candidate peer mesh STA in order to execute SAE authentication to establish a new Mesh PMKSA with the candidate peer mesh STA.

· If AMPE execution fails and the reason was the failure to reach agreement on some mesh peering related parameters, the mesh STA may discover the same candidate peer mesh STA in order to execute AMPE handshake again with a different parameter set for mesh peering negotiation.

· If AMPE execution fails due to retry failure or other internal reasons, the mesh STA may choose not to discover the same candidate peer mesh STA, but try to establish mesh peerings with other new candidate peer mesh STAs.

Details of decision making on what protocol to invoke with the same or different candidate peer mesh STA upon failure of SAE, MPM, or AMPE execution are beyond the scope of this specification.

After successful establishment of mesh peering and Mesh TKSA, the mesh STA may initiate Mesh Group Key Handshake (see 11C.5 (Mesh Group Key Handshake)) to update its MGTK to all of its peer mesh STAs.

Modify section 11C.2.2.4 as indicated:
· Pre-processing Mesh Peering Management frames

Each mesh peering instance, for both MPM FSMs and AMPE FSMs, shall be identified by a set of information called the mesh peering instance identifier, which includes the localLinkID, peerLinkID, localMAC, and peerMAC. In addition, the AMPE FSMs are further identified by the PMKName from the Mesh Peering Management element. 

The mesh peering instance controller on a mesh STA shall pre-process incoming Mesh Peering Management frames and shall either discard the frame or pass it to the corresponding active mesh peering instance finite state machine for further processing.

If the Mesh Peering Protocol Identifier field in the Mesh Peering Management element indicates “Mesh Peering Management Protocol”, the Authenticated Mesh Peering element and MIC element, if present in the frame, shall be ignored.

If the Mesh Peering Protocol Identifier field in the Mesh Peering Management element indicates “Authenticated Mesh Peering Exchange” and the Authenticated Mesh Peering Exchange element or MIC element is not included in the frame, the frame shall be silently discarded..

If the frame contains a group address in TA or RA, it shall be silently discarded.

The mesh peering instance controller then locates an active FSM, either an MPM FSM if the Mesh Peering Protocol Identifier indicates “Mesh Peering Management Protocol” or an AMPE FSM if the Mesh Peering Protocol indicates “Authenticated Mesh Peering Exchange.” A match is determined by checking the contents of the Mesh Peering Management Element with each peering instance. A match shall be found if the following conditions hold:
· If t
· he sender’s MAC address is the same as the peerMAC of the mesh peering instance, and;
· The receiver’s MAC address is the same as the localMAC of the mesh peering instance, and;
· The value of Local Link ID field is the same as the peerLinkID of the mesh peering instance, and;
· Either the Peer Link ID field does not exist, or the Peer Link ID field is the same as the localLinkID of the mesh peering instance. 
If no match is found but there exists a mesh peering instance for which the receiver’s MAC address is the same as the localMAC and the Peer Link ID is the same as the localLinkID, the mesh peering instance shall be deemed a match and the Local Link ID field shall be copied to the peerLinkID of the mesh peering instance. 
· 
· 
If the incoming Mesh Peering Management frame is for AMPE the received frame must be further processed.
· If the chosen PMK from the received frame is different than the PMKName that identifies the valid Mesh PMKSA established with the candidate peer mesh STA the frame shall be dropped. 
· If the peerNonce in the mesh peering instance exists and is different than the Local Nonce field of the received frame, the frame shall be dropped.

· If the peerNonce in the mesh peering instance does not exist, the Local Nonce field in the received frame shall be copied to the peerNonce field.

· If the Peer Nonce field in the received frame exists and is different than the localNonce field the frame shall be dropped.

· 
· 
· 
· 

The mesh peering instance controller shall treat the mismatched, or dropped, incoming Mesh Peering Open frame as a request to establish a new mesh peering, or a new mesh peering and a Mesh TKSA if the frame is for AMPE. A mismatched or dropped incoming Mesh Peering Confirm frame or Mesh Peering Close frame shall be silently discarded.
When the mesh STA has established a Mesh PMKSA with the candidate peer mesh STA, the mesh peering instance controller shall silently discard the Mesh Peering Open frame in the following two conditions:

· The Mesh Peering Open frame supports Mesh Peering Management protocol and the negotiated active authentication is SAE, or

· The Mesh Peering Open frame supports AMPE but the mesh STA does not support the Mesh PMKSA as identified by PMKName in the Chosen PMK field in Authenticated Mesh Peering Exchange element.

If the Mesh Peering Open frame is not discarded the mesh peering instance controller may generate a new protocol finite state machine and actively reject or accept the mesh peering open request. A unique local link ID shall be generated for the mesh peering instance. If the mesh peering instance is to be established by Authenticated Mesh Peering Exchange, a random local nonce shall be generated for identifying the mesh peering instance as well.

The mesh peering open request may be rejected due to an internal reason. If the mesh peering open request is rejected, the REQ_RJCT event shall be passed to the newly generated protocol finite state machine to actively reject the mesh peering open request.

NOTE— Example internal reasons to reject new mesh peering request could be the mesh STA has reached its capacity to set up more mesh peering, the mesh STA is configured to reject mesh peering request from another specific peer mesh STA.

When the mesh peering open request is accepted, the received Mesh Peering Open frame shall be passed to the newly generated mesh peering instance finite state machine to trigger further actions.

Modify section 11C.3.2.1 as indicated
· Overview

Mesh Peering Management frames are Self Protected Action frames. When Mesh Peering Management frames are used for MPM, protection on these frames is not enabled (see 7.4.14 (Self Protected Action frame details)).

The construction of Mesh Peering Management frames is specified in 11C.3.2.2.1 (Mesh Peering Open frame contents), 11C.3.2.3.1 (Mesh Peering Confirm frame contents), and 11C.3.2.4.1 (Mesh Peering Close frame contents).

Mesh Peering Management frames accepted by the Mesh Peering Instance Controller shall be passed to the corresponding mesh peering management state machine for further processing as defined in this subclause.
Modify section 11C.4.5.1 as indicated

· General

The Authenticated Mesh Peering Exchange is inclusive of the Mesh Peering Management protocol. AMPE frames have additional processing and construction requirements on top of those for MPE frames. 
The Mesh Peering Management frames shall be generated with additional information using RSN element and AMPE element to support Authenticated Mesh Peering Exchange. Upon receiving a Mesh Peering Management frame when Authenticated Mesh Peering Exchange is enabled, the mesh STA shall perform Authenticated Mesh Peering Exchange specific processing operations followed by the basic Mesh Peering Management protocol frame processing as specified in Error! Reference source not found.
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Abstract


This submission addresses CIDs 2317, 2318, 2604, 2661, 2664, 2669, 2671 and 2673. 
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