March 2010

doc.: IEEE 802.11-10/0266r7

IEEE P802.11
Wireless LANs

	TGu Single GAS Protocol

	Date:  2010-03-017

	Author(s):

	Name
	Affiliation
	Address
	Phone
	email

	Necati Canpolat
	Intel Corp.
	JF3-206 2111 NE 25 th Ave, Hillsboro, OR 97124
	503-264-8014
	necati.canpolat@intel.com

	Vivek Gupta
	Intel Corp
	JF3-206 2111 NE 25 th Ave, Hillsboro, OR 97124
	408-765-7766
	vivek.g.gupta@intel.com

	Gabor Bajko
	Nokia
	313 Fairchild dr.
Mountain View, CA, 94043
	858-525-3693
	gabor.bajko@nokia.com

	Dorothy Stanley
	Aruba Networks
	1322 Crossman Ave Sunnyvale, CA 
	630-363-1389
	dstanley@arubanetworks.com

	Kaberi Banerjee
	Self
	5521 Bigoak Drive, San Jose, CA 95129
	408-973-1278
	kaberi@pacbell.net

	Stephen McCann
	Research in Motion UK Ltd
	200 Bath Road, Slough, Berkshire, SL1 3XE, UK
	+44 1753 667099
	smccann@rim.com

	Michael Montemurro
	Research in Motion
	4701 Tahoe Blvd,

Mississauga, ON. L4W 0B4
	+1-905-629-4746
	mmontemurro@rim.com

	Dave Stephenson
	Cisco Systems, Inc.
	170 W. Tasman Dr.
San Jose, CA 95134
	+1 408 527 7991
	daves@cisco.com



3. Definitions

Change the following text as shown update the renumbering:

3.267 advertisement protocol: Access network query protocol and higher layer protocols defined external to the IEEE 802.11standard that are used for network and service discovery.
3.268 advertisement server: a logical server which provides the information respository for a specific advertisement protocol.  The location of the physical server which instantiates the advertisement server is outside the scope of this specification.
3.269 emergency alert system: A US national public warning system.
3.270 emergency services association: A STA association to an RSN in which a STA without security credentials is granted access to the network for the purposes of accessing emergency services, using unprotected frames.
3.273 access network query protocol: The query protocol for access network information retrieval transported by GAS Public Action frames. . 


Change the following text as shown:

4. Abbreviations and acronyms

Change the abbreviation as following:


ANQP 
access network query protocol

5.4 Overview of the services

Insert the following subclause 5.4.8 after 5.4.7

5.4.8 Interworking with External Networks 

The Interworking Service allows non-AP STAs to access services provided by an external network according to the subscription or other characteristics of that external network. An IEEE 802.11 non-AP STA may have a subscription relationship with an external network, e.g., with an SSPN.

An overview of the interworking functions addressed in this standard is provided below:

—
Network Discovery and Selection

•
Discovery of suitable networks through the advertisement of access network type, roaming consortium and venue information, via management frames

•
Selection of a suitable IEEE 802.11 infrastructure using advertisement services (e.g., an IEEE 802.21 Information Server) in the BSS or in an external network reachable via the BSS

•
Selection of an SSPN or External Network with its corresponding IEEE 802.11 infrastructure

—
Emergency Services

•
Emergency Call and Network Alert support at the link level

—
QoS Map distribution

—
SSPN Interface service between the AP and the SSPN

The Generic Advertisement Service (GAS), described in 5.9, can be used by a STA to provide support for the network selection process and as a conduit for communication by a non-AP STA with other information resources in a network before joining the wireless LAN.

The Interworking Service supports Emergency Services (ES) by providing methods for users to access emergency services via the IEEE 802.11 infrastructure, advertising that emergency services are supported (see 11.23.6) and identifying that a traffic stream is used for emergency services.

The Interworking Service provides QoS mapping for SSPNs and other external networks. Since each SSPN or other external network may have its own layer-3 end-to-end packet marking practice (e.g., DSCP usage conventions), a means to re-map the layer-3 service levels to a common over-the-air service level is necessary. The QoS Map service provides STAs a mapping of network-layer QoS packet marking to over-the-air QoS frame marking (i.e., user priority).

The SSPN Interface service supports service provisioning and transfer of user permissions from the SSPN to the AP. The method and protocol by which these permissions are transferred from the SSPN are out of scope of this standard. 

5.9 Generic Advertisement Service

The Generic Advertisement Service (GAS) provides functionality that enables STAs to discover the availability of information related to desired network services, e.g., information about services such as provided in an IBSS, local access services, available Subscription Service Providers (SSP) and/or SSPNs or other external networks. GAS uses a generic container to advertise network services' information over an IEEE 802.11 network. Public Action frames are used to transport this information.

While the specification of network services information is out of scope of IEEE 802.11, in an Infrastructure BSS there is a need for STAs to query for information on network services provided by SSPNs or other external networks beyond an AP, before they associate to the wireless LAN. The exchange of information may also be performed after associating to the BSS.                          

In an IBSS, GAS functionality enables a STA to access the availability and information related to desired services provided by other STAs in the IBSS. Exchange of information using GAS may be performed either prior to joining an IBSS or after joining the IBSS.

There are a number of reasons why providing information to a STA in a pre-associated state is beneficial:

—
It supports more informed decision making about an IEEE 802.11 infrastructure with which to associate. This is generally more efficient than requiring a non-AP STA to associate with an AP before discovering the information and then deciding whether or not to stay associated.

—
It is possible for the non-AP STA to query multiple networks in parallel.

—
The non-AP STA can discover information about APs that are not part of the same administrative group as the AP with which it is associated, supporting the selection of an AP belonging to a different IEEE 802.11 infrastructure that has an appropriate SSP roaming agreement in place.

7.3.1.9 Status Code field

Change Table 7-23 as shown:

	Table 7-23—Status Codes



	Status Code
	Meaning

	59
	GAS Advertisement Protocol not supported

	60
	No outstanding GAS request

	61
	GAS Response not received from the advertisement server

	62
	STA timed out waiting for GAS Query Response

	63
	GAS Response is larger than query response length limit

	64
	Advertisement server in the network is not currently reachable

	65
	Requested information is not available for this BSSID

	66
	Transmission failure

	67
	Request refused due to permissions received via SSPN interface

	68
	Request refused because AP does not support Emergency Services

	
	

	69 -59 65535
	Reserved



Change the text in the following sub-clauses as shown: 
7.3.1.33 GAS Query Response Fragment ID 

A GAS Query Fragment Response ID is used by the STA to indicate when a GAS Query Response spans multiple MMPDUs. STAs use this field to inform the non-AP STA of the GAS fragment number of the transmitted frames as well as identifying the last GAS fragment of the Query Response. Non-AP STAs use this field to determine if any fragments of the Query Response are missing. The maximum value permitted in the GAS Query Response Fragment ID is 127. The More GAS Fragments field is set to 1 in GAS Query Response fragments of GAS Comeback Response frames that have another GAS fragment of the current query response to follow; otherwise, it is set to 0. The format of GAS Query Response Fragment ID is shown in Figure 7-36r.

	
	B0
	B6
	B7

	
	GAS Query Response Fragment ID
	
	More GAS Fragments

	Bits:
	7
	
	1

	Figure 7-36r—GAS Query Response Fragment ID


7.3.2.90 Interworking information element

The Interworking information element contains information about the Interworking Service capabilities of a STA as shown in Figure 7-95o119.

	
	
	
	
	
	

	
	Element ID
	Length
	Access
Network
Options


	Venue Info (optional)
	HESSID
(optional)

	Octets:
	1
	1
	1
	0 or 2
	0 or 6

	Figure 7-95o119—Interworking element format


The Length is a one-octet field whose value is 1 plus the sum of the lengths of each optional field present in the element. 

The format of Access Network Options field is shown in Figure 7-95o120. 
	Bits:


	B0 - 
B3
	
B4
	
B5


	
B6


	
B7



	
	Access Network
Type Codes


	Internet
	ASRA
	
UESA
	
Reserved

	Figure 7-95o120—Access Network Options format


A non-AP STA sets Internet, ASRA and UESA fields to 0 when including the Interworking element in the Probe Request frame. A non-AP STA sets the Internet, and ASRA bits to 0 when including the Interworking element in (Re)association Request frames. In (Re)association Request frames, a non-AP STA sets the UESA bit according to the procedures in 11.3. The Access Network Type Codes are shown in Table 7-43bk. The Access Network Type Codes field is set by the AP to advertise its Access Network Type to non-AP STAs. A non-AP STA uses this field to indicate the desired Access Network Type in an active scan. See Annex W.1 for informative text on usage of fields contained within the Interworking element.

	Table 7-43bk—Access Network Type Codes



	Access Network Type Codes
	Meaning
	Description

	0
	Private network
	Non-authorized users are not permitted on this network. Examples of this access network type are home networks and enterprise networks, which may employ user accounts. Private networks do not necessarily employ encryption.

	1
	Private network with guest access
	Private network but guest accounts are available. Example of this access network type is enterprise network offering access to guest users.

	2
	Chargeable public network
	The network is accessible to anyone, however, access to the network requires payment. Further information on types of charges may be available through other methods (e.g., 802.21, http/https redirect or DNS redirection). Examples of this access network type is a hotspot in a coffee shop offering internet access on a subscription basis or a hotel offering in-room internet access service for a fee.

	3
	Free public network
	The network is accessible to anyone and no charges apply for the network use. An example of this access network type is an airport hotspot or municipal network providing free service.

	4
	Personal Device Network
	A network of personal devices. An example of this type of network is a camera attaching to a printer, thereby forming a network for the purpose of printing pictures.

	5
	Emergency Services Only Network
	A network dedicated and limited to accessing emergency services.

	6 to 13
	Reserved
	Reserved

	14
	Test or experimental
	The network is used for test or experimental purposes only.

	15
	Wildcard
	Wildcard access network type


Bit 4 is the Internet field. The AP sets this field to 1 if the network provides connectivity to the Internet; otherwise it is set to 0 indicating that it is unspecified whether the network provides connectivity to the Internet. 

Bit 5 is the Additional Step Required for Access (ASRA) field. It is set to 1 by the AP to indicate that the network requires a further step for access. It is set to 0 whenever dot11RSNAEnabled is true. For more information, refer to Network Authentication Type Information in 7.3.4.4. 

Bit 6 is the Unauthenticated Emergency Service Accessible (UESA) field. When the AP sets it to 0, this field indicates that no unauthenticated emergency services are reachable through this AP. When set to 1, this field indicates that higher layer unauthenticated emergency services are reachable through this AP. A STA uses the Interworking information element with the UESA bit set to 1 to gain unauthenticated access to a BSS to access emergency services. See 11.3.

The Venue Info field is defined in 7.3.1.34.

The HESSID field, which is the identifier for a homogeneous ESS, specifies the value of HESSID, see 11.23.2. A STA uses this field to indicate the desired HESSID in an active scan per 11.1.3. The HESSID field for an AP is set to the value of dot11HESSID.

7.3.2.91 Advertisement Protocol element

The Advertisement Protocol element contains information that identifies a particular advertisement protocol and its corresponding Advertisement Control. The Advertisement Protocol element format is shown in Figure 7-95o121.

	
	Element ID
	Length
	Advertisement Protocol Tuple # 1
	Advertisement Protocol Tuple # 2

(optional)
	... 
	Advertisement Protocol Tuple 

# n

(optional)

	Octets:
	1
	1
	variable
	variable
	
	variable

	Figure 7-95o121—Advertisement Protocol element format


The Length is a one-octet field whose value is equal to the sum of the lengths of the Advertisement Protocol Tuple fields.

The format of Advertisement Protocol Tuple is shown in Figure 7-95o122. 
	
	B0 - 
B6
	
B7
	

	
	Query Response Length Limit
	PAME-BI
	Advertisement
Protocol ID

	Octets:


	1


	
	variable



	Figure 7-95o122—Advertisement Protocol Tuple format


The Advertisement Protocol Tuple field is defined as follows:

—
The Query Response Length Limit indicates the maximum number of octets an AP will transmit in the Query Response field contained within one or more GAS Comeback Response frames. The Query Response Length Limit may be set to a value larger than the maximum MMPDU size in which case the Query Response spans multiple MMPDUs. The Query Response Length Limit is encoded as an integer number of 256 octet units. A value of zero is not permitted. A value of 0x7F means the maximum limit enforced is determined by the maximum allowable number of fragments in the GAS Query Response Fragment ID (see 7.3.1.33). The non-AP STA sets the Query Response Length Limit to zero on transmission and the AP ignores it upon reception. 

—
Bit 7, the Pre-Association Message Exchange BSSID Independent (PAME-BI) bit, is used by an AP to indicate whether the Advertisement server, which is the non-AP STA’s peer for this advertisement protocol, will return a Query Response which is independent of the BSSID used for the GAS frame exchange. This bit is set to 1 to indicate the Query Response is independent of the BSSID; it is set to zero to indicate that the Query Response may be dependent on the BSSID. See 11.23.3.2.4 for further information. Bit 7 is reserved for non-AP STAs.

—
The Advertisement Protocol ID is a variable length field. When this field contains a vendor specific Advertisement Protocol ID then this field will be structured per the Vendor Specific information element defined in 7.3.2.26, where the Element ID of the Vendor Specific information element of —
7.3.2.26 is the first octet of the field and contains the vendor specific value for Advertisement Protocol ID defined in Table 7-43bl; otherwise its length is one octet and its value is one of the values in Table 7-43bl. When one or more vendor-specific tuples are included in the Advertisement Protocol element, their total length needs to be constrained such that the total length of all the Advertisement Protocol Tuple fields (both vendor specific and otherwise) is less than or equal to 255 octets. 

Change the Advertisement Protocol Ids in Table 7-43be.

	Table 7-43be—Advertisement Protocol ID definitions



	Name
	Value

	
	

	Access Network Query Protocol
	0

	MIH Information Service
	1

	MIH Command and Event Services Capability Discovery
	2

	Emergency Alert System (EAS) 
	3

	Location-to-Service Translation Protocol
	4

	Reserved
	5-220

	Vendor Specific
	221

	Reserved
	222-255


—
The Access Network Query Protocol (ANQP) supports information retrieval from an information repository on a STA or external network.  ANQP is a protocol used by a requesting STA to query another STA (i.e., the receiving STA can respond to queries with or without proxying the query to a server in an external network). See 11.23.3.1.1 for information on ANQP procedures.
—
MIH Information Service is a service defined in IEEE 802.21 (see IEEE P802.21-2008) to support information retrieval from an information repository. 

—
MIH Command and Event Services capability discovery is a mechanism defined in IEEE 802.21 (see IEEE P802.21-2008) to support discovering capabilities of command service and event service entities in a STA or an external network. 

—
The Emergency Alert System (EAS) service allows a network to disseminate emergency alert notifications from an external network to non-AP STAs. EAS uses the Common Alerting Protocol (CAP) ), the operation of which is defined in OASIS CAP and the message format is defined in OASIS EDXL. The transport mechanism for CAP is HTTP. 
—
Location-to-Service Translation Protocol (LoST) is used by a non-AP STA to access information from PSAP databases, for example a local emergency dial-string. It is also used to determine the location-appropriate PSAP URI for emergency services. The operation and message format is defined in RFC 5222. The transport mechanism for LoST is HTTP.

—
Advertisement Protocol ID 221 is reserved for Vendor Specific advertisement protocols. When the Advertisement Protocol ID is equal to 221, the format of the Advertisement Protocol ID subfield follows the format of the vendor specific information element in 7.3.2.26.

7.3.2.93 QoS Map Set information element 

The QoS Map Set information element is transmitted from an AP to a non-AP STA in a (Re)association Response frame or a QoS Map Configure frame and provides the mapping of higher-layer quality of service constructs to User Priorities defined by transmission of Data frames in this standard. This information element maps the higher-layer priority from the DSCP field used with the Internet Protocol to User Priority as defined by this standard. The QoS Map Set element is shown in Figure 7-95o124. 
	
	Element

ID
	Length
	DSCP Exception 

#1 (optional)
	...
	DSCP Exception 

#n (optional)
	UP 0 DSCP Range
	UP 1 DSCP Range 
	UP 2 DSCP Range 
	... 
	UP 7 DSCP Range 

	Octets:
	1
	1
	2
	
	2
	2
	2
	2
	
	2

	Figure 7-95o124—QoS Map Set element description


The Length field is set to 16+2 n, where n is the number of Exception fields in the QoS Map set.

DSCP Exception fields are optionally included in the QoS Map Set. If included, the QoS Map Set has a maximum of 21 DSCP Exception fields. The format of the exception field is shown in Figure 7-95o125.  

	
	DSCP Value
	User Priority

	Octets:
	1
	1

	Figure 7-95o125—DSCP Exception format


The DSCP value in the DSCP Exception field is in the range 0 to 63 inclusive, or 255; the User Priority value is between 0 and 7, inclusive. 

—
When a non-AP STA begins transmission of a Data frame containing the Internet Protocol, it matches the DSCP field in the IP header to the corresponding DSCP value contained in this element. The non-AP STA will first attempt to match the DSCP value to a DSCP exception field and uses the UP from the corresponding UP in the same DSCP exception field if successful; if no match is found then the non-AP STA attempts to match the DSCP field to a UP n DSCP Range field, and uses the n as the UP if successful; and otherwise uses a UP of 0.

—
Each DSCP Exception field has a different value of DSCP Value. 
	
	DSCP Low Value
	DSCP High Value

	Octets:
	1
	1

	Figure 7-95o126—DSCP Range description


The QoS Map Set has a DSCP Range field corresponding to each of the 8 user priorities. The format of the range field is shown in Figure 7-95o126. The DSCP Range value is between 0 and 63 inclusive, or 255. 

—
The DSCP range for each user priority is non-overlapping.

—
The DSCP High Value is greater than or equal to the DSCP Low Value.

—
If the DSCP Range high value and low value are both equal to 255, then the corresponding UP is not used.
7.3.2.94 Roaming Consortium information element

The Roaming Consortium Information element contains information identifying the roaming consortium and/or SSP whose security credentials can be used to authenticate with the AP transmitting this element; see 11.23.8. The element’s format is shown in Figure 7-95o127.

	
	Element ID
	Length
	Number of  ANQP
OIs
	OI
#1 and #2 Lengths
	OI
#1

	OI
#2
(optional)
	OI
#3
(optional)

	Octets:
	1
	1
	1
	1
	variable
	variable
	variable

	Figure 7-95o127—Roaming Consortium information element format


The Length is a one-octet field whose value is equal to 2 plus the sum of the number of octets in each OI field present.

The Number of ANQP OIs field’s format is a one-octet unsigned integer whose value is the number of additional roaming consortium OIs obtainable via ANQP. A value of zero means that no additional OIs will be returned in response to a ANQPquery for the Roaming Consortium List. A value of 255 means that 255 or more additional OIs are obtainable via ANQP.

The OI #1 and #2 Lengths field format is shown in Figure 7-95o128.

—
The value of the OI #1 Length subfield is the length in octets of the OI #1 field.

—
The value of the OI #2 Length subfield is the length in octets of the OI #2 field. If the OI #2 field is not present, the value of the OI #2 Length subfield is set to zero.

Note—When there are three OIs, the OI #3 Length is calculated by subtracting sum of 2 plus the value of the OI #1 Length subfield plus the value of the OI #2 Length subfield from the value of the Length field.
	Bits:
	B0 - 
B3
	
B4 - 
B7

	
	OI #1 Length
	OI #2 Length

	Figure 7-95o128—OI #1 and #2 Lengths field format


The OI field is defined in 7.3.1.31. Each OI identifies a roaming consortium (group of SSPs with inter-SSP roaming agreement) or a single SSP. The value of the OI(s) in this table are equal to the value of the first 3 OIs in the dot11RoamingConsortiumTable. If fewer than 3 values are defined in the dot11RoamingConsortiumTable, then only as many OIs as defined in the table are populated in this element. The values of the OIs in this element are equal to the values of the first OIs, up to 3, from the table.

Change the following sub clauses as shown:
7.3.4 Access Network Query Protocol elements

Access Network Query Protocol (ANQP) elements are defined to have a common format consisting of a 2-octet Info ID field, a 2-octet length field, and a variable-length element-specific information field. Each element is assigned a unique Info ID as defined in this standard. The ANQP element format is shown in Figure 7-95o130. See Annex W.1 for informative text on ANQP usage. 

	
	Info ID
	Length
	Information

	Octets:
	2
	2
	variable

	Figure 7-95o130—Access Network Query Protocol element format


Each ANQP element in 7.3.4 is assigned a unique 2-octet Info ID. The set of valid Info IDs are defined in Table 7-43bn. The 2-octet Info ID is encoded following the conventions given in 7.1.1.

The Length field specifies the number of octets in the Information field and is encoded following the conventions given in 7.1.1.

The  ANQP elements that may be configured are shown in Table 7-43bn. If information is not configured for a particular ANQP element, then a query for that element will return that element with all optional fields not present.
	Table 7-43bn—Access Network Query Protocol info ID definitions



	Info Name
	Info ID
	ANQP Info Element (clause)

	Reserved
	0-255
	n/a

	ANQP Capability List
	256
	7.3.4.1

	Venue Name information
	257
	7.3.4.2

	Emergency Call Number information
	258
	7.3.4.3

	Network Authentication Type information
	259
	7.3.4.4

	Roaming Consortium List
	260
	7.3.4.5

	IP Address Type Availability information
	261
	7.3.4.7

	NAI Realm List
	262
	7.3.4.8

	
	
	

	3GPP Cellular Network information
	263
	7.3.4.9

	AP Geo Location
	264
	7.3.4.10

	AP Civic Location
	265
	 7.3.4.11

	AP Location Public Identifier URI
	266
	 7.3.4.12

	Domain Name List
	267
	7.3.4.13

	Emergency Alert Identifier URI
	268
	7.3.4.14

	TDLS Discovery
	269
	7.3.4.15

	Reserved
	270– 56796
	n/a

	 Access Network  Query Protocol vendor-specific list
	56797
	7.3.4.6

	Reserved
	56798 – 65535
	n/a


7.3.4.1 ANQP Capability List

The ANQP Capability List provides a list of information/capabilities that has been configured on a STA. The ANQP Capability List element is returned in response to a GAS Query using the procedures in 11.23.3.1.1.
The format of the ANQP Capability List is provided in Figure 7-95o131

.

	
	Info ID
	Length
	Info ID #1
	Info ID 

#2
(optional)
	 
	Info ID

#n
(optional)
	ANQP
Vendor-Specific List 
#1

(optional)


	 
	ANQP 

Vendor-Specific List 
#n

(optional)



	Octets:
	2
	2
	2
	0 or 2
	 
	0 or 2
	variable
	 
	variable

	Figure 7-95o131—ANQP Capability List format


The first Info ID is a 2-octet field whose value is drawn from Table 7-43bn corresponding to the ANQP Capability List.

The Length is a 2-octet field whose value is equal to 2 times the number of Info IDs following the length, including those in ANQP Vendor Specific Lists.

Each subsequent Info ID included in the ANQP Capability List declares that a subsequent query for that Info ID will return the requested ANQP element. Each Info ID returned is one of the Info IDs in Table 7-43bn. The Info ID for ANQP Capability List is always included in the ANQP Capability List returned in a GAS Query Response. The list does not include any duplicate Info IDs, except possibly the Info ID for the ANQP  Vendor-specific list. The Info IDs returned in the ANQP Capability List are ordered by increasing Info ID value except for ANQP Vendor-specific lists which are always ordered to be at the end.

The ANQP Vendor-specific list is defined in 7.3.4.6. The ANQP Capability List and ANQP Vendor-specific list are structured such that the first 2 octets of ANQP Vendor-specific list are interpreted in the ANQP Capability List as the Info ID corresponding to the ANQP Vendor-specific list. When a ANQP Vendor-specific list is present in the ANQP Capability List, the ANQP Capability List element contains the capabilities of that vendor-specific query protocol.

7.3.4.2 Venue Name information 

The Venue Name information provides zero or more venue names associated with the BSS. The format of the Venue Name information is shown in Figure 7-95o132. The Venue Name information may be used to provide additional metadata on the BSS. For example, this information may be used to assist a user in selecting the appropriate BSS with which to associate. Zero or more Venue Name fields may be included in the same or different languages.

	
	Info ID
	Length
	Venue Info
	Venue Name Duple #1
(optional)
	Venue Name Duple #2 (optional)
	 
	Venue Name Duple #N (optional)

	Octets:
	2
	2
	2
	Variable
	variable
	 
	variable

	Figure 7-95o132—Venue Name information format


The Info ID field is equal to the value in Table 7-43bn corresponding to the Venue Name information as defined in Figure 7-95o132.

The Length is a 2-octet field whose value is equal to two plus the number of octets in Venue Name Duple fields. 

The Venue Info fields is defined in 7.3.1.34.

The format of the Venue Name Duple field is shown in Figure 7-95o133.

	
	Length
	Language Code
	Venue Name

	Octets:
	1
	3
	Variable

	Figure 7-95o133—Venue Name Duple field


—
The Length is a one octet field whose value is equal to 3 plus the number of octets in the Venue Name field. 

—
The Language Code field is an ISO-14962-1997 [B54] encoded string that defines the language used in the Venue Name field. The Language Code field is a two or three character language code selected from ISO-639 [B53]. A two character language code has a zero (“null” in ISO-14962-1997) appended to make it 3 octets in length. 

—
The Venue Name field is a UTF-8 formatted field containing the venue’s name. The maximum length of this field is 252 octets. UTF-8 format is defined in RFC 3629.

7.3.4.3 Emergency Call Number information 

The Emergency Call Number information provides a list of emergency phone numbers to an emergency responder (such as directed by a PSAP) that is used in a specific geographical area. The format of the Emergency Call Number information is provided in Figure 7-95o134.
	
	Info ID

	Length
	Emergency Call Number
Unit #1
(optional)
	Emergency Call Number 
Unit #2 
(optional)
	 
	Emergency Call Number 
Unit #N (optional)

	Octets:
	2
	2
	Variable
	variable
	 
	variable

	Figure 7-95o134—Emergency Call Number information format


The Info ID field is equal to the value in Table 7-43bn corresponding to the Emergency Call Number information. 

The Length is a 2-octet field whose value is determined by the number and size of the Emergency Call Number Units. 

Each Emergency Call Number Unit has the structure shown in Figure 7-95o135.
	
	Length of Emergency Call Number
	Emergency Call 
Number

	Octets:
	1
	variable

	Figure 7-95o135—Emergency Call Number Unit format


The Length of Emergency Call Number is a one octet field whose value is determined by the size of the Emergency Call Number field.

The Emergency Call Number field indicates the dialing digits used to obtain emergency services from the network. This field is encoded using the UTF-8 character set, defined in RFC 3629. 

7.3.4.4 Network Authentication Type information 

The Network Authentication Type information provides a list of authentication types when ASRA is set to 1. The format of the Network Authentication Type information is shown in Figure 7-95o136.

	
	
Info ID
	
Length
	Network 
Authentication Type 
Unit #1
(optional)
	Network 
Authentication Type 
Unit #2
(optional)
	 
	Network 
Authentication Type 
Unit #N
(optional)

	Octets:
	2
	2
	variable
	variable
	 
	variable

	Figure 7-95o136—Network Authentication Type information format


The Info ID field is equal to the value in Table 7-43bn corresponding to the Network Authentication Type information. 

The Length is a 2-octet field whose value is determined by the number and size of the Network Authentication Type Units. 

Each Network Authentication Type Unit has the structure shown in Figure 7-95o137.

	
	Network Authentication Type Indicator 
	Re-direct URL 

Length
	Re-direct URL 

(optional)

	Octets:
	1
	2
	variable

	Figure 7-95o137—Network Authentication Type Unit


The Network Authentication Type Indicator has one of the values shown in Table 7-43bo.

Each Network Authentication Type Indicator defines additional information that may be communicated.

	Table 7-43bo—Network Authentication Type Indicator 



	Value
	Meaning

	0
	Acceptance of terms and conditions

	1
	On-line enrollment supported

	2
	http/https redirection

	3
	DNS redirection

	4-255
	Reserved


If the Network Authentication Type Indicator is zero, the network requires the user to accept terms and conditions, the Re-direct URL Length will be set to 0 and the Re-direct URL will not be present.

If the Network Authentication Type Indicator is 1, the network supports on-line enrollment. Higher-layer protocols on the non-AP STA may indicate to the user that accounts may be created. When the Network Authentication Type Indicator is 1, the Re-direct URL Length will be set to 0 and the Re-direct URL will not be present.

If the Network Authentication Type Indicator is 2 the network infrastructure performs http/https redirect. 

If the Network Authentication Type Indicator is 3, the network supports DNS redirection. Higher layer software on the non-AP STA will exchange credentials with the network, the Re-direct URL Length will be set to 0 and the Re-direct URL will not be present.

The Re-direct URL Length field is a 2-octet field whose value is the length in octets of the Re-direct URL. The value of the Re-direct URL Length field is set to 0 whenever the Re-direct URL is not present.

If the Network Authentication Type Indicator is 2, a Re-direct URL may optionally be included. If the Network Authentication Type Indicator is other than 2, a Re-direct URL is not included. The URL is formatted in accordance with RFC 3986.

7.3.4.5 Roaming Consortium List 

The Roaming Consortium List provides a list of information about the Roaming Consortium and/or SSPs whose networks are accessible via this AP. This list may be returned in response to a GAS Query using the procedures in 11.23.3.1.1.. see 11.23.3.1.1.1. The format of the Roaming Consortium List is provided in Figure 7-95o138.
	
	
	
	
	
	
	

	
	Info ID
	Length
	OI Duple
#1
(optional)
	OI Duple
#2
(optional)
	 
	OI Duple
#N
(optional)

	Octets:
	2
	2
	variable
	variable
	
	variable

	Figure 7-95o138—Roaming Consortium List format


The Info ID field is equal to the value in Table 7-43bn corresponding to the Roaming Consortium List. 

The Length is a 2-octet field whose value is dependent on the number and size of OIs present in the element.

The format of the OI Duple field is provided in Figure 7-95o139a. There are zero or more OI Duples in this list. OIs contained within the Roaming Consortium element (see7.3.2.94) are also included in this list. The value of the OI subfield(s) in this list are equal to the values of the OI(s) in the dot11RoamingConsortiumTable.

—
The value of the OI Length field is equal to the number of octets in the OI field.

—
The OI field is defined in 7.3.1.31. Each OI identifies a roaming consortium (group of SSPs with inter-SSP roaming agreement) or a single SSP.

	
	
	

	
	OI Length
	OI

	Octets:
	1
	variable

	Figure 7-95o139—OI Duple format


.

7.3.4.6 Access Network  Query Protocol vendor specific list

The  Access Network Query Protocol vendor-specific list is used to query for information not defined in this standard within a single defined format, so that reserved Info IDs are not usurped for nonstandard purposes and inter operability is more easily achieved in the presence of nonstandard information. The element is in the format shown in Figure 7-95o140.

	
	
	
	
	

	
	Info ID
	Length
	OI
	Vendor Specific Content

	Octets:
	2
	2
	variable
	variable

	Figure 7-95o140—Access Network Query Protocol vendor specific query format


The Info ID field is equal to the value in Table 7-43bn corresponding to the Access Network Query Protocol vendor specific list.

The Length is a 2-octet field whose value is equal to the number of octets in the OI field plus the number of octets in the Vendor-Specific Content field.

The OI field is defined in 7.3.1.31.

The Vendor-Specific Content field is content that has been defined by the entity identified in the OI field.

7.3.4.7 IP Address Type Availability Information 

The IP Address Type Availability information provides non-AP STA with the information about the availability of IP address version and type which could be allocated to the non-AP STA after successful association. This information may be returned in response to a GAS Query using the procedures in 11.23.3.1.1... The format of the IP Address Type Availability information is shown in Figure 7-95o141.

	
	
	
	

	
	Info ID
	Length
	IP Address

	Octets:
	2
	2
	1

	Figure 7-95o141—IP Address Type Availability information 


The Info ID field is equal to the value in Table 7-43bn corresponding to the IP Address Type Availability information.

The Length is a 2-octet field whose value is 1.

The format of the IP Address field shown in Figure 7-95o142.

	Bits:
	B0 - B1
	B2 - B7

	
	IPv6 Address
	IPv4 Address

	
	
	

	Figure 7-95o142—IP Address field format 


The IPv6 address field format is shown in Table 7-43bp.

	Table 7-43bp—IPv6 address field values



	Address Value
	Meaning

	0
	Address type not available

	1
	Address type available

	2
	Availability of the address type not known

	3
	Reserved


The IPv4 address field format is shown in Table 7-43bq.

.

	Table 7-43bq— IPv4 address field values



	Address Value
	Meaning

	0
	Address type not available

	1
	Public IPv4 address available

	2
	Port-restricted IPv4 address available

	3
	Single NATed private IPv4 address available

	4
	Double NATed private IPv4 address available

	5
	Port-restricted IPv4 address and single NATed IPv4 address available

	6
	Port-restricted IPv4 address and double NATed IPv4 address available

	7
	Availability of the address type is not known

	8 – 63
	Reserved


7.3.4.8 NAI Realm List

The NAI Realm List provides a list of NAI realms corresponding to SSPs or other entities whose networks or services are accessible via this AP; optionally included for each NAI realm is a list of one or more EAP Method sub-fields, which that NAI realm uses for authentication. The NAI Realm List may be returned in response to a GAS Query using the procedures in 11.23.3.1.1... The format of the NAI Realm List is provided in Figure 7-95o143.

	
	Info ID
	Length
	
	NAI Realm Count
	NAI Realm Data #1

(optional)
	NAI Realm Data #2

(optional)
	. . .
	NAI Realm Data #n

(optional)

	Octets:
	2
	2
	1
	1
	variable
	variable
	
	variable

	Figure 7-95o143—NAI Realm List format



The Info ID field is equal to the value in Table 7-43bn corresponding to the NAI Realm List.

The Length field is a 2-octet field whose value is determined by the number and size of the NAI Realm Data fields.


The NAI Realm Count is a one-octet field which specifies the number of NAI realms included in the NAI Realm list. 

The format of the NAI Realm Data field is shown in Figure 7-95o144.

	
	NAI
Realm 
Data Field Length
	NAI
Realm Encoding
	NAI 
Realm Length
	NAI
Realm
	EAP Method Count
	EAP Method 
#1
(optional)
	EAP Method 
#2
(optional)
	. . .
	EAP Method 
#n
(optional)



	Octets:
	2
	1
	1
	variable
	1
	variable
	Variable
	
	variable

	Figure 7-95o144—NAI Realm Data field format


NAI Realm Data Field Length is a 2-octet sub-field whose value is equal to 3 plus the length of the NAI Realm sub-field plus the sum of the lengths of the EAP Method List subfields. 

The NAI Realm Encoding is a 1-octet sub-field whose format is shown in Figure 7-95o145.

The NAI Realm Encoding Type sub-field is a 1-bit sub-field. It is set to 0 to indicate that the NAI Realm in the NAI Realm sub-field is formatted in accordance with RFC-4282. It is set to 1 to indicate it is a UTF-8 formatted character string which is not formatted in accordance with RFC-4282.
Note—this encoding is to facilitate roaming consortium or other entities that use non-standard NAI realm formats.

	Bits:
	B0
	B1 - B7

	
	NAI
Realm Encoding Type
	Reserved

	
	
	

	Figure 7-95o145—NAI Realm Encoding sub-field format


NAI Realm Length sub-field is a 1-octet sub-field whose value is the length of the NAI Realm sub-field.

The NAI Realm sub-field is one or more NAI Realms formatted as defined in the NAI Realm Encoding Type bit of the NAI Realm Encoding subfield. If there is more than one NAI Realm in this sub-field, the NAI Realms are delimited by a semi-colon character (i.e., “;”, which is encoded in UTF-8 format as 0x3B). All the realms included in the NAI Realm sub-field support all the EAP methods identified by the EAP Method sub-fields, if present. The maximum length of this sub-field is 255 octets.The EAP Method Count specifies the number of EAP methods sub-fields for the NAI realm. If the count is zero, there is no EAP method information provided for the NAI realm.

The format of the optional EAP Method sub-field is shown in Figure 7-95o146. Each EAP Method sub-field contains a set of Authentication Parameters associated with the EAP-Method.

	
	Length
	EAP Method
	Authentication Parameter Count
	Authentication Parameter 
#1

(optional)
	Authentication Parameter 

#2

(optional)
	. . .
	Authentication Parameter 

#n

(optional)

	Octets:
	1
	1
	1
	variable
	variable
	
	variable

	Figure 7-95o146—EAP Method sub-field format


The length of the EAP Method sub-field is a 1-octet sub-field whose value is equal to 2 plus the length of the Authentication Parameter sub-fields.

The EAP method sub-field is a 1-octet sub-field which is set to the EAP Type value as given in IANA EAP Method Type Numbers.

The Authentication Parameter Count indicates how many additional Authentication Parameter sub-fields are specified for the supported EAP Method. If the Authentication Parameters Count sub-field is zero, there are no Authentication Parameters sub-fields present, meaning no additional Authentication Parameters are specified for the EAP Method. If the value of the EAP Method field is 254 indicating an Expanded EAP Type, then the format of the Authentication Parameter sub-fields is shown in Table 7-43bs.

The format of the Authentication Parameter sub-field is shown in Figure 7-95o147. 

	
	ID
	Length
	Authentication Parameter Value

	Octets:
	1
	1
	Variable

	Figure 7-95o147—Authentication Parameter sub-field format


The ID is a 1-octet field which indicates the type of authentication information provided.

The length of the Authentication Parameter sub-field is a 1-octet sub-field whose value is equal to the length in octets of the Authentication Parameter Value field.

The Authentication Parameter Value is a variable length field containing the value of the parameter indicated by the ID.

The ID and its associated formats are specified in Table 7-43br. Each ID indicates a different type of information. Use of multiple Authentication Parameter sub-fields allows all the required authentication parameter requirements to be provided.

	Table 7-43br—Authentication Parameter types



	Authentication Information
	ID
	Description
	Length (octets)

	Reserved
	0
	
	

	Expanded EAP Method 
	1
	Expanded EAP Method Subfield
	7

	Non-EAP Inner Authentication Type
	2
	Enum (0 - Reserved, 1 - PAP, 2 – CHAP, 3 - MSCHAP, 4 - MSCHAPV2) 
	1

	Inner Authentication EAP Method Type
	3
	Value drawn from IANA EAP Method Type Numbers
	1

	Expanded Inner EAP Method 
	4
	Expanded EAP Method Subfield
	7

	Credential Type
	5
	Enum (1-SIM, 2-USIM, 3-NFC Secure Element, 4-Hardware Token, 5-Softoken, 6 - Certificate, 7 – username/password, 8-Vendor Specific)
	1

	Tunneled EAP Method Credential Type
	6
	Enum (1-SIM, 2-USIM, 3-NFC Secure Element, 4-Hardware Token, 5-Softoken, 6-Certificate, 7-username/password, 8-Anonymous, 9-Vendor Specific)
	1

	Reserved
	7 – 220
	
	

	Vendor Specific
	221
	variable
	variable

	Reserved
	222 – 255
	
	


If the EAP Method type is an Expanded EAP type (the EAP Method value is 254), the Authentication Parameter is used to specify additional information on the EAP method. Table 7-43bs describes the Authentication Parameter format for the Expanded EAP method; values for the Vendor ID and Vendor Type are specified in RFC 3748. The Vendor ID and Vendor Type fields are expressed in big endian byte order.

	Table 7-43bs—Authentication Parameter format for the Expanded EAP Method



	Parameters
	Length (octets)

	ID
	1

	Length
	1

	Vendor ID
	3

	Vendor Type
	4


The Non-EAP Inner Authentication Type is specified as single enumerated value given in Table 7-43br. This Authentication Information type is used for non-EAP Inner Authentication methods. The possible values are PAP (as specified in RFC 1334), CHAP (as specified in RFC 1994), MSCHAP (as specified in RFC 2433), and MSCHAPv2 (as specified in RFC 2759).

The Inner Authentication EAP Method Type is specified as the EAP number as defined in IANA EAP Method Type Numbers. This Authentication Information type is used when the Inner Authentication method is an EAP method. If the Inner Authentication EAP Method Type is equal to 254 indicating an Expanded EAP Type, then the Expanded EAP Method Authentication Parameter is included.

A Credential Type can be selected by a single enumerated value as shown in Table 7-43br. If the value is equal to the “Vendor Specific” value, then a Vendor-Specific Authentication Parameter is included.

Vendor-Specific Authentication Parameters are specified as shown in Table 7-43bt.

	Table 7-43bt—Vendor-Specific Authentication Parameters



	Parameters
	Length (octets)

	ID
	1

	Length
	1

	OI
	variable

	Authentication Parameter Value
	Vendor-specific Content




	
	
	
	
	
	

	

	
	


	
	
	
	
	
	
	
	
	

	




7.3.4.9 3GPP Cellular Network information

The 3GPP Cellular Network information contains cellular information such as network advertisement information e.g., network codes and country codes to assist a 3GPP non-AP STA in selecting an AP to access 3GPP networks. The format of the 3GPP Cellular Network information is shown in Figure 7-95o149.

	
	Info ID
	Length
	Payload

	Octets:
	2
	2
	variable

	Figure 7-95o149—3GPP Cellular Network information format


The Info ID field is equal to the value in Table 7-43bn corresponding to the 3GPP Cellular Network information.

The Length field is a 2-octet field and is equal to the length of the Payload field.

The Payload field is a generic container whose content is defined in Annex A of 3GPP TS 24.234 v8.1.0.

7.3.4.10 AP Geo Location

The AP Geo Location element provides the AP’s location in LCI format, see 7.3.2.22.9. This list element may be returned in response to a GAS Query using the procedures in 11.23.3.1.1. The format of the AP Geo Location element is provided in Figure 7-95o150.


	
	Info ID
	Length
	Location Configuration Report

	Octets:
	2
	2
	18

	Figure 7-95o150—AP Geo Location format


The Length field is a 2-octet field and is equal to 18.

The format of the Location Configuration Report is provided in 7.3.2.22.9. There is no Optional Subelements field present in the Location Configuration Report when it is used in the AP Geo Location element. This information is taken from the dot11APLCITable MIB object.

7.3.4.11 AP Civic Location

The AP Civic Location element provides the AP’s location in Civic format. This list element may be returned in response to a GAS Query using the procedures in 11.23.3.1.1. The format of the AP Civic Location element is provided in Figure 7-95o151.

	
	Info ID
	Length
	Location Civic Report

	Octets:
	2
	2
	variable

	Figure 7-95o151—AP Civic Location format


The Length field is a 2-octet field and is equal to the length of the Location Civic Report.

The format of the Location Civic Report is provided in 7.3.2.21.13. This information is taken from the dot11ApCivicLocation MIB object.

7.3.4.12 AP Location Public Identifier URI

The AP Location Public Identifier URI element provides an indirect reference to where the location information for the AP can be retrieved. This list element may be returned in response to a GAS Query using the procedures in 11.23.3.1.1... The format of the AP Location Public Identifier URI element is provided in Figure 7-95o152.

	
	Info ID
	Length
	Public Identifier URI

	Octets:
	2
	2
	variable

	Figure 7-95o152—AP Civic Location format


The Info ID field is equal to the value in Table 7-43by corresponding to the AP Location Public Identifier URI.

The Length field is a 2-octet field whose value is the length of the AP Location Public Identifier URI field.

The Public Identifier URI field is defined in 7.3.2.22.13.

7.3.4.13 Domain Name List

The Domain Name List element provides a list of domain names corresponding to SSPs whose networks are accessible via the AP. Domain Names in this element are taken from dot11DomainNameTable. This list element may be returned in response to a GAS Query using the procedures in 11.23.3.1.1... The format of the Domain Name List element is provided in Figure 7-95o153.

	
	Info ID
	Length
	Domain Name field 
#1
(optional)

	Domain Name field 
#2
(optional)
	. . .
	Domain Name field 
#N

(optional)

	Octets:
	2
	2
	variable
	variable
	
	variable

	Figure 7-95o153—Domain Name List format


The Length is a 2-octet field whose value is equal to the number and size of the Domain Name Fields.

The Domain Name field is shown in Figure 7-95o154.
	
	Length
	Domain Name

	Octets:
	1
	variable

	Figure 7-95o154—Domain Name field format


The Length subfield is the length in octets of the Domain Name subfield. 

The Domain Name subfield is a domain name compliant with the “Preferred Name Syntax” as defined in RFC 1035. The maximum length of this field is 255 octets.

7.3.4.14 Emergency Alert Identifier URI information

The Emergency Alert Identifier URI information provides a URI for EAS message retrieval. The format of the Emergency Alert Identifier URI information is provided in Figure 7-95o155.

	
	Info ID
	Length
	Emergency Alert Identifier URI

	Octets:
	2
	2
	variable

	Figure 7-95o155—Emergency Alert Identifier URI information format


The Length is a 2 - octet field whose value is equal to the length of the Emergency Alert Identifier URI field.

The Emergency Alert Identifier URI is a variable length field used to indicate the URI at which an EAS message may be retrieved. See 11.23.7. The Emergency Alert Identifier URI is formatted in accordance with RFC 3986.

7.3.4.15 TDLS Discovery information

The TDLS Discovery information contains information that may be used by STAs to discover TDLS capabilities of a peer STA.The format of the TDLS Discovery information is provided in Figure 7-95o156.

	
	Info ID
	Length
	OI 
	TDLS Discovery 
information 

	Octets:
	2
	2
	
Variable 
	0 - 252

	Figure 7-95o156—TDLS Discovery information format


The Length fieldis set to the sum of OI field length and TDLS Discovery information field length..


The OI field is defined in 7.3.1.31 and indicates the type of TDLS Discovery information.

The TDLS Discovery Information contains capability information that a STA may use to establish a TDLS link. The format is described in 7.3.2.65b. An example of the peer discovery information is described in 11.23.10.

7.4 Action frame format details

7.4.7 Public Action details

7.4.7.1 Public Action frames

Change the first paragraph of 7.4.7.1 as follows.

The Public Action frame is defined to allow inter-BSS and AP to un-associated-STA communications and Generic Advertisement Services. The defined Public Action frames are listed in Table 7-57e.

Change Table 7-57e by inserting new 4 rows and change Reserved row Action field value.

	Table 7-57e—Public Action field values



	Action field value
	Description

	10
	GAS Initial Request, see 7.4.7.14

	11
	GAS Initial Response, see 7.4.7.15

	12
	GAS Comeback Request, see 7.4.7.16

	13
	GAS Comeback Response, see 7.4.7.17

	914-255
	Reserved


7.4.7.14 GAS Initial Request frame format

The GAS Initial Request frame is a Public Action frame. It is transmitted by a requesting STA to request information from another STA. The format of the GAS Initial Request frame body is shown in Table 7-57am.

	Table 7-57am—GAS Initial Request frame body format



	Order 
	Information

	0
	Category

	1
	Action

	2
	Dialog Token

	3
	Advertisement Protocol element

	4
	Query Request length

	5
	Query Request


The Category field is set to the value indicating a Public Action frame, as specified in Table 7-24.

The Action field is set to the value specified in Table 7-57e for a GAS Initial Request frame.

The Dialog Token field is defined in 7.3.1.12 and set by the requesting STA.

The Advertisement Protocol element is defined in 7.3.2.91. The Advertisement Protocol element includes exactly one Advertisement Protocol ID.

The Query Request length field is defined in Figure 7-101bc. The value of the Query Request length field is set to the total number of octets in the Query Request field.

	
	B0
	B15

	
	Query Request length
	

	Octets:
	2
	

	Figure 7-101bc—Query Request length field


The Query Request field is defined in Figure 7-101bd. The Query Request field is a generic container whose value is a GAS query which is formatted in accordance with the protocol specified in the Advertisement Protocol element.
	
	

	
	Query Request

	Octets:
	variable

	Figure 7-101bd—Query Request field


7.4.7.15 GAS Initial Response frame format

The GAS Initial Response frame is a Public Action frame. It is transmitted by a STA responding to a GAS Initial Request frame. The format of the GAS Initial Response frame body is shown in Table 7-57an.

	Table 7-57an—GAS Initial Response frame body format



	Order 
	Information

	0
	Category

	1
	Action

	2
	Dialog Token

	3
	Status Code

	4
	GAS Comeback Delay

	5
	Advertisement Protocol element

	6
	Query Response Length

	7
	Query Response (optional)


The Category field is set to the value indicating a Public Action frame, as specified in Table 7-24. 

The Action field is set to the value specified in Table 7-57e for a GAS Initial Response frame.

The Dialog Token field is copied from the corresponding GAS Initial Request frame. 

The Status Code values are defined in Table 7-23.

The GAS Comeback Delay field specifies the delay time value in TUs. Upon expiry of this delay, the requesting STA should attempt to retrieve the Query Response using a Comeback Request frame. The GAS Comeback Delay field format is provided in Figure 7-101be. 

A zero value will be returned by the STA when a Query Response is provided in this frame.
	
	B0
	B15

	
	GAS Comeback Delay
	

	Octets:
	2
	

	Figure 7-101be—GAS Comeback Delay field


The Advertisement Protocol element is defined in 7.3.2.91. The Advertisement Protocol element includes exactly one Advertisement Protocol ID.

The Query Response Length field is defined in Figure 7-101bf. The value of the Query Response Length field is set to the total number of octets in the Query Response field. If the Query Response Length field is set to 0, then there is no Query Response included in this Action frame.

	
	B0
	B15

	
	Query Response Length
	

	Octets:
	2
	

	Figure 7-101bf—Query Response length field


The Query Response field is defined in Figure 7-101bg. The Query Response field is a generic container whose value is the response to a GAS query and is formatted in accordance with the protocol specified in the Advertisement Protocol element.

.

	
	

	
	Query Response



	Octets:
	variable

	Figure 7-101bg—Query Response field


7.4.7.16 GAS Comeback Request frame format

The GAS Comeback Request frame is a Public action frame. It is transmitted by a requesting STA to a responding STA. The format of the GAS Comeback Request frame body is shown in Table 7-57ao.

	Table 7-57ao—GAS Comeback Request frame body format



	Order
	Information

	0
	Category

	1
	Action

	2
	Dialog Token


The Category field is set to the value indicating a Public Action frame, as specified in Table 7-24. 

The Action field is set to the value specified in Table 7-57e for a GAS Comeback Request frame.

The Dialog Token field is copied from the corresponding GAS Initial Request frame.

7.4.7.17 GAS Comeback Response frame format

The GAS Comeback Response frame is a Public Action frame. It is transmitted by a responding STA to a requesting STA. The format of the GAS Comeback Response frame body is shown in Table 7-57ap.

	Table 7-57ap—GAS Comeback Response frame body format



	Order
	Information

	0
	Category

	1
	Action

	2
	Dialog Token

	3
	Status Code

	4
	GAS Query Response Fragment ID

	5
	GAS Comeback Delay

	6
	Advertisement Protocol element

	7
	Query Response Length

	8
	Query Response (optional)


The Category field is set to the value indicating a Public Action frame, as specified in Table 7-24. 

The Action field is set to the value specified in Table 7-57e for a GAS Comeback Response frame.

The Dialog Token field is copied from the Dialog Token field of the corresponding GAS Initial Response frame. 

The Status Code values are defined in Table 7-23. The same status code value will be present in all fragments of a multi-fragment query response.

The GAS Query Response Fragment ID is defined in 7.3.1.33. If the responding STA has not received a response to the query that it posted on behalf of a requesting STA, then the responding STA sets the GAS Query Response Fragment ID to 0. When there is more than one query response fragment, the responding STA sets the GAS Query Response Fragment ID to 1 for the initial fragment and increments it by 1 for each subsequent fragment in a multi-fragment Query Response. The More GAS Fragments field is set to 0 whenever the final fragment of a query response is being transmitted. A GAS Query Response Fragment ID field having a non-zero Fragment ID and the More GAS Fragments field set to 1 indicates to the requesting STA that another GAS Comeback frame exchange should be performed to continue the retrieval of the query response.

The GAS Comeback Delay field format is provided in Figure 7-101be. A non-zero GAS Comeback Delay value is returned by the responding STA in this frame to indicate that the GAS query being carried out on behalf of the  requesting STA is still in progress.

—
A non-zero value indicates to the requesting STA that another GAS Comeback frame exchange should be performed after expiry of the GAS Comeback Delay timer in order to retrieve the query response. 

—
This field is 0 for all GAS Comeback Response frames containing a query response or a fragment of a multi-fragment query response.

The Advertisement Protocol element is defined in 7.3.2.91. The Advertisement Protocol element includes exactly one Advertisement Protocol ID.

The Query Response Length field is defined in Figure 7-101bf. The value of the Query Response Length field is the total number of octets in the Query Response field. If the Query Response Length field is set to 0, then there is no Query Response included in this Action frame.

The Query Response field is defined in Figure 7-101bg. The value of the Query Response field is a generic container dependent on the advertisement protocol specified in the Advertisement Protocol element and the query itself. In a multi-fragment query response, the response to the query posted on behalf of a requestingSTA is fragmented such that each fragment to be transmitted fits within the MMPDU size limitation. 

10. Layer management

10.3.70.1 MLME-GAS.request

10.3.70.1.1 Function

This primitive requests the information of a specific advertisement service from another STA and requests the STA to provide the Generic Advertisement Service.

10.3.70.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-GAS.request (

PeerSTAAddress,

DialogToken,

AdvertisementProtocolID,

Query,

QueryFailureTimeout

)

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MacAddress
	Any valid individual MacAddress
	Specifies the address of the peer MAC entity to which query is transmitted.

	DialogToken
	Integer
	0 - 255
	The dialog token to identify the GAS transaction.

	AdvertisementProtocolID
	Integer or Sequence of Integers
	As defined in Table 7-43bl
	This contains an Advertisement Protocol ID (see 7.3.2.91) which may be 802.11 assigned or vendor specified.



	Query
	String
	N/A
	Query string formatted using protocol identified in AdvertisementProtocolID. E.g., if the AdvertisementProtocolID value is 1, then Query is formatted as defined in IEEE Std 802.21-2008. 

	QueryFailureTimeout
	Integer
	> 1
	The time limit, in units of Beacon intervals, after which the GAS query procedure will be terminated.


10.3.70.1.3 When generated

This primitive is generated by the SME at a STA to request a specific advertisement service from another STA.
10.3.70.1.4 Effect of receipt

The STA operates according to the procedures defined in 11.23.3.

10.3.70.2 MLME-GAS.confirm

10.3.70.2.1 Function

This primitive reports the status code and Query Response to a GAS query of a specific advertisement service from a STA, which may be relaying the query response from a server in an external network.

10.3.70.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-GAS.confirm (

PeerSTAAddress,

DialogToken,

ResultCode,


ResponseInfo 

)

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MacAddress
	Any valid individual MacAddress
	Specifies the address of the peer MAC entity to which query is transmitted.

	DialogToken
	Integer
	0 - 255
	The dialog token to identify the GAS transaction.

	ResultCode
	Enumeration
	SUCCESS,

TIMEOUT,

UNSPECIFIED_FAILURE,

ADVERTISEMENT_PROTOCOL_NOT_SUPPORTED,

QUERY_RESPONSE_TOO_LARGE,


SERVER_UNREACHABLE,


TRANSMISSION_FAILURE
	Indicates the result response to the GAS request from the peer MAC entity.

	ResponseInfo
	String
	N/A
	Query Response string formatted using protocol identified in AdvertisementProtocolID. E.g., if the AdvertisementProtocolID value is 1, then Query is formatted as defined in IEEE Std 802.21-2008. 


The mapping of Status Code received in the GAS Response frame is mapped to the corresponding Result Code in Table 11-4.

10.3.70.2.3 When generated

This primitive is generated by the MLME as a response to the MLME-GAS.request primitive indicating the result of that request.

The primitive is generated when the requesting STA receives a query response in a GAS Initial Response frame or one or more GAS Comeback Response frames. 

10.3.70.2.4 Effect of receipt

The STA operates according to the procedures defined in 11.23.3.

10.3.70.3 MLME-GAS.indication

10.3.70.3.1 Function

This primitive reports to the STA’s SME about the GAS Request.

10.3.70.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-GAS.indication (

PeerSTAAddress,

DialogToken,

AdvertisementProtocolID,

Query

)

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MacAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity from which the query message was received. 

	DialogToken
	Integer
	0 - 255
	The dialog token to identify the GAS transaction.

	AdvertisementProtocolID
	Integer or Sequence of Integers
	As defined in Table 7-43bl
	This contains an Advertisement Protocol ID (see 7.3.2.91) which may be 802.11 assigned or vendor specified.

	Query
	String
	N/A
	Query string formatted using protocol identified in AdvertisementProtocolID. E.g., if the AdvertisementProtocolID value is 1, then Query is formatted as defined in IEEE Std 802.21-2008. 


10.3.70.3.3 When generated

This primitive is generated by the MLME as a result of receipt of a GAS request from STA.

10.3.70.3.4 Effect of receipt

The SME is notified of the request from the STA.

The SME operates according to the procedures defined in 11.23.3. 

The SME generates an MLME-GAS.response primitive within a dot11GASResponseTimeout.

10.3.70.4 MLME-GAS.response

10.3.70.4.1 Function

This primitive responds to the request for an advertisement service by a specified STA MAC entity. 

10.3.70.4.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-GAS.response (

PeerSTAAddress,

DialogToken,

ResultCode,

ResponseInfo

)

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MacAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity to which query response information is transmitted. 

	DialogToken
	Integer
	0 - 255
	The dialog token to identify the GAS transaction.

	ResultCode
	Enumeration
	SUCCESS, NO_REQUEST_OUTSTANDING,

ADVERTISEMENT_PROTOCOL_NOT_SUPPORTED,

QUERY_RESPONSE_OUTSTANDING,

QUERY_RESPONSE_TOO_LARGE,


SERVER_UNREACHABLE,


TIMEOUT
	Indicates the result response to the GAS-request from the peer MAC entity. See Table 11-4.

	ResponseInfo
	String
	N/A
	Query Response string formatted using protocol identified in AdvertisementProtocolID. E.g., if the AdvertisementProtocolID value is 1, then Query is formatted as defined in IEEE Std 802.21-2008. 


10.3.70.4.3 When generated

This primitive is generated by the MLME at a STA as a result of an MLME-GAS.indication primitive.

10.3.70.4.4 Effect of receipt

This primitive causes the MAC entity at the STA to send a GAS Initial Response frame to the requesting STA and optionally one or more GAS Comeback Response frames.

10.3.71 Protected Dual of Network Discovery and Selection Support

This set of primitives supports the process of Generic Advertisement Services using Protected Dual of Public Action frames. 

10.3.71.1 MLME-PDGAS.request

10.3.71.1.1 Function

This primitive requests the information of a specific advertisement service from another STA and requests the STA to provide the Generic Advertisement Service.

10.3.71.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-PDGAS.request (

PeerSTAAddress,

DialogToken,

AdvertisementProtocolID,

Query,

QueryFailureTimeout

)

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MacAddress
	Any valid individual MacAddress
	Specifies the address of the peer MAC entity to which query is transmitted.

	DialogToken
	Integer
	0 - 255
	The dialog token to identify the GAS transaction.

	AdvertisementProtocolID
	Integer or Sequence of Integers
	As defined in Table 7-43bl
	This contains an Advertisement Protocol ID (see 7.3.2.91) which may be 802.11 assigned or vendor specified.

	Query
	String
	N/A
	Query string formatted using protocol identified in AdvertisementProtocolID. E.g., if the AdvertisementProtocolID value is 1, then Query is formatted as defined in IEEE Std 802.21-2008. 

	QueryFailureTimeout
	Integer
	> 1
	The time limit, in units of Beacon intervals, after which the GAS query procedure will be terminated.


10.3.71.1.3 When generated

This primitive is generated by the SME at a STA to request a specific advertisement service from another STA, which may relay the query to a server in an external network. This primitive is used when Management Frame Protection is negotiated.

10.3.71.1.4 Effect of receipt

The STA operates according to the procedures defined in 11.23.3

10.3.71.2 MLME-PDGAS.confirm

10.3.71.2.1 Function

This primitive reports the status code and query response to a GAS query of a specific advertisement service from a STA.

10.3.71.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-PDGAS.confirm (

PeerSTAAddress,

DialogToken,

ResultCode,

ResponseInfo 

)

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MacAddress
	Any valid individual MacAddress
	Specifies the address of the peer MAC entity to which query is transmitted.

	DialogToken
	Integer
	0 – 255
	The dialog token to identify the GAS transaction.

	ResultCode
	Enumeration
	SUCCESS,

TIMEOUT,

UNSPECIFIED_FAILURE,

ADVERTISEMENT_PROTOCOL_NOT_SUPPORTED,

QUERY_RESPONSE_TOO_LARGE,


SERVER_UNREACHABLE,


TRANSMISSION_FAILURE
	Indicates the result response to the GAS request from the peer MAC entity.

	ResponseInfo
	String
	N/A
	Query Response string formatted using protocol identified in AdvertisementProtocolID. E.g., if the AdvertisementProtocolID value is 1, then Query is formatted as defined in IEEE Std 802.21-2008. 


The mapping of Status Code received in the GAS Response frame is mapped to the corresponding Result Code in Table 11-4.

10.3.71.2.3 When generated

This primitive is generated by the MLME as a response to the MLME-GAS.request primitive indicating the result of that request. This primitive is used when Management Frame Protection is negotiated.

The primitive is generated when the requesting STA receives a query response in a GAS Initial Response frame or one or more GAS Comeback Response frames. 

10.3.71.2.4 Effect of receipt

The STA operates according to the procedures defined in 11.23.3.

10.3.71.3 MLME-PDGAS.indication

10.3.71.3.1 Function

This primitive reports to the STA’s SME about the GAS Request.

10.3.71.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-PDGAS.indication (

PeerSTAAddress,

DialogToken, 

AdvertisementProtocolID,

Query


)

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MacAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity from which the query message was received. 

	DialogToken
	Integer
	0 - 255
	The dialog token to identify the GAS transaction.

	AdvertisementProtocolID
	Integer or Sequence of Integers
	As defined in Table 7-43bl
	This contains an Advertisement Protocol ID (see 7.3.2.91) which may be 802.11 assigned or vendor specified.



	Query
	String
	N/A
	Query string formatted using protocol identified in AdvertisementProtocolID. E.g., if the AdvertisementProtocolID value is 1, then Query is formatted as defined in IEEE Std 802.21-2008. 


10.3.71.3.3 When generated

This primitive is generated by the MLME as a result of receipt of a GAS request from STA. This primitive is used when Management Frame Protection is negotiated.

10.3.71.3.4 Effect of receipt

The SME is notified of the request from the STA.

The SME operates according to the procedures defined in 11.23.3. 

The SME generates an MLME-PDGAS.response primitive within a dot11GASResponseTimeout.

10.3.71.4 MLME-PDGAS.response

10.3.71.4.1 Function

This primitive responds to the request for an advertisement service by a specified STA MAC entity. 

10.3.71.4.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-PDGAS.response (

PeerSTAAddress,

DialogToken,

ResultCode,

ResponseInfo

)

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MacAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity to which query response information is transmitted. 

	DialogToken
	Integer
	0 - 255
	The dialog token to identify the GAS transaction.

	ResultCode
	Enumeration
	SUCCESS, NO_REQUEST_OUTSTANDING,

ADVERTISEMENT_PROTOCOL_NOT_SUPPORTED,

QUERY_RESPONSE_OUTSTANDING,

QUERY_RESPONSE_TOO_LARGE,


SERVER_UNREACHABLE,


TIMEOUT
	Indicates the result response to the GAS-request from the peer MAC entity. See 11.4

	ResponseInfo
	String
	N/A
	Query Response string formatted using protocol identified in AdvertisementProtocolID. E.g., if the AdvertisementProtocolID value is 1, then Query is formatted as defined in IEEE Std 802.21-2008. 


10.3.71.4.3 When generated

This primitive is generated by the MLME at a STA as a result of an MLME-GAS.indication primitive. This primitive is used when Management Frame Protection is negotiated.

10.3.71.4.4 Effect of receipt

This primitive causes the MAC entity at the STA to send a GAS Initial Response frame to the requesting STA and optionally one or more GAS Comeback Response frames.

Change the following subclauses as shown:

11.23 WLAN Interworking with External Networks Procedures

11.23.1 General

This subclause describes the actions and the procedures that provide interworking capabilities between 802.11 infrastructure and external networks.

11.23.2 Interworking capabilities and information

STAs indicate their support for Interworking Service by setting the dot11InterworkingServiceEnabled MIB variable to true. When dot11InterworkingServiceEnabled is true, STAs include the Interworking element in Beacon and Probe Response frames and non-AP STAs include the Interworking element in Probe Request frames. 

When dot11InterworkingServiceEnabled and dot11ExtendedChannelSwitchEnabled are both set to TRUE, the AP may provide its operating channel and regulatory class to an Interworked SSPN using the values from dot11RegulatoryClassesTable MIB entry.

The Interworking element contains signaling for Homogeneous ESSs. The HESSID is a 6-octet MAC address which identifies the homogeneous ESS. The HESSID value shall be identical to one of the BSSIDs in the homogeneous ESS. Thus, it is a globally unique identifier that in conjunction with the SSID, may be used to provide network identification for an SSPN.


NOTE—It is required by this standard that the HESSID field in the Interworking element is administered consistently across all BSSs in a homogeneous ESS.

The Interworking element also provides an Access Network Type in Beacon and Probe Response frames to assist the non-AP STA with network discovery and selection.

11.23.3 Interworking Procedures: Generic Advertisement Services

This subclause describes the actions and procedures that are used to invoke Generic Advertisement Services (GAS). GAS may be used to enable network selection for STAs where dot11InterworkingServiceEnabled is true. GAS provides transport mechanisms for advertisement services while STAs are in the un-associated state as well as the associated state. This is accomplished via the use of Public Action management frames which are class 1 frames. GAS messages shall be transmitted using individually-addressed Public Action frames.  When Management Frame Protection is negotiated, stations shall use individually addressed Protected Dual of Public Action frames instead of individually addressed Public Action frames.

7-43bnA GAS message exchange may take place between two STAs; one STA transmits a GAS Query Request and the other STA transmits the GAS Query Response as described in 11.23.3.2. 

The advertisement protocol transported by GAS is one of the query protocols in Table 7-43be.
GAS shall be supported by a STA when dot11InterworkingServiceEnabled is true.  ANQP shall be supported by a STA when dot11InterworkingServiceEnabled is true.  Advertisement protocols other than ANQP shall be supported when the corresponding dot11GASAdvertisementID is not null. 
STAs shall not transmit a GAS Query for any Advertisement Protocol unless that Advertisement Protocol ID is included in the Advertisement Protocol element in a Beacon or Probe response frame. The Advertisement Protocol element specifies the Advertisement Protocols that a STA may use to communicate with advertisement servers, which may be located in a STA or an external network. The Advertisement Protocol identifies the query language used by the advertisement server. 
The GAS protocol, which is used to transport Queries and Query Responses, is transparent to the Advertisement Protocol. 
11.23.3.1  Access Network Query Protocol 
11.23.3.1.1 Access Network Query Protocol procedures
  A STA may use ANQP to retrieve information as defined in Table 7-43be  from a peer STA. 
A STA accomplishes this by transmitting one or more ANQP Info IDs or ANQP vendor-specific query elements in the Query Request field in a GAS Initial Request frame. In the Query, Info IDs and vendor-specifc query elements, if present, shall be ordered by non-decreasing Info ID. The receiving STA responds to the query using a GAS Initial Response frame and optionally one or more GAS Comeback Response frames.   The ANQP Query Response is comprised of ANQP elements drawn from Table 7-43bn and shall be ordered by non-decreasing Info ID. If information is not available for a particular ANQP element, then a query for that element will return that element with all optional fields not present. 
ANQP frame usage for Infrastructure BSSs and IBSSs shall be in accordance with Table 11-3. Frame usage defines the entities permitted to transmit and receive particular ANQP elements. STAs where dot11InterworkingServiceEnabled is true which are capable of operating in an IBSS shall be capable of requesting an ANQP Capability List and returning the ANQP Capability List in a GAS message exchange; STA support for all other ANQP elements is optional. STAs where dot11InterworkingServiceEnabled is true shall be capable of returning the ANQP Capability List in an ANQP GAS message exchange;  STA’s support for all other ANQP elements is optional.
	Table 11-3—Access Network Query Protocol usage



	
	
	BSS
	
	IBSS

	Info Name
	ANQP Info Element (clause)
	AP
	Non-AP STA
	STA

	ANQP Capability List
	7.3.4.1
	T, R
	T, R
	T, R

	Venue Name information
	7.3.4.2
	T
	R
	----

	Emergency Call Number information
	7.3.4.3
	T
	R
	----

	Network Authentication Type information
	7.3.4.4
	T
	R
	----

	Roaming Consortium List
	7.3.4.5
	T
	R
	----

	 Access Network Query Protocol vendor-specific list
	7.3.4.6
	T, R
	T, R
	T, R

	IP Address Type Availability information
	7.3.4.7
	T, R
	T, R
	T, R

	NAI Realm List
	7.3.4.8
	T
	R
	T, R

	
	
	
	
	

	3GPP Cellular Network information
	7.3.4.9
	T
	R
	----

	AP Geo Location
	7.3.4.10
	T
	R
	T, R

	AP Civic Location
	 7.3.4.11
	T
	R
	T, R

	Domain Name List
	7.3.4.12
	T
	R
	----

	Emergency Alert Identifier URI
	7.3.4.13
	T
	R
	T, R

	TDLS Discovery
	7.3.4.14
	T
	R
	T, R

	Symbols

T
ANQP element may be transmitted by MAC entity

R
ANQP element may be received by MAC entity

---
ANQP element is neither transmitted nor received by MAC entity
	
	
	
	


A STA that encounters an unknown or reserved ANQP Info ID value in a GAS frame (see Table 7-57aj) received without error shall ignore that ANQP Info ID and shall parse any remaining ANQP Info IDs. 

A STA that encounters an unknown vendor-specific OI field or subfield in a GAS frame (see Table 7-57aj) received without error shall ignore that field or subfield respectively, and shall parse any remaining fields or subfields for additional information with recognizable field or subfield values.

11.23.3.1.1.1 Roaming Consortium List procedures

The Roaming Consortium List, which contains a set of OIs, can be retrieved from an AP by a non-AP STA using the GAS procedures defined in 11.23.3.1.1. The list of OIs included in the Roaming Consortium List shall be those OIs in the dot11RoamingConsortiumTable. An AP shall only include an OI in the dot11RoamingConsortiumTable, if in conjunction with an AS, it is capable of successfully authenticating a non-AP STA having valid security credentials for the SSPN identified by that OI. Methods used by the AP to authenticate the non-AP STA include, but are not limited to, RSNA algorithms and Open System authentication.

Each OI identifies an SSP or group of SSPs (i.e., a roaming consortium). An SSP or group of SSPs can register for and obtain an OI using the procedures defined in [B11a].

A non-AP STA can have a locally stored binding between an OI and a set of security credentials with which it can authenticate to the network identified by the OI, that is, the SSP’s SSPN. The method by which this binding is obtained is outside the scope of this standard. A non-AP STA can select from that list of credentials when authenticating to the BSS.





11.23.3.1.1.2 AP Procedures for advertising EAP Method associated with an NAI Realm

When dot11RSNAEnabled is true, NAI realms along with their supported authentication methods may be advertised using the NAI Realm List (see 7.3.4.8). Each realm may be optionally associated with a set of EAP methods. Each EAP method may be optionally associated with a set of Authentication Parameters. The NAI realm information provides a hint on the methods a STA can use to establish an association in an RSN IEEE 802.1X environment. If the non-AP STA recognizes the NAI realm, it may attempt authentication even if it believes the EAP methods are incorrect.

A non-AP STA having dot11InterworkingServiceEnabled set to TRUE may process the NAI realm list. The selection of the NAI realm the non-AP STA uses for authentication is out of scope of this standard. A non-AP STA requests the NAI Realm list using GAS procedures defined in 11.23.3.1.1.

A non-AP STA having dot11InterworkingServiceEnabled set to true may optionally process the EAP Method list as follows: 

—
The EAP Method list provided by the AP shall be in priority order (the most preferred EAP Method is listed first).

—
The credential types help the STA to determine what credentials to use for authentication.

—
The STA should confirm the GAS advertisement after an RSNA is established by performing a GAS query for the NAI Realm List using Protected Dual of Public Action frames.

NOTE—The advertisements should be confirmed after the RSNA is established to avoid downgrade attacks.

The policy which determines whether or not a non-AP STA should attempt authentication and/or association with any particular IEEE 802.11 Access Network is outside the scope of this standard.
11.23.3.1.1.3 AP Geo Location procedures

A STA where dot11InterworkingServiceEnabled is true may retrieve an AP's Geo location using GAS procedures in 11.23.3.1.1. A STA in the associated state should retrieve Geo location information from the AP using the procedures in 11.10.8.

11.23.3.1.1.4 AP Civic Location procedures

A STA where dot11InterworkingServiceEnabled is true may retrieve an AP's Civic location using GAS procedures in 11.23.3.1.1. A STA in the associated state should retrieve Civic location information from the AP using the procedures in 11.10.8.

11.23.3.1.1.5 TDLS Discovery procedures
The TDLS Discovery element (7.3.4.15) can be used in an ANQP query to discover TDLS capabilities (e.g. another TDLS capable STA) using public action frames. An example of TDLS discovery using ANQP is given in Figure 7-101bg1. The discovery can work as follows:

1)
STA1 determines the MAC address of STA2.

2)
STA1 sends an ANQP request to STA2. The ANQP request includes a TDLS Discovery element.

3)
STA2 receives the ANQP request frame and includes the TDLS Discovery element in the ANQP response frame to STA1.
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Figure 7-101bg1—Example TDLS capability discovery using ANQP
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11.23.3.2 GAS Protocol

Presence of interworking element  in Beacon or Probe Response frames indicates support for GAS protocol and ANQP protocol at the STA. Presence of the Advertisement Protocol element in Beacon or Probe Response frames indicates the other Advertisement Protocol IDs supported in the BSS or IBSS. A STA transmits a GAS query using a GAS Initial Request frame and the responding STAprovides the query response or information on how to receive the query response in a GAS Initial Response frame. The GAS Query response shall be delivered in a single GAS Initial Response frame or in one or more GAS Comeback Response frames; the GAS Query Response shall not be split between a GAS Initial Response frame and one or more GAS Comeback Response frames. The GAS message sequence diagrams are shown in Figures 11-17d, 11-17e and 11-17f. 
Figure 11-17d describes the GAS message exchange sequence when dot11GASPauseForServerResponse is true and  the GAS Query response fits within one MMPDU. 
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Figure 11-17d GAS message sequence with dot11GASPauseForServerResponse set to true
Figure 11-17e describes the GAS message exchange sequence when dot11GASPauseForServerResponse is true and the GAS Query response is too large to fit in one MMPDU and GAS fragmentation is used for delivery. The number of GAS Comeback Request and GAS Comeback Response messages depends on the number of GAS fragments required for delivery of the GAS Query response.
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Figure 11-17e GAS message sequence with GAS fragmentation and dot11GASPauseForServerResponse set to true
Figure 11-17f describes the GAS message exchange sequence when dot11GASPauseForServerResponse is false. The number of GAS Comeback Request and GAS Comeback Response messages depends on the number of GAS fragments required for delivery of the GAS Query response.
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Figure 11-17f GAS message sequence with GAS fragmentation and dot11GASPauseForServerResponse set to false
11.23.3.2.1 STA Procedures to Transmit a GAS Query

Upon receipt of an MLME-GAS.request primitive, the non-AP STA shall engage in the following procedure to transmit a query:

a)
The non-AP STA sends a GAS query by transmitting a GAS Initial Request frame containing a Dialog Token, an Advertisement Protocol element containing an Advertisement Protocol ID and the Query Request field.

b)
Upon transmission of the GAS Initial Request frame, the STA shall set a timer, referred to as the dot11GASResponseTimer, equal to the dot11GASResponseTimeout MIB object or the QueryFailureTimeout parameter provided in the MLME-GAS.request primitive. If both values are present, the timer shall be set to the lesser of the two values. 
c)
If the non-AP STA is not in the associated state, it shall remain in active mode until the receipt of a GAS Initial Response frame with the same Dialog Token as in the GAS Initial Request frame or until the expiry of the timer, whichever occurs first. If the non-AP STA is in the associated state, it may go into power save state until the GAS Initial Response frame is available for receipt or the timer expiry, whichever occurs first.





d)
If the dot11GASResponseTimer expires before a GAS Initial Response frame is received, the  GAS query was not successful and the MLME shall issue an MLME-GAS.confirm primitive indicating “timeout” and shall set the Query Response Length field to 0.

11.23.3.2.2 STA Procedures to post a GAS Query to an Advertisement Server 
Upon receipt of a GAS Initial Request frame, an MLME-GAS.indication primitive shall be issued to the STA’s SME. Upon receipt of an MLME-GAS.response primitive, the STA shall transmit a GAS Initial Response frame to the requesting STA according to the following procedures. If the requesting STA is in the associated state and in the power-save mode, the STA shall buffer the frame for transmission according to the procedures in 11.2.1; otherwise the STA shall queue the frame for transmission.

a)
If the Advertisement Protocol ID in the Advertisement Protocol element does not equal the value contained in any dot11GASAdvertisementID MIB object, then the STA shall not post the query to an advertisement server. The STA shall transmit a directed GAS Initial Response frame to the requesting STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request frame, a Status Code equal to “Advertisement Protocol Not Supported” (see Table 11-4), an Advertisement Protocol element containing the Advertisement Protocol ID used in the GAS Initial Request frame and a Comeback Delay and Query Response Length both set to 0. 

b)
If the query request corresponds to an advertisement protocol whose server is currently unreachable, the responding STA shall transmit a directed GAS Initial Response frame to the requesting non-AP STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request frame, a Status Code equal to “Server Unreachable”, an Advertisement Protocol element containing an Advertisement Protocol ID equal to the Advertisement Protocol ID contained in the GAS Initial Request frame and a Comeback Delay and Query Response Length both set to 0. The method used by the AP to determine the server is unreachable is out of scope of this specification. A STA receiving a status code indicating the server is unreachable should wait at least 1 minute before transmitting any further queries using the same Advertisement Protocol ID to the responding STA. 
c)
If the Advertisement Protocol ID in the Advertisement Protocol element equals the value contained in any dot11GASAdvertisementID MIB object, then the STA shall post the query to the advertisement server identified by the Advertisement Protocol ID. The methods and protocols the STA uses to post the query are outside the scope of this specification. 
d)
If dot11GASPauseForServerResponse is false, the responding STA initializes a timer, referred to as the PostReplyTimer, to the value in dot11GASResponseTimeout MIB object and transmits an individually addressed GAS Initial Response frame to the requesting STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request frame, a Status Code set to “success”, an Advertisement Protocol element containing the Advertisement Protocol ID used in the GAS Initial Request frame, a GAS Comeback Delay set to the value in dot11GASComebackDelay for this Advertisement Protocol and a Query Response Length set to 0.
e)
If dot11GASPauseForServerResponse is true, the GAS Query response is delivered as defined in 11.23.3.2.3. 

	Table 11-4—GAS MLME Primitive’s Encoding of Result Code to Status Code field



	StatusCode
	ResultCode

	59
	ADVERTISEMENT_PROTOCOL_NOT_SUPPORTED

	60
	NO_OUTSTSANDING_REQUEST

	61
	RESPONSE_NOT_RECEIVED_FROM_SERVER 

	62
	TIMEOUT

	63
	QUERY_RESPONSE_TOO_LARGE

	64
	SERVER_UNREACHABLE

	65
	REQUESTED_INFO_NOT_AVAILABLE

	66
	TRANSMISSION_FAILURE


11.23.3.2.3 STA Procedures for processing the GAS Query Response
After receiving a query response from the Advertisement Server the STA shall buffer the query response for a minimum of dot11GASResponseBufferingTime after the expiry of the GAS Comeback Delay or until the query response is delivered. If the responding STA does not receive a GAS Comeback Request frame whose source MAC address and Dialog Token match the source MAC address and Dialog Token respectively of the corresponding GAS Initial Response frame within this time, it may drop the query response.
If the query response is larger than the configured Query Response Length Limit, the responding STA shall discard the response and instead return a status code of “GAS Query Response larger than permitted per configured STA policy” in the GAS Comeback Response frame. This behavior helps to prevent abuses of the medium which may be caused by overly general queries, which evoke a very large query response.

The GAS protocol supports Query Responses whose length is greater than the 802.11 maximum MMPDU size by the STA’s use of the GAS Query Response Fragment ID field in the GAS Comeback Response frame; the Query Response Fragment ID shall be set to 1 for the initial fragment and incremented by 1 for each subsequent fragment in a multi-fragment query response. If the Query Response is a multi-fragment response (i.e., contains more than 1 fragment), the STA shall transmit all fragments that belong to the same Query Response until all fragments are exhausted. The STA shall set the More GAS Fragments field of the GAS Query Response Fragment ID to 0 when the transmitted fragment is the final fragment. 

The following procedures are used by the responding STA to deliver the query response to the requesting STA.
I) If dot11GASPauseForServerResponse is true:
a) If the PostReplyTimer expires before the GAS Query Response is received from the advertisement server then the responding STA shall  transmit an individually addressed GAS Initial Response frame to the requesting STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request frame, a Status Code set to “Timeout” (see Table 11-4), an Advertisement Protocol element containing the Advertisement Protocol ID used in the GAS Initial Request frame, a GAS Comeback Delay set to 0 and a Query Response Length set to 0.  If the query response is subsequently received from the advertisement server, it shall be dropped by the responding STA.  
b) If the Query Response received from the advertisement server is larger than dot11GASQueryResponseLengthLimit, it shall be dropped by the responding STA. Then the responding STA shall  transmit an individually addressed GAS Initial Response frame to the requesting STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request frame, a Status Code set to “Query Response too large” (see Table 11-4), an Advertisement Protocol element containing the Advertisement Protocol ID used in the GAS Initial Request frame, a GAS Comeback Delay set to 0 and a Query Response Length set to 0.
c)
If the query response’s length is equal to or less than the maximum MMPDU size, the STA shall transmit an individually addressed GAS Initial Response frame to the requesting STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request frame, a Status Code set to “success”, an Advertisement Protocol element containing the Advertisement Protocol ID used in the GAS Initial Request frame, a GAS Comeback Delay set to 0, the Query Response and a Query Response Length set to the query response length. This completes the GAS Query and GAS Query Response exchange.
d)
If the query response’s length is larger than the maximum MMPDU size, the responding STA shall transmit an individually addressed GAS Initial Response frame to the requesting STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request frame, a Status Code set to “success”, an Advertisement Protocol element containing the Advertisement Protocol ID used in the GAS Initial Request frame, a GAS Comeback Delay set to 1 TU and a Query Response Length set to 0; this indicates the query response will be transmitted using GAS Comeback Request and Response frames which support GAS fragmentation as follows.
II) If dot11GASPauseForServerResponse is false:

a) If the PostReplyTimer expires before the GAS Query Response is received from the advertisement server then the responding STA shall buffer for transmission a GAS Comeback Response frame with a status code equal to “Timeout” (see Table 11-4). If the query response is subsequently received from the advertisement server, it shall be dropped by the STA.

b)
If the Query Response received from the Advertisement Server is larger than dot11GASQueryResponseLengthLimit, it shall be dropped by the responding STA. Then the STA shall buffer for transmission a GAS Comeback Response frame with status code set to “Query Response too large”.

III)   If the Query Response is received before the expiry of the PostReplyTimer and its length is less than dot11GASQueryResponseLengthLimit, then the Query Response shall be buffered in one or more GAS Comeback Response frames with status code set to “success”. The responding STA transmits one GAS Comeback Response frame in response to each GAS Comeback Request frame. If the Query Response received from the Advertisement Server is less than or equal to the maximum MMPDU payload size, then the GAS Query Response Fragment ID shall be set to zero and the More GAS Fragments field in the GAS Query Response Fragment ID shall be set to zero. If the Query Response received from the advertisement server is greater than the maximum MMPDU payload size, then the GAS Query Response Fragment ID shall be set to zero if this is the first fragment of the Query Response transmitted, otherwise it shall be incremented by 1; the More GAS Fragments field in the GAS Query Response Fragment ID shall be set to one if there are more fragments of the Query Response to be transmitted, otherwise it shall be set to zero (i.e., this fragment is the last fragment of the Query Response).

IV)  If a query response has not been received from the Advertisement Serverand the PostReplyTimer has not expired, the responding STA shall transmit a GAS Comeback Response frame with status equal to “Query response outstanding” (see Table 11-4) and GAS Comeback Delay set to the value in dot11GasComebackDelay for this Advertisement Protocol to indicate when the non-AP STA should comeback to obtain its Query Response.

V)
If a responding STA receives a GAS Comeback Request frame whose source MAC address and Dialog Token do not match the destination MAC address and Dialog Token respectively of an outstanding GAS Initial Response frame, the STA should transmit a GAS Comeback Response frame with a status code equal to “No request outstanding”.

A requesting STA shall transmit a GAS Comeback Request frame including the Dialog Token (drawn from the corresponding GAS Initial Response frame) immediately after the expiry of the GAS Comeback Delay. In response, the responding STA provides the Query Response in one or more GAS Comeback Response frames with the corresponding Dialog Token.

If a requesting STA receives a GAS Comeback Response frame with status set to “Query response outstanding”, the requesting STA shall wait for the GAS Comeback Delay from that frame and upon expiry of the GAS Comeback Delay, transmit another GAS Comeback Request frame. If the requesting STA’s dot11GASResponseTimer (set in 11.23.3.2.1 step b) expires prior to receiving a GAS Comeback Response frame whose source MAC address and Dialog Token match those in the corresponding GAS Initial Response frame, the STA shall issue an MLME-GAS.confirm primitive with result code set to “timeout” and shall set the Query Response Length to 0.

If a requesting STA receives a GAS Comeback Response frame with status set to “success” and the More GAS Fragments field in the GAS Query Response Fragment ID set to one, it shall transmit another GAS Comeback Request frame in order to retrieve the next GAS fragment of a multi-fragment query response.

If a requesting STA receives a GAS Comeback Response frame with status set to “success” and the More GAS Fragments field in the GAS Query Response Fragment ID set to zero, the requesting STA’s MLME shall determine that all fragments have been received by confirming that all fragment IDs from 0 to the value in the GAS Query Response Fragment ID when the More GAS Fragments field was set to 0 have been received. Upon receipt of the first GAS Comeback Response frame and every GAS Comeback Response frame thereafter, the dot11GASResponseTimer shall be reset. If all of the query response fragments were received before the expiry of the dot11GASResponseTimer, then the MLME shall issue an MLME-GAS.confirm with result code set to “success” along with the query response. If all of the query response fragments were not received before the expiry of the dot11GASResponseTimer, then the MLME shall issue an MLME-GAS.confirm with result code set to “transmission failure” and shall set the Query Response Length to 0.

After a requesting STA receives the first GAS fragment of a multi-fragment query response, it shall continue retrieving the query response until all GAS fragments are received or until a transmission failure is detected; the requesting STA shall not commence the retrieval of a another GAS Query Response from the same STA until all GAS fragments are received or until a transmission failure is detected on the first GAS Query Response.

If a requesting STA receives a GAS Comeback Response with status set to “Timeout” or “Query Response too large”, then the MLME shall issue an MLME-GAS.confirm with result code so indicating and shall set the Query Response Length to 0.

If a requesting STA receives a GAS Comeback Response with status set to “No request outstanding”, then the MLME shall issue an MLME-GAS.confirm with result code set to “unspecified failure” and shall set the Query Response Length to 0.

11.23.3.2.5 GAS procedures interaction with Multiple BSSID Set

Non-AP STAs in the un-associated state may use GAS procedures to query advertisement servers for information. As described in 11.23.3.2, APs indicate their support for a particular GAS Advertisement Protocol by including an Advertisement protocol element with that Advertisement protocol ID in Beacon and Probe Response frames as described in 7.2.3.1 and 7.2.3.9 respectively. Non-AP STAs receiving Beacon or Probe Response frames from different APs may choose to engage in GAS frame exchange sequences with one or more of these APs. In some deployment scenarios, these APs may be operating as a Multiple BSSID set (as defined in 11.10.11) and may relay the GAS queries to the same advertisement server. Depending on the configuration of the IEEE 802.11 access network, the external network and the advertisement server, a query response from the advertisement server may or may not be dependent on the BSSID used in the GAS frame exchange sequence and thus the STA from which the query was relayed. If the GAS Query Response is dependent on the BSSID, a non-AP STA may choose to post queries using GAS procedures to more than one STA and expect possibly different Query Responses. If the Query Response is not dependent on the BSSID, then a non-AP STA may choose to post queries using GAS procedures to only one STA in the Multiple BSSID set (i.e., posting the same query to another member of the Multiple BSSID set would yield the same response).

When a Multiple BSSID (as defined in 11.10.11) set contains two or more members and dot11InterworkingServiceEnabled is true and dot11GASAdvertisementID is not null and a query to the advertisement server corresponding to the value of dot11GASAdvertisementID is not dependent on the BSSID value used in the GAS frame exchange sequence to post the query, then the PAME-BI bit in the Advertisement protocol tuple of the Advertisement protocol element corresponding to the value of dot11GASAdvertisementID shall be set to 1; otherwise this bit shall be set to zero.

11.23.4 Interworking Procedures: IEEE 802.21 MIH Support

The IEEE 802.21 MIH (Media Independent Handover) standard supports handovers across heterogeneous networks. STAs with dot11InterworkingServiceEnabled set to TRUE and having the dot11GasAdvertisementId MIB object set to MIH Information Service (see Table 7-43bl) shall support the transmission and reception of MIIS queries for STAs in all states. STAs with dot11InterworkingServiceEnabled set to TRUE and having a dot11GasAdvertisementId MIB object set to MIH Command and Event Services Capability Discovery (see Table 7-43bl) shall provide support for MICS/MIES capability discovery for non-AP STAs in all states.

Additionally, support for MIIS query and MICS/MIES capability discovery to non-AP STA's in the associated state is provided by the STA forwarding IP datagrams destined for the MIH PoS to the MIIS server.

A non-AP STA discovers support for these services by receiving Beacon or Probe Response frames with an Advertisement Protocol element having Advertisement Protocol ID(s) for MIH Information Service and/or MIES/MICS capability discovery.

Non-AP STAs in the un-authenticated or un-associated or associated states can use GAS procedures to discover MIH Command and Event Services Capability as specified in Table 7-43bl. 

11.23.7 Interworking Procedures: Emergency Alert System (EAS) Support

The Emergency Alert System (EAS) provides alerts, typically issued by authorities. The Interworking Procedures EAS support enables the alerts to be transmitted upon request from APs to non-AP STAs. Subsequent to advertisement in Beacon and Probe Response frames, a non-AP STA uses GAS queries to retrieve an EAS message from the network according to the following procedures.

When dot11EASEnabled is true, EAS operation shall be supported. When EAS operation is not supported, dot11EASEnabled shall be set to FALSE.

When the IEEE 802.11 infrastructure is informed of the availability of an EAS message (the mechanism by which is out of scope of this standard), an AP with dot11EASEnabled set to TRUE shall advertise the availability of the EAS message by including an Emergency Alert Identifier element (see 7.3.2.95) for that message in its Beacon and Probe Response frames. The AP shall include one instance of an Emergency Alert Identifier element in its Beacon and Probe Response frames for each active EAS Message. The Emergency Alert Identifier element provides an Alert Identifier Hash value, a unique indicator of the EAS Message of the alert to the non-AP STA. The Alert Identifier Hash value allows the non-AP STA to determine whether this is a new alert.


NOTE—The same value of hash will be computed by each AP in an ESS and by each AP in different ESSs. Thus a non-AP STA, which can download emergency alert messages when in a pre-associated state, can unambiguously determine that it has already downloaded the message, avoiding unnecessary duplicates.

When an EAS Message has expired (the mechanism by which is out of scope of this standard), an AP with dot11EASEnabled set to TRUE shall remove the corresponding instance of an Emergency Alert Identifier element from its Beacon and Probe Response frames.

The Alert Identifier Hash in the Emergency Alert Identifier element shall be computed using HMAC-SHA1-64 hash algorithm as shown in 7.3.2.95.

After receiving an Alert Identifier Hash value for an EAS Message which has not already been retrieved from the network, a non-AP STA having dot11EASEnabled set to TRUE shall retrieve the EASN message from the AP either:

—
using the GAS procedures defined in 11.23.3.2 with Advertisement Protocol ID set to the value for EAS (see Table 7-43bl), indicating to the AP the Alert Identifier Hash of the message it wants to retrieve, or

—
for a non-AP STA in the associated state, retrieve the EAS message using a URI (the mechanism by which the URI is out of scope of this standard).  The non-AP STA retrieves the Emergency Alert Server URI (see 7.3.4.15) using an ANQP query according to the procedures in 11.23.3.1.1. 
With this Emergency Alert Server URI, the STA could  form a URI by concatenating the Emergency Alert Server URI with the hexadecimal numerals of the Alert Identifier Hash converted to UTF-8 encoded characters and the “.xml” file extension. For example, if the Emergency Alert Server URI is http://eas.server.org and the Alert Identifier Hash is “0x1234567890abcdef”, then the URI would be “http://eas.server.org/1234567890abcdef.xml”.








A.4.22 Interworking (IW) with External Networks extensions

	Item
	Protocol Capability
	References
	Status
	Support

	
	Are the following Interworking with External Networks capabilities supported?
	
	
	

	IW1
	Interworking capabilities and Information
	7.3.2.90, 11.23.2
	CF19:M
	Yes, No, N/A

	    IW1.1
	Interworking information element
	7.3.2.90
	IW1:M
	Yes, No, N/A

	     IW1.2
	Access Network Type
	7.3.2.90
	IW1:M
	Yes, No, N/A

	     IW1.3
	802.11 Venue Type
	7.3.2.90
	IW1:M
	Yes, No, N/A

	     IW1.4
	HESSID
	7.3.2.90
	IW1:M
	Yes, No, N/A

	     IW1.5
	Interworking Action frame
	7.4.7a
	IW1:M
	Yes, No, N/A

	IW2
	Generic Advertisement Services
	11.23.3
	CF19:M
	Yes, No, N/A

	     IW2.1
	Advertisement Protocol element
	7.3.2.91
	IW2:M
	Yes, No, N/A

	     IW2.2
	GAS Protocol
	11.23.3.2
	IW2:M
	Yes, No, N/A

	     IW2.2.1
	Access Network Query Protocol
	7.3.4, 7.3.4.6
	IW2.2:M
	Yes, No, N/A

	     IW2.2.2
	ANQP Capability List
	7.3.4.1
	IW2.2.1:M
	Yes, No, N/A

	     IW2.2.3
	Venue Name information
	7.3.4.2
	IW2.2.1:O
	Yes, No, N/A

	     IW2.2.4
	Emergency Call Number information
	7.3.4.3
	IW2.2.1:O
	Yes, No, N/A

	     IW2.2.5
	Network Authentication Type information
	7.3.4.4
	IW2.2.1:O
	Yes, No, N/A

	     IW2.2.6
	Roaming Consortium List
	7.3.4.5
	IW2.2.1:O
	Yes, No, N/A

	     IW2.2.7
	IP Address Type Availability information
	7.3.4.7
	IW2.2.1:O
	Yes, No, N/A

	     IW2.2.8
	NAI Realm List
	7.3.4.8
	IW2.2.1:O
	Yes, No, N/A

	
	
	
	
	

	     IW2.2.9
	3GPP Cellular Network information
	7.3.4.9
	IW2.2.1:O
	Yes, No, N/A

	     IW2.2.10
	AP Geos Location
	7.3.4.10
	IW2.2.1:O
	Yes, No, N/A

	     IW2.2.11
	AP Civic Location
	7.3.4.11
	IW2.2.1:O
	Yes, No, N/A

	     IW2.2.12
	Domain Name List
	7.3.4.12
	IW2.2.1:O
	Yes, No, N/A

	     IW2.2.13
	Emergency Alert URI
	7.3.4.13
	IW2.2.1:O
	Yes, No, N/A

	     IW2.2.14
	Access Network Query Protocol vendor-specific list
	7.3.4.6
	IW2.2.1:O
	Yes, No, N/A

	     IW2.3
	GAS Protocol
	11.23.3.2
	IW2:O
	Yes, No, N/A

	 IW2.3.1
	MIH IS
	7.3.2.91
	IW2.3:O
	Yes, No, N/A

	 IW2.3.2
	MIH Event and Command Serivices Discovery
	7.3.2.91
	IW2.3:O
	Yes, No, N/A

	 IW2.3.3
	Emergency Alert System (EAS)
	7.3.2.91, 7.3.2.95
	IW2.3:O
	Yes, No, N/A

	 IW2.3.4
	Location-to-Service Translation Protocol
	7.3.2.91
	IW2.3:O
	Yes, No, N/A

	 IW2.3.5
	Advertisement Protocol ID, Vendor Specific
	7.3.2.91
	IW2.3:O
	Yes, No, N/A

	     IW2.4
	GAS Initial Request frame
	7.4.7.14
	IW2:M
	Yes, No, N/A

	     IW2.5
	GAS Initial Response frame
	7.4.7.15
	IW2:M
	Yes, No, N/A

	     IW2.6
	GAS Comeback Request frame
	7.4.7.16
	IW2:M
	Yes, No, N/A

	     IW2.7
	GAS Comeback Response frame
	7.4.7.17
	IW2:M
	Yes, No, N/A

	IW3
	QoS Mapping from External Networks
	11.23.9 9.9.3.1, 9.9.3.2
	CF19:O
	Yes, No, N/A

	     IW3.1
	QoS Map Set element
	7.3.2.93
	IW3:M
	Yes, No, N/A

	     IW3.2
	Transport of QoS Map Set
	11.23.9
	IW3:M
	Yes, No, N/A

	     IW3.3
	QoS Map Configure
	7.4.2.5
	IW3:M
	Yes, No, N/A

	IW4
	MIH Support
	11B, 11.23.4
	CF19:O
	Yes, No, N/A

	    IW4.1
	MAC State Generic Convergence Function Support
	11B
	IW4:M
	Yes, No, N/A

	     IW4.2
	Informational events
	11B.3
	IW4:M
	Yes, No, N/A

	     IW4.3
	ESS status reporting
	11B.4.1
	IW4:M
	Yes, No, N/A

	     IW4.4
	Network configuration
	11B.4.2
	IW4:M
	Yes, No, N/A

	     IW4.5
	Network events
	11B.4.3
	IW4:M
	Yes, No, N/A

	     IW4.6
	Network command interface
	11B.4.4
	IW4:M
	Yes, No, N/A

	     IW4.7
	Mobility management
	11B.5.1
	IW4:M
	Yes, No, N/A

	     IW4.8
	Network configuration
	11B.4.2
	IW4:M
	Yes, No, N/A

	IW5
	Extended channel switch enabled
	7.3.2.58, 11.1.3
	(CF15 AND DSE9):M
	Yes, No, N/A

	IW6
	Expedited Bandwidth Request 
	7.3.2.92
	CF19:O
	Yes, No, N/A

	IW7
	SSPN Interface
	11.23.5
	CF19:O
	Yes, No, N/A


Annex D

(normative) 

ASN.1 encoding of the MAC and PHY MIB 

Change the dot11StationConfigEntry list in Annex D by inserting the shown entries:

-- **********************************************************************

-- * dot11DomainName TABLE

-- **********************************************************************

dot11DomainNameTable   OBJECT-TYPE

SYNTAX                SEQUENCE OF Dot11DomainNameEntry

MAX-ACCESS            not-accessible

STATUS                current

DESCRIPTION

This is a table of Domain Names which form the Domain Name List in Information Query Protocol. The Domain Name List may be transmitted to a non-AP STA in a GAS Response. Each table entry corresponds to a single Domain Name.

::= { dot11imt 6 }

-- **********************************************************************

-- * dot11RoamingConsortium TABLE

-- **********************************************************************

dot11RoamingConsortiumTable OBJECT-TYPE

SYNTAX SEQUENCE OF Dot11RoamingConsortiumEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

“This is a Table of OIs which are to be transmitted in an ANQP Roaming Consortium List. Each table entry corresponds to a roaming consortium or single SSP. The first 3 entries in this table are transmitted in Beacon and Probe Response frames.”

::= { dot11imt 5 }

-- **********************************************************************

-- * dot11GASAdvertisement TABLE

-- **********************************************************************

Change the MIB variables as follows renumbering the other entries:
Dot11GASAdvertisementEntry ::=

SEQUENCE 
{

dot11GASAdvertisementId

INTEGER,

dot11GASPauseForServerResponse
    TruthValue,
dot11GASResponseTimeout

INTEGER,

dot11GASComebackDelay

INTEGER,

dot11GASResponsesBufferingTime

INTEGER,

dot11GASQueryResponseLengthLimit

INTEGER,

dot11GASQueries

Counter32,

dot11GASQueryRate

Gauge,

dot11GASResponses

Counter32,

dot11GASResponseRate

Gauge,

dot11GASTransmittedFragmentCount

Counter32,

dot11GASReceivedFragmentCount

Counter32,

dot11GASNoRequestOutstanding

Counter32,

dot11GASResponsesDiscarded

Counter32,

dot11GASFailedResponses

Counter32

}

dot11GASPauseForServerResponse
SYNTAX TruthValue

MAX-ACCESS read-only

STATUS current

DESCRIPTION

“This attribute is only used by the responding STA in a GAS exchange. When true, it indicates that the responding STA will not transmit a GAS Initial Response frame until it receives the query response from the Advertisement Server or a timeout occurs. When false, the STA will not wait for a response from the Advertisement Server before transmiting the GAS Initial Response frame. The setting of this MIB object is outside the scope of this standard.”

::= { dot11GASAdvertisementEntry 2}

}

dot11GASQueryResponseLengthLimit OBJECT-TYPE

SYNTAX INTEGER (1..127)

MAX-ACCESS read-write

STATUS current

DESCRIPTION

“This object indicates the maximum number of octets an STA will transmit in one or more Query Response fields contained within GAS Comeback Response  frame(s). A value of 127 means the maximum limit enforced is  contained by the maximum allowable number of fragments in the GAS Query  Fragment Response ID”


::= { dot11GASAdvertisementEntry 5}

Insert the following annex to the proper sequence of annexes:

Annex W

(informative) 

Interworking with External Networks 

W.1.1 Airport

A business traveler arrives for the first time into an airport having a WLAN. The user wants to download email onto their laptop utilizing the airport’s hotspot, a chargeable network. Once associated, the user needs to connect via VPN connection back to their company’s servers to access email and information from the customer database.

1)
The laptop’s non-AP STA performs an active scan by transmitting a Probe Request frame containing the wildcard SSID and an Interworking element with Access Network Type subfield set to “Chargeable Public Network”. In response, it receives Probe Response frames from several of the airport’s APs, in the immediate neighborhood, for the SSID “Narita Hotspot”. 

2)
The Probe Response received by the laptop indicated the following capabilities: 

a)
Extended capabilities element indicates: AP provides Interworking Service.

b)
Interworking element indicates: venue group = 1 (Assembly) and 802.11 Venue Type = 3 (passenger terminal), Internet = 1 (Internet access available), ASRA = 1 (there is an additional step required for network access).

c)
Advertisement Protocol element indicating AP supports GAS for IEEE 802.21-IS.


d)
Roaming Consortium element present containing an OI for “Hotspot Roaming International”.

e)
There is no RSN element present in the received beacon frame.

3)
Since the laptop’s SME does not recognize the Roaming Consortium OI, it invokes the GAS protocol to query the network’s IEEE 802.21-IS. The IEEE 802.21-IS’s response indicates the roaming partners for “Narita Hotspot” and the laptop has security credentials for one of them.

4)
Since the AP indicated ASRA = 1, the SME again invokes the GAS protocol to retrieve the Network Authentication Type information. The response indicates that https redirection is in use and provides the Re-direct URL of “hotspot.narita.co.jp”. Note that this is helpful since some networks use conditional re-direction—that is, access to a walled garden is provided for free, but a subscription fee is required to access the Internet.

5)
Since the Laptop’s SME now knows it should be able to successfully authenticate with the network, the STA associates to the AP.

6)
The following operations are then carried out by higher layers operating within the laptop:

a)
The laptop’s SME autonomously launches an http client providing to it the URL of hotspot.narita.co.jp which provides the proper security credentials to the network, thereby successfully authenticating it to the network.

b)
The VPN client is autonomously launched, establishing a secure session to user’s corporate network. Then the user launches the email application to download email and other required information.

W.1.2 Shopping

A shopper visits a shopping mall and wants to use a smartphone to discover items on sale. In this mall, the mall’s IT department is providing WLAN facilities for all the stores in the mall, so there is only one SSID for shoppers (i.e., there is not a different SSID for each store in the mall). The user arrives at the mall and taps an icon on the screen to put the smartphone in “shopping mode”. The smartphone’s shopping application causes the non-AP STA to carry out the following steps:

1)
The smartphone’s non-AP STA performs an active scan by transmitting a Probe Request frame containing the wildcard SSID and an Interworking element with Access Network Type subfield set to “Free Public Network”. In response, it receives Probe Response frames from several of the mall’s APs, but only one SSID is provided which is “Silicon Valley Mall”. The mall’s APs did not transmit Probe Responses for the SSIDs “Engineering”, “Deliveries” and “Janitorial” since their Access Network Type is “Private network”.

2)
The Probe Response received by the smartphone indicated the following capabilities: 

a)
Extended capabilities element indicates: AP provides Interworking Service.

b)
Interworking element indicates: venue group = 6 (mercantile) and 802.11 Venue Type = 4 (shopping mall), Internet = 0 (unspecified).

c)
RSN element indicates: IEEE 802.1X authentication.

3)
Since the AP indicated Interworking service is available, the smartphone’s non-AP STA uses the MLME-GAS.request primitive to invoke GAS to request the ANQP Capabilities List (see 7.3.4.1). In the ANQP Capabilities List, the AP has indicated support for Venue Name and Domain Name List. Subsequent to receipt of the ANQP Capabilities List, the non-AP STA invokes the MLME-GAS.request primitive to retrieve the other two lists.

4)
Next, the non-AP STA’s supplicant searches the received Domain Name list to determine whether it has any stored credentials for these domains. If so:

a)
The smartphone autonomously associates to the “Silicon Valley Mall Shopping” SSID and displays the information shown below:


i)
Venue Name: Silicon Valley Mall, 1234 Main Street, Rownhams, CA 98765-1234

ii)
SSID: Silicon Valley Mall

iii)
802.11 Venue type: Shopping Mall

b)
The supplicant autonomously provides the security credentials for the selected domain.

5)
Higher-layer protocols then download discount coupons being offered for items on sale.

W.1.3 Sales Meeting

A sales person travels across town to a meeting at ACME manufacturing. While there, the sales person needs to send email to get a document from engineering. On a laptop, the user requests the WLAN via the laptop’s UI to search for guest networks. The laptop performs the following steps.

1)
The laptop’s non-AP STA performs an active scan by transmitting a Probe Request frame containing the wildcard SSID and an Interworking element with Access Network Type subfield set to “Private Network with Guest Access”. In response, it receives Probe Response frames from several of ACME Manufacturing’s APs, but only one SSID is provided which is “Guest”. ACME Manufacturing’s APs did not transmit Probe Responses for the SSIDs “Engineering” and “Finance” since their Access Network Type is “Private network”.

2)
The Probe Response received by the laptop indicated the following capabilities: 

a)
Extended capabilities element indicates: AP provides Interworking Service

b)
Interworking element indicates: Internet is available, venue group = 2 (Business) and 802.11 Venue Type = 8 (Research and Development Facility).

c)
RSN element indicates: IEEE 802.1X authentication with CCMP pairwise and group cipher suites.

3)
Since the AP indicated Interworking service is available, the laptop’s non-AP STA uses the MLME-GAS.request primitive to invoke GAS to request the ANQP Capabilities List (see 7.3.4.1). In the ANQP Capabilities List, the AP has indicated support for Venue Name. Upon receipt of the ANQP Capabilities List, the non-AP STA again invokes the MLME-GAS.request primitive to retrieve the Venue Name.

4)
The laptop’s UI displays the following information, and automatically associates to the network:

a)
SSID: Guest (Type: Private network with Guest access)

b)
Venue Name: ACME Manufacturing, 1234 Main Street, Rownhams, CA 98765-1234

c)
802.11 Venue Type: Research and Development Facility

d)
Internet is available

5)
Upon prompt, the user enters the username and password supplied by their point of contact from ACME Manufacturing and is then able to send and receive email.

W.1.4 Museum

A visitor enters a Museum which is advertising virtual docent service (audio tracks describing each of the major exhibits). The visitor taps an icon on a smartphone, requesting it to search for free networks. The smartphone then carries out the following:

1)
The smartphone’s non-AP STA performs an active scan by transmitting a Probe Request frame containing the wildcard SSID and an Interworking element with Access Network Type subfield set to “Free Public Network”. In response, it receives Probe Response frames from several of the muse1)
ums APs, but only one SSID is provided which is “Visitors”. The museum’s APs did not transmit Probe Responses for the SSID “Maintenance” since its Access Network Type is “Private network”.

2)
The Probe Response received by the smartphone indicated the following capabilities: 

a)
Extended capabilities element indicates: AP provides Interworking Service

b)
Interworking element indicates: venue group = 1 (assembly), 802.11 Venue Type = 9 (museum), and ASRA = 0 (no additional steps are required for access)

3)
Since the AP indicated Interworking service is available, the smartphone’s non-AP STA uses the MLME-GAS.request primitive to invoke GAS to request the ANQP Capabilities List (see 7.3.4.1). In the ANQP Capabilities List, the AP has indicated support for Venue Name. Upon receipt of the ANQP Capabilities List, the non-AP STA again invokes the MLME-GAS.request primitive to retrieve the Venue Name.

4)
The smartphone’s UI displays the following information, asking the user whether or not they wish to connect to the network:

a)
Venue Name: Museum of Modern Art (MOMA)

b)
SSID: Visitors

c)
802.11 Venue Type: Museum

d)
No authentication required

5)
The user taps the “Connect” icon on the smartphone’s display. Note that the smartphone’s non-AP STA knows that the network uses open system authentication since there is no RSN element present in the beacon and ASRA = 0.

W.1.6 Emergency alert

A traveller has enabled display of Emergency Alerts on their wireless device (non-AP STA), by appropriate setting of the higher-layer emergency alert application on their device. The traveller arrives at a new destination and turns on the device. The device, when switched on, will perform a search and then associate with an AP (access point) that the traveller has a subscription to, or with an open AP (if the traveller has enabled the device to do that). During the steps leading up to association, the device, when it becomes aware of an Emergency Alert, will obtain and display it. The emergency alert will likely be obtained from the AP that has the service the traveller has subscribed to, but the device may also obtain the emergency alert from other APs, if an AP that the traveller has a subscription for is not available.

1)
The traveller’s non-AP STA performs an active scan by transmitting a Probe Request frame containing the wildcard SSID. If it is associated with an AP, it checks the beacon.

2)
In response, it receives Probe Response frames from one or more APs which it checks  (or, alternately, checks the beacon) for the subscription and also whether the Emergency Alert information element indicates that there are emergency alert message(s). 

3)
If there are one or more Emergency Alert messages to be downloaded, the Emergency Alert Identifier element provides an Alert Identifier Hash value.

3)
The device uses the hash of each of the available emergency message(s) to determine whether that message has already been received, or whether it is a new message that must be downloaded. 

4)
If there are one or more Emergency Alert messages to be downloaded, the device forms the EAS Message URI by concatenating the Emergency Alert Server URI with the hexadecimal numerals of the Alert Identifier Hash, using the specified method.

5)
Should the device be un-associated with an AP when it determines that a new Emergency Alert is available, it retrieves the EAS message using either GAS proceedures with Advertisement Protocol ID set to the value for EAS. If the device is associated with the AP, it retrieves the EAS message using either GAS proceedures with Advertisement Protocol ID set to the value for EAS or, preferrably, HTTP using Internet Protocols.
Remove Annex X

























Abstract


This submission addresses the following comments from the P802.11u Initial Sponsor Ballot: 313, 329, 332, and 334.  TGu has currently two separate ways of query transport protocols i.e., Native GAS and Non-Native GAS Protocol. The Native-GAS is used for local queries and the Non-Native GAS is used to query the information remotely located at an external server.  This dual query scheme requires the non-AP STA to have, at a minimum, knowledge as to what may be categorized as local information, prior to the enquiry. The Non-AP STA need not know where the information is located. The non-AP STA should not be forced to know if the information is local or remotely located. It unnecessarily makes the information query implementation and behaviour complicated. The same information could be locally or remotely stored and retrieved. TGu seems to have made an implicit assumption about the location of the information, which has led to creation of two methods for query transport. Non-Native GAS is indeed a super set of the two GAS transport mechanisms. This submission combines the Native and Non-Native GAS into a single protocol, GAS. 





This document is based on IEEE 802.11u-d8.03.














� Note—there are 10 IDs assigned for the Secondary NAI Realm List and each Secondary NAI Realm List having a different Info ID provides different information. This allows an AP to provide additional NAI Realm information as needed by a particular 802.11 access network.
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