February 2010

doc.: IEEE 802.11-10/0209r0

IEEE P802.11
Wireless LANs

	To Clarify The Behavior of PMK Caching…

	Date:  2010-02-10

	Author(s):

	Name
	Affiliation
	Address
	Phone
	email

	Dan Harkins
	Aruba Networks
	1322 Crossman ave., Sunnyvale, CA
	+1 408 227 4500
	dharkins at arubanetworks dot com

	
	
	
	
	



Modify definition 3.20 as indicated

3.20 Authenticaor Address (AA):  TheA medium access control (MAC) address of the IEEE 802.1X Authenticator. An IEEE 802.1X Authenticator may have multiple addresses.
Modify section 8.4.1.1.1 as indicated
8.4.1.1.1 PMKSA
When the PMKSA is the result of a successful IEEE 802.1X authentication, it is derived from the EAP authentication and authorization parameters provided by the AS. This security association is bidirectional. In other words, both parties use the information in the security association for both sending and receiving. The PMKSA is created by the Supplicant’s SME when the EAP authentication completes successfully or the PSK is configured. The PMKSA is created by the Authenticator’s SME when the PMK is created from the keying information transferred from the AS or the PSK is configured. The PMKSA is used to create the PTKSA. PMKSAs are cached for up to their lifetimes. The PMKSA consists of the following elements:

· PMKID(s), as defined in 8.5.1.2 (Pairwise key hierarchy). The Each PMKID identifies the security association via a particular Authenticator MAC address.

· Authenticator MAC address(es).

· PMK

· Lifetime, as described in 8.5.1.2 (Pairwise key hierarchy).

· AKMP.

· All authorization parameters specified by the AS or local configuration. This can include parameters such as the STA’s authorized SSID.

Upon creation, the Supplicant’s PMKSA will contain a single PMKID and a single Authenticator MAC address (the BSSID through which (Re)Association occured). Through subsequent interaction with the ESS—e.g. by receiving a Neighbor Report with the Key Scope bit set, or through opportunistically employing PMKSA caching (section 8.4.6.2)—a Supplicant may further populate a PMKSA with Authenticator MAC addresses and corresponding PMKIDs. 
Upon creation, the Authenticator’s PMKSA shall contain the Authenticator MAC address and corresponding PMKID for the BSSID to which the Supplicant (Re)Associated. An Authenticator may have multiple MAC addresses. In that case, the PMKSA may contain additional PMKIDs and MAC addresses used by the Authenticator. Which additional Authenticator MAC addresses to add at creation time to a particular PMKSA is a local policy decision.
Modify section 8.4.6.2 as indicated
8.4.6.2 Cached PMKSAs and RSNA key management
In a non-FT environment a STA can retain PMKSAs it establishes as a result of previous authentication. The PMKSA cannot be changed while cached, with the exception that a Supplicant may add Authenticator MAC addresses and PMKIDs to the PMKSA. The PMK in the PMKSA is used with the 4-Way Handshake to establish fresh PTKs.

If a STA in an ESS has determined it has a valid PMKSA with an AP to which it is about to (re)associate, -- for example, through the Key Scope bit of a Neighbor Report (section 7.3.2.37), or by locating the BSSID in a cached PMKSA—it calculates a PMKID using the BSSID of the AP to which it is about to (Re)Associate as the AA according to 8.5.1.2, it then includes the PMKID for the PMKSA in the RSN element in the (Re)Association Request. Upon receipt of a (Re)Association Request with one or more PMKIDs, an AP checks whether its Authenticator has retained a PMK for the PMKIDs, whether the AKM in the cached PMKSA matches the AKM in the (Re)Association Request and whether the PMK is still valid. If so, it shall assert possession of that PMK by beginning the 4-Way Handshake after association has completed, otherwise it shall begin a full IEEE 802.1X authentication after association has completed.

In lieu of a Neighbor Report (section 7.3.2.37) a STA may opportunistically derive a temporary PMKID for a valid PMKSA in its cache using the BSSID of the AP to which it is about to (Re)Associate and include that PMKID in the (Re)Association request. To maximize the probability of a successful BSS transition, a STA may choose to derive more than one temporary PMKID (from valid PMKs in its cache and the BSSID of the target AP) and include them all in the (Re)Association Request. If the AP asserts possession of (one of) the PMK(s) and the subsequent 4-Way Handshake succeeds, the STA shall add the BSSID, as a new Authenticator MAC address, and the PMKID from the (Re)Association Response to the PMKSA in its cache from which it derived the temporary PMKID. If the AP does not assert possession of a PMK and, instead, begins a full IEEE 802.1X authentication, or if the 4-Way Handshake fails, the STA shall not add the BSSID or the PMKID to an existing PMKSA. 
If both sides assert possession of a cached PMKSA, but the 4-Way Handshake fails, both sides may delete the cached PMKSA for the selected PMKID.
If a STA roams to an AP with which is is preauthenticating and the STA does not have a PMKSA for that AP, the STA must initiate a full IEEE 802.1X EAP authentication.

Modify section 8.5.1.0a as indicated
8.5.1.0a General

In an ESS, the terms IEEE 802.1X Authenticator MAC address (AA) and the AP’s BSSID are the same, andsimilarly the terms Supplicant’s MAC address (SPA) and the STA’s MAC address are equal the same.
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Abstract


This submission clarifies the behavior of PMK caching and addresses CIDs 2098, 2099, 2100, and 2101. 
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