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For CID2501, 2605 & 2430, change the last paragraph of section 7.4.14.2.2 as shown,
The MIC element (MICE) appears after the capability in the Mesh Peering Open frame. The MIC element (MICE) appears prior to the Authenticated Mesh Peering Exchange in the Mesh Peering Open frame. The information following the MIC element through to the end of the Mesh Peering Open frame body is encrypted and authenticated (see 11C.4 (Authenticated Mesh Peering Exchange)).

For CID2461, 2503, 2606 & 2430, change the last paragraph of section 7.4.14.3.2 as shown,
The MIC element (MICE) appears after the capability in the Mesh Peering Confirm frame. The MIC element (MICE) appears prior to the Authenticated Mesh Peering Exchange in the Mesh Peering Open frame. The information following the MIC element through to the end of the Mesh Peering Confirm frame body is encrypted and authenticated (see 11C.4 (Authenticated Mesh Peering Exchange)).
For CID2607 & 2430, change the last paragraph of section 7.4.14.4.2 as shown,
The MIC element (MICE) appears after the action in the Mesh Peering Close frame. The information following the MIC element through to the end of the Mesh Peering Close frame body is encrypted and authenticated (see 11C.4 (Authenticated Mesh Peering Exchange)).
For CID2431, change the second bullet in section 11C.5.2 as shown,
· The input plaintext shall be the AMPE Authenticated Mesh Peering element (see 7.4.14.5 (Mesh Group Key Inform frame format) and 7.4.14.6 (Mesh Group Key Acknowledge frame format))
For CID2431, change table s14 as shown,
	· Mesh Group Key Inform frame body 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action
	

	· 
	MIC element
	MIC element is present when dot11MeshSecurityActivated is true.

	· 
	Authenticated Mesh Peering Exchange
	


For CID2431, change the last paragraph of 7.4.14.5.2 as shown,
The Authenticated Mesh Peering Exchange element is set according to 11C.5 (Mesh Group Key Handshake). The information following the MIC element through to the end of the Mesh Group Key Inform frame body and is encrypted and authenticated (see 11C.4 (Authenticated Mesh Peering Exchange)).
For CID2431, change table s15 as shown,
	· Mesh Group Key Acknowledge frame body 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action
	

	· 
	MIC element
	MIC element is present when dot11MeshSecurityActivated is true.

	· 
	Authenticated Mesh Peering Exchange
	


For CID2431, change the last paragraph of 7.4.14.6.2 as shown,
The Authenticated Mesh Peering Exchange element is set according to 11C.5 (Mesh Group Key Handshake). The information following the MIC element through to the end of the Mesh Group Key Acknowledge frame body and is encrypted and authenticated (see 11C.4 (Authenticated Mesh Peering Exchange)).




Abstract


This submission resolves Letter Ballot 159 comment CID 2430, 2431, 2461, 2501, 2503, 2605, 2606 & 2607.





Summary of the changes:


Clarify location of MICE


Clarify encryption and authentication of Mesh Peering Close frame


Make changes for CID 2431, which include,


Updating 11C.5.2


Updating tables and text in clauses 7.4.14.5 and 7.4.14.6
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