February 2010

doc.: IEEE 802.11-10/0206r0

IEEE P802.11
Wireless LANs

	LB160 CID 2026 proposed resolution

	Date:  2010-02-07

	Author(s):

	Name
	Affiliation
	Address
	Phone
	email

	Peter Ecclesine
	Cisco Systems
	170 W. Tasman Dr., MS SJ-14-4, San Jose, Ca 95134-1706
	+1-408-527-0815
	petere@cisco.com

	
	
	
	
	



Introduction
Interpretation of a Motion to Adopt

A motion to approve this submission means that the editing instructions and any changed or added material are actioned in the TGm Draft.  This introduction, is not part of the adopted material.

Editing instructions formatted like this are intended to be copied into the TGm Draft (i.e. they are instructions to the 802.11 editor on how to merge the TGy amendment with the baseline documents).

TGm Editor:  Editing instructions preceded by “TGm Editor” are instructions to the TGm editor to modify existing material in the TGm draft.   As a result of adopting the changes, the TGm editor will execute the instructions rather than copy them to the TGm Draft.

Summission Note: Notes to the reader of this submission are not part of the motion to adopt.  These notes are there to clarify or provide context.

Clause 8
	CID
	Page
	Clause
	Comment
	Proposed Change

	2026
	261.28
	8.2.2.2
	The open authentication and shared key authentication handshake description can be be streamlined like 11.11.2.2 DSE Enablement has been changed in D2.0 - remove message type, subtype and direction of message. Noone should use 8.2.2.2 or 8.2.2.3 as a template for a handshake specification, and I request that someone submit the text changes.
	I'm hoping the editor will provide guidance if I have to make a submission about anything in clause 8 ;-)


Discussion:

In 11mb/D2.0: The open system authentication and shared key authentication handshake descriptions have extraneous material that is at a level below the exchange of frames, and can be removed with no additional ambiguity.

Proposed Resolution:

Accept comment 2026 based on discussion and editorial instructions in 10/0206r0.
Change the text in 8.2.2.2.1 and 8.2.2.2.2 as shown:

8.2.2.2.1 Open System authentication (first frame)

Upon receipt of an Open System MLME-AUTHENTICATE.request primitive, the requester shall perform

the following procedure:
a) If one or more request parameters are invalid, issue an MLME-AUTHENTICATE.confirm primitive with ResultCode set to INVALID_PARAMETERS; else 
b) Construct an Open System authentication request frame and transmit it to the responder.
— Message type: Management

— Message subtype: Authentication

— Information items:

• Authentication Algorithm Identification = “Open System”

• STA Identity Assertion (in SA field of header)

• Authentication transaction sequence number = 1

• Authentication algorithm dependent information (none)

— Direction of message: From requester to responder

8.2.2.2.2 Open System authentication (final frame)

Upon receipt of an authentication frame requesting Open System authentication, the responder may authenticate the requester using the following procedure:

a) Issue an MLME-AUTHENTICAT.indication primitive to inform the SME of the authentication request.

b) Construct and transmit an authentication response frame with the fields as defined in 7.2.3.5 (Authentication Response frame) and the status field as defined in 7.1.3.9 (Status Code field).
— Message type: Management

— Message subtype: Authentication

— Information items:

• Authentication Algorithm Identification = “Open System”

• Authentication transaction sequence number = 2

• Authentication algorithm dependent information (none)

• The result of the requested authentication as defined in 7.3.1.9 (Status Code field)

— Direction of message: From responder to requester

If dot11AuthenticationAlgorithm does not include the value “Open System,” the result code shall not take

the value “successful.” 
Change the text in 8.2.2.3.1 through 8.2.2.3.4 as shown:

8.2.2.3.1 Shared Key authentication (first frame)

Upon receipt of a Shared Key MLME-AUTHENTICATE.request primitive, the requester shall perform

the following procedure:
a) If one or more request parameters are invalid, issue an MLME-AUTHENTICATE.confirm primitive with ResultCode set to INVALID_PARAMETERS; else 
b) Construct a Shared Key authentication request frame and transmit it to the responder.
— Message type: Management

— Message subtype: Authentication

— Information items:

• STA Identity Assertion (in SA field of header)

• Authentication Algorithm Identification = “Shared Key”

• Authentication transaction sequence number = 1

• Authentication algorithm dependent information (none)

— Direction of message: From requester to responder

8.2.2.3.2 Shared Key authentication (second frame)

Upon receipt of an authentication frame requesting Shared Key authentication, the responder may authenticate the requester using the procedure here and in the following two frames:

a) Issue an MLME-AUTHENTICATE.indication primitive to inform the SME of the authentication request.
b) Before sending the second frame in the Shared Key authentication sequence, the responder shall use WEP to generate a string of octets to be used as the authentication challenge text.

c) Construct and transmit to the requester an authentication response frame with the fields as defined in 7.2.3.5 (Authentication Response frame) and the status field as defined in 7.1.3.9 (Status Code field).
Before sending the second frame in the Shared Key authentication sequence, the responder shall use WEP to generate a string of octets to be used as the authentication challenge text.

— Message type: Management

— Message subtype: Authentication

— Information items:

• Authentication Algorithm Identification = “Shared Key”

• Authentication transaction sequence number = 2

• Authentication algorithm dependent information = The authentication result

• The status code of the requested authentication as defined in 7.3.1.9 (Status Code field).

If the status code is not “successful,” this shall be the last frame of the transaction sequence;

and the content of the challenge text field is unspecified.

If the status code is “successful,” the following additional information items shall have valid

contents:

· Authentication algorithm dependent information = The challenge text

· This authentication result shall be of fixed length of 128 octets. The field shall be filled with octets generated by the WEP PRNG. The actual value of the challenge field is unimportant, but the value shall not be a static value.

— Direction of message: From responder to requester

8.2.2.3.3 Shared Key authentication (third frame)

The requester shall copy the challenge text from the second frame into athe third authentication frame. The third frame shall

be transmitted to the responder after cryptographic encapsulation by WEP, as defined in 8.2.1 (Wired equivalent privacy

(WEP)), using the shared key.

— Message type: Management

— Message subtype: Authentication

— Information items:

• Authentication Algorithm Identification = “Shared Key”

• Authentication transaction sequence number = 3

• Authentication algorithm dependent information = The challenge text from the second frame

— Direction of message: From requester to responder

8.2.2.3.4 Shared Key authentication (final frame)

The responder shall WEP-decapsulate the third frame as described in 8.2.1 (Wired equivalent privacy

(WEP)). If the WEP ICV check is successful, the responder shall compare the decrypted contents of the

Challenge Text field with the challenge text sent in second frame. If they are the same, then the responder

shall transmit an authentication frame to the requesterrespond with a successful status code in the final frame of the sequence. If the WEP ICV check fails or challenge text comparison fails, the responder shall respond with an unsuccessful status code in final frame.

— Message type: Management

— Message subtype: Authentication

— Information items:

• Authentication Algorithm Identification = “Shared Key”

• Authentication transaction sequence number = 4

• Authentication algorithm dependent information = The authentication result

• The status code of the requested authentication as defined in 7.3.1.9 (Status Code field).

This is a fixed length item with values “successful” and “unsuccessful.”

— Direction of message: From responder to requester
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