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8. Security
8.1.6 Emergency Service establishment in an RSN 
An AP that supports RSNAs and has the UESA bit set to 1 in the Interworking element in beacon and probe response frames, supports both RSNAs and Emer​gency Services associations (see 11.3.2.1) simultaneously.
An AP with RSNA enabled and the UESA bit set to 1 shall support DMS to convert group addressed frames as individually addressed frames to transmit them to STAs which bypassed the RSNA procedures.
STAs using emergency services association should request for DMS.
NOTE: STAs with emergency services association should ignore group addressed frames as they do not posses the Group Key and will not be able to decrypt group addressed frames.

9.2.7 Broadcast and multicast MPDU transfer procedure

In the absence of a PCF, when broadcast or multicast MPDUs are transferred from a STA with the To DS field

clear, only the basic access procedure shall be used. Regardless of the length of the frame, no RTS/CTS

exchange shall be used. In addition, no ACK shall be transmitted by any of the recipients of the frame. Any

broadcast or multicast MPDUs transferred from a STA with a To DS field set shall, in addition to conforming

to the basic access procedure of CSMA/CA, obey the rules for RTS/CTS exchange and the ACK procedure

because the MPDU is directed to the AP. The broadcast/multicast message shall be distributed into the BSS.

The STA originating the message shall receive the message as a broadcast/multicast message. Therefore, all

STAs shall filter out broadcast/multicast messages that contain their address as the source address. Broadcast

and multicast MSDUs shall be propagated throughout the ESS.

There is no MAC-level recovery on broadcast or multicast frames, except for those frames sent with the To DS

field set. As a result, the reliability of this traffic is reduced, relative to the reliability of individually addressed

traffic, due to the increased probability of lost frames from interference, collisions, or time-varying channel

properties.

An AP STA shall not send group addressed frames unprotected to STAs associated using emergency

services association.



Introduction


This proposal addresses comment ID 222


This proposal is based on Draft P802.11u_D8.03





The proposal addresses the RSNA bypassing procedure in the draft specification
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