February  2010

doc.: IEEE 802.11-10/0193r1

IEEE P802.11
Wireless LANs

	Bypassing RSNA

	Date:  2010-02-02

	Author(s):

	Name
	Affiliation
	Address
	Phone
	email

	Gabor Bajko
	Nokia
	313 Fairchild dr.
Mountain View, CA, 94043
	+1 858 525 3693
	gabor.bajko@nokia.com



During the very early stages of the TGu specification, there were two requirements to be addressed by TGu regarding Emergency Services access for STAs without credentials: providing access without any privacy possibilities and providing access with the possibility of encryption by the STA.

TGu developed two different solutions for the above requirements:

- an SSID restricted to ES calls only, no credentials required and no keys provided for encryption, 

- a dummy auth procedure, when the STA downloaded a username/password pair from the AP using GAS and run 802.1x auth with DH and generated keys which could have been used for data encryption

The latter one was removed from the draft as a consequence of a comment stating that such STAs without credentials would get access to the group key and thus to the group addressed frames, and that is a security breach.

The group then decided to replace the dummy auth procedure with the RSNA bypassing procedure, where STAs without credentials would be allowed to associate with the AP for ES call purposes. In the RSNA bypassing procedure there is no 802.1x procedure involved, thus no key generation, and no possibility for data encryption over the radio link. Therefore, this procedure does not satisfy the original requirement, ie to provide a mechanism for STAs without credentials to access the AP with a possibility to encrypt the data if so desired. Thus, the RSNA bypass procedure is redundant with the ES restricted SSID procedure.
There are a number of additional issues with the RSNA bypassing procedure. Eg, a STA connecting to an AP using this procedure, will keep receiving encrypted group addressed frames without being able to decrypt them. In certain STA implementations, a repeated decryption error could result in the connection being dropped on the suspicion of DoS attack. 
It is therefore proposed, to either: 

remove the RSNA bypass procedure from the draft, as it is redundant and does not satisfy the original requirement, and reintroduce the dummy auth procedure, in the way it was specified in the draft spec. version 5.0 or before. The security breach mentioned in the earlier comment could be addressed by having the AP to distribute a different group key for STAs without real credentials, compared to the group key distributed to STAs with real credentials, or alternatively, having an RSNA enabled SSID for Emergency Services purposes only.
Keep the RSNA bypass procedure, but fix it. The addition of the above mentioned RSNA Enabled ES only SSID would still be needed, if the original requirements are to be addressed.

Either way, the dummy authentication procedure present in Draft version 5.0 should be re-introduced. 



Introduction


This proposal addresses comment ID 222


This proposal is based on Draft P802.11u_D8.0





The proposal addresses the RSNA bypassing procedure in the draft specification
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