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During the very early stages of the TGu specification, there were two requirements to be addressed by TGu regarding Emergency Services access for STAs without credentials: providing access without any privacy possibilities and providing access with the possibility of encryption by the STA.

TGu developed two different solutions for the above requirements:

- an SSID restricted to ES calls only, no credentials required and no keys provided for encryption, 

- a dummy auth procedure, when the STA downloaded a username/password pair from the AP using GAS and run 802.1x auth with DH and generated keys which could have been used for data encryption

The latter one was removed from the draft as a consequence of a comment stating that such STAs without credentials would get access to the group key and thus to the group addressed frames, and that is a security breach.

The group then decided to replace the dummy auth procedure with the RSNA bypassing procedure, where STAs without credentials would be allowed to associate with the AP for ES call purposes. In this procedure there is no 802.1x procedure involved, thus no key generation, and no possibility for data encryption over the radio link. Therefore, this procedure does not satisfy the original requirement, providing a mechanism for STAs without credentials to access the AP without any possibility to encrypt the data if so desired. Thus, this procedure is redundant with the ES restricted SSID procedure. Moreover, the RSNA bypass procedure splits the broadcast domain of one single SSID, which can only be achieved with APs supporting VLANs. 
It is therefore proposed, to remove the RSNA bypass procedure from the draft, as it is redundant and does not satisfy the original requirement, and reintroduce the dummy auth procedure, in the way it was specified in the draft spec. version 5.0 or before. The security breach mentioned in the earlier comment can easily be addressed by having the AP to distribute a different group key for STAs without real credentials, compared to the group key distributed to STAs with real credentials.

Make the following changes to  the draft specification:
Re-introduce the Emergency Services Public Credential IE
Re-introduce the Emergency Services Public credentials Control Values




Introduction


This proposal addresses comment ID 222


This proposal is based on Draft P802.11u_D8.0





The proposal addresses the RSNA bypassing procedure in the draft specification
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